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1. Scope

1.1 This practice covers a policy (“the policy”) for digital
certificates that support the authentication, authorization, con-
fidentiality, integrity, and nonrepudiation requirements of per-
sons and organizations that electronically create, disclose,
receive, or otherwise transact health information.

1.2 This practice defines a policy for three classes of
certificates: (/) entity certificates issued to computing compo-
nents such as servers, devices, applications, processes, or
accounts reflecting role assignment; (2) basic individual cer-
tificates issued to natural persons involved in the exchange of
health information used for healthcare provisioning; and (3)
clinical individual certificates issued to natural persons and
used for authentication of prescriptive orders relating to the
clinical treatment of patients.

1.3 The policy defined by this practice covers: (/) definition
of healthcare certificates, healthcare certification authorities,
healthcare subscribers, and healthcare relying parties; (2)
appropriate use of healthcare certificates; (3) general condi-
tions for the issuance of healthcare certificates; (4) healthcare
certificate formats and profile; and (5) requirements for the
protection of key material.

1.4 The policy establishes minimum responsibilities for
healthcare certification authorities, relying parties, and certifi-
cate subscribers.

2. Referenced Documents

2.1 ASTM Standards: >

E2084 Specification for Authentication of Healthcare Infor-
mation Using Digital Signatures® 2

E2086 Guide for Internet and Intranet Healthcare Security?

2.2 Other Documents:

Public Law 104-191, Aug. 21, 1996, Health Insurance
Portability and Accountability Act of 1996*

RFC 2527—Internet X.509 Public Key Infrastructure Cer-

! This practice is under the jurisdiction of ASTM Committee E31 on Healthcare
Informatics , and is the direct responsibility of Subcommittee E31.25 on Healthcare
Data Management, Security, Confidentiality, and Privacy.

Current edition approved Nov. 10, 2002. Published January 2003. Originally
approved in 2002. Last previous edition approved in 2002 as E2212-02. DOI:
10.1520/E2212-02A.

2 Annual Book of ASTM Standards, Vol 14.01.

3 Withdrawn. The last approved version of this historical standard is referenced
on www.astm.org.

4 Available at http://aspe.hhs.gov/admnsimp/pl104191.htm.

tificate Policy and Certification Practices Framework, P-
KIX Working Group Internet Draft, January 3, 2002°
RFC 2560—Internet X.509 Public Key Infrastructure Online

Certificate Status Protocol, OCSP, June 1999°

3. Terminology

3.1 Certificate and Related Terms—A certificate, also re-
ferred to as a digital certificate or public key certificate, binds
a public key value to information identifying the entity
associated with the use of a corresponding private key. An
entity may be an individual, organization, account, role,
computer process, or device. The entity identified within the
certificate is referred to as the certificate subject. The certificate
is typically used to verify the digital signature of the certificate
subject or to encrypt information for that subject. The reliabil-
ity of the binding of a public key to a certificate subject is
asserted by the certification authority (CA) that creates, issues,
and distributes certificates. Certification authority is synony-
mous with certificate authority. Parties that depend on the
accuracy of information in the certificate are referred to as
relying parties. Certificate users are the collective relying
parties and subscribers.

3.2 Certificate Policy:

3.2.1 The X.509 standard defines a certificate policy (CP) as
“a named set of rules that indicates the applicability of a
certificate to a particular community and/or class of application
with common security requirements.” For example, a particular
certificate policy might indicate the type of certificate appli-
cable for authenticating electronic data interchange transac-
tions for the trading of goods within a specified price range. In
contrast, Practice E2212 addresses rules for certificates that
support the authentication, authorization, confidentiality, integ-
rity, and nonrepudiation requirements of persons and organi-
zations that electronically create, disclose, receive, or other-
wise transact health information.

3.2.2 Certificates contain a registered certificate policy ob-
ject identifier (OID) that the relying party may use to decide
whether a certificate may be trusted for a particular purpose.
The OID registration process follows the procedures specified
in ISO/IEC and ITU standards. The party that registers the OID
also publishes the CP for examination by certificate users and

3 Available at www.ietf.org/html.charters/pkix-charter.html.
© Available at http://www.ietf.org/rfc/rfc2560.txt.
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other parties. Each certificate should refer to a CP, but may also
refer to additional nonconflicting CP.

3.2.3 Certificate policies constitute a basis for accrediting
CA. Certificate policies are also used to establish a trust
relationship between two or more CA (cross-certification).
When CA issue cross-certificates, one CA assesses and recog-
nizes the relevant certificate policies of the other CA.

3.3 Certification Practice Statement—The term certification
practice statement (CPS) is defined in the Internet X.509 Public
Key Infrastructure Certificate Policy and Certificate Practices
Framework as “a statement of the practices, which a certifica-
tion authority employs in issuing certificates.” The CPS is
differentiated from the CP in the same way that any policy is
different from a practice statement. The CPS is a comprehen-
sive description by the CA of the methods, components, and
procedures it has elected to implement and which define how
it conducts itself throughout the certificate life cycle. A CA
with a single CPS may support multiple certificate policies if
the certificates it issues will be used for different application
purposes or by different certificate user communities, or both.
Any number of CA, with unique CPS, may support the same
certificate policy.

3.4 Relationship Between a Certificate Policy and a Certi-
fication Practice Statement:

3.4.1 A certificate policy assigns responsibilities to various
participants in a public key infrastructure (PKI). These respon-
sibilities may be stated in differential levels of specificity. For
example, a policy may require the CA to confirm subscriber
identity but leave the details to the CA to specify in its CPS. In
this case, the CPS might include a list of acceptable identifi-
cation documents and the methods by which the CA, its agents,
or both, verify their authenticity. Alternatively, the CA might
implement other identity authentication methods that rely upon
statements by an employer’s human resources manager. With a
less specific requirement, the CA has more flexibility in
determining its practices and would need to describe what
options it has chosen to implement in the CPS.

3.4.2 On the other hand, a policy may have a very specific
requirements, such as that the CA must use only cryptographic
modules that have been formally certified as complying with
the U.S. Federal Information Processing Standard 140-2 Level
3. In this case, the CPS would mirror the policy statement or
perhaps extend the policy statement by indicating the name of
the cryptographic module in use.

3.4.3 A certificate policy may apply to a group of organi-
zations and is often written for a defined community of relying
parties. A CPS is written by a CA and applies only to it. Thus
certificate policies are the basis of establishing requirements
for interoperability and equivalent assurance criteria on an
industry basis. A CPS is specific to a given CA and does not
provide a suitable basis for interoperability between CA
operated by different organizations.

4. Significance and Use

4.1 The policy defined by this practice is written from the
perspective of healthcare relying parties. It defines a set of
requirements to ensure that certificates, used for authentication,
authorization, confidentiality, integrity, and nonrepudiation of

health information by healthcare organizations and persons,
have a minimally sufficient assurance level.

4.2 This policy defines a healthcare public key infrastruc-
ture that can be used to implement other ASTM standards
including Specification E2084 and Guide E2086.

4.3 CA that implement procedures satisfying each require-
ment of the policy should reference the policy’s OID in the
appropriate fields within its certificates. Relying parties can
recognize the inclusion of the policy’s OID as an indication
that the issuing CA has conformed to the requirements of the
policy and that the certificates referencing the policy’s OID
may be used for healthcare purposes.

4.4 CA that do not comply with all provisions of the policy
must not assert the policy’s OID in its certificates. A CA that
complies with all but a limited number of provisions may
reference the policy in its own policy, provided that it clearly
states the specific deviations. For example, a healthcare orga-
nization might operate an internal CA that complies with all of
the provisions of the basic individual certificate class except
that it uses a noncomplying cryptographic module for the CA
signer keys. The organization might want to use the policy as
the basis for establishing trust with external relying parties.
While it may not directly assert this policy using the OID, it
may reference the policy in a document that includes state-
ments explaining measures it has taken to protect the integrity
of the CA signing key. Relying parties or CA wishing to
facilitate cross-trust relationships must then make their own
risk analysis to determine if the modified policy is adequate for
the proposed usage. This assessment, while not as easy as that
based upon full compliance, should be significantly facilitated
by treating the policy as a reference standard from which to
judge the modifications.

4.5 Certificates and the certificate issuance process can vary
in at least three distinct ways. The most frequently cited
variation is about assurance. Assurance levels vary depending
upon the degree of diligence applied in the registration, key
generation, certificate issuance, certificate revocation, and
private key protection. The required assurance level depends
on the risks associated with a potential compromise. The
federal PKI, among others, divides assurance into three classes.
Rudimentary assurance involves very little control of either the
registration process or key security. The federal PKI does not
consider rudimentary assurance appropriate for healthcare use.
Medium assurance involves a higher degree of diligence in the
registration process and requires a number controls over CA
keys. Medium assurance is designed for moderate risk appli-
cations. High assurance adds additional controls on the CA and
subscriber keys as well as careful division of roles in the
issuance process. These additions make high assurance certifi-
cates more appropriate for higher risk applications. Certificates
may also vary depending upon the type of entity whose identity
is bound to the certificate. Finally, certificates are often
described in terms of appropriate and inappropriate uses.

4.6 The policy does not define certificates in terms of
assurance levels. Instead, it defines three classes of certificates
(entity, basic individual, and clinical individual) that differ in
terms of their primary intended use or purpose and in terms of
their intended subscriber type. The three certificate classes are
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ordered so that the clinical individual certificate must meet all
the requirements of the basic individual certificate and the
basic individual certificate must meet all the requirements of
the entity certificate.

4.7 Tt is anticipated that the policy will be used to facilitate
cross-licensing between healthcare CA. The policy is intended
to provide a common reference point for establishing compat-
ibility of purposes, representations, and practices among a
number of autonomous healthcare CA.

5. Healthcare Certificate Policy

5.1 The IETF Draft Standard (RFC 2527), Internet X.509
Public Key Infrastructure Certificate Policy and Certification
Practices Framework, describes the expected contents and

format of certificate policy statements. It also specifies stan-
dard section headings, contents, and numbering. The policy
follows the IETF conventions.

5.2 The term “no stipulation” is used whenever the IETF
draft includes a section heading for which this practice has no
requirement.

5.3 IETF Guidelines (RFC 2119) require the use of “must”
and “must not” while ASTM International requires the use of
“shall” and “shall not.” The two sets of terms are defined
equivalently. IETF and ASTM International agree in the use of
terms “should,” “should not,” and “may.” Annex Al, which
contains the healthcare certificate policy (referred to as the
policy), follows the IETF conventions.

ANNEX

(Mandatory Information)

Al. HEALTHCARE CERTIFICATE POLICY
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1. INTRODUCTION

1.1 Overview

This certificate policy sets requirements for certificates that
support the authentication, authorization, confidentiality, integ-
rity, and nonrepudiation requirements of persons and organi-
zations that electronically create, disclose, receive, or other-
wise transact health information.

1.2 Policy Identification

There are three classes of certificates in this policy, which
are defined in 1.3.3. Each of these classes has an object
identifier (OID) which should be asserted in the certificate-
Policy extension of certificates that comply with this policy.

The OID are registered under the ASTM E31.20 ARC as
follows:

E31-20 OBJECT IDENTIFIER
Healthcare-certificate-policy
OBJECT IDENTIFIER
id-e3120-certpcy OBJECT
IDENTIFIER
id-e3120-certpcy-entity
id-e3120-certpcy-basiclndividual
id-e3120-certpcy-clinicallndividual

{iso(1) member-body(2) us(840) 10065}
{E31-20 2}

:= {Healthcare-certificate-policy 1}
= {Id-e3120-certpcy 1}
::= {ld-e3120-certpcy 2}
::= {ld-e3120-certpcy 3}

1.3 Community and Applicability

The only persons or organizations expected to benefit from
this policy and participate in the PKI it defines (that is, issue,
obtain, use, or rely upon healthcare certificates) are CA
identified in 1.3.1; certificate applicants and subscribers iden-
tified in 1.3.2.1; and qualified relying parties identified in
section 1.3.2.2. Certificates issued under this policy may be
used for nonhealthcare purposes; however, assurances for such
purposes are outside the scope of this policy.

This policy is intended to define minimum requirements that
must be satisfied by CA issuing certificates to healthcare
persons in order for those certificates to be generally acceptable
to autonomous healthcare relying parties. This policy assumes
that parties participating in the PKI will have healthcare
industry roles and responsibilities defined by federal regulation
such as that mandated by the Health Insurance Portability and
Accountability Act of 1996 also known as HIPAA [Public Law
104-191, Subtitle F—~Administrative Simplification, dated Aug
21, 1996], by various state licensing requirements, or by
healthcare regulations and accreditation requirements. Further,
this policy assumes that all participants are subject to industry
scrutiny, either as corporations or as individuals, with respect
to how they exercise their healthcare roles and responsibilities.

1.3.1 Certification Authorities (CA)

This policy is binding on each certification authority (CA)
that issues healthcare certificates referencing this policy, and
governs CA performance with respect to all the certificates it
issues referencing this policy. Each CA must set forth specific
practices and processes by which it implements this policy in
a publicly available document, a certification practices state-
ment (CPS). Should the CA’s CPS contain sensitive security
information, the CA may include a summary of the sensitive
portions in its publicity available version. Certificates that
reference this policy may also reference another policy as long
as the other policy does not conflict with any provision of this
policy.

1.3.1.1 CA Authorized to Issue Certificates under this Policy
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This policy may only be implemented by CA that are owned
and operated by:

a) Healthcare organizations that are either a healthcare
provider or a health plan as defined in HIPAA.

b) Healthcare accreditation bodies, regulators, or govern-
ment agencies.

c) Associations that are aggregations of healthcare per-
sons or organizations. The board of the association board must
have a majority representation from the healthcare profession-
als or organizations qualified as association members.

d) Agents of sponsor organizations that qualify under a),
b), or ¢) above, provided that the sponsor maintains responsi-
bility for ensuring that its agent adheres to all provisions of this
policy and as long as the sponsor maintains liability for any
failure of its agent to exercise appropriate diligence in the
fulfillment of those responsibilities.

Any CA issuing certificates that reference this policy must
describe the specific practices by which it implements the
requirements of this policy in a public certification practices
statement (CPS). The CA must conduct compliance audits as
specified in section 2.7.

For the benefit of all qualified relying parties, as defined in
section 1.3.2.2, CA referencing this policy must agree to be
bound by and comply with provisions of this policy.

1.3.1.2 Registration Authorities (RA) and Certificate Manu-
facturing Services (CMS)

This policy considers RA and CMS to be agents or subcon-
tractors of CA. Any activity of such agents related to certifi-
cates referencing this policy must comply with this policy’s
provisions. CA are responsible for ensuring compliance of their
agents.

1.3.2 End Entities

1.3.2.1 Subscribers

End-entity subscribers recognized by this policy must be
either natural persons or resources as defined in this section.

Subscribers for healthcare certificates that reference either
id-e3120-certpcy-basicIndividual or id-e3120-certpcy-
clinicallndividual are limited to natural persons that have a
legitimate need to create, access, review, manipulate, or oth-
erwise interact with individually identifiable health informa-
tion. Such persons must belong to one or more of the following
categories of subscribers:

Category Instances
Independent Licensed or otherwise credentialed healthcare professionals who

Practitioners  provide some patient related services independently of any health-
care organization.
Affiliated Employees or other individuals treated by a healthcare organization

Persons as a member of its workforce. For purposes of this policy, health-
care organizations include:

i) provider organizations that qualify for the National Provider
|dentifier;

ii) payer organizations that qualify for a National Health Plan Iden-
tifier;

iii) clearinghouses accredited by organizations such as the Elec-
tronic Healthcare Network Accreditation Commission;

iv) business associates of healthcare organizations; and

v) healthcare regulatory agencies.

Members/enrollees of health benefit plans and patients of providers.
For purposes of this policy, identification of a patient must include
reference to specific providers, and identification of members must
include reference to a specific payer.

Members
and Patients

Healthcare certificates that reference id-e3120-certpcy-entity
may identify arbitrary healthcare resources. Such resources
include, but are not limited to:

a) Servers such as SSL servers, or hardware devices such
as firewalls and routers;

b) Applications or processes;

c) Proxy certificates that identify natural persons but are
issued without the explicit participation of the named person.
Proxy certificates are used in a variety of encryption gateway
applications and are common in s/MIME applications; and

d) Computing accounts that are used to manage privi-
leges for groups of individuals acting in a common role.

1.3.2.2 Qualified Relying Parties

This policy is intended for the benefit of persons, either
organizations or individuals, that rely upon healthcare certifi-
cates. Such persons must have a legitimate requirement to
access, review, verify, manipulate, or otherwise interact with
individually identifiable health information. qualified relying
parties must be healthcare providers, plans, or healthcare
clearinghouses, or their business associates or workforce mem-
bers, and must agree to the provisions of this policy. The CA
may require substantiation of such agreement through execu-
tion of a relying party agreement. Persons other than qualified
relying parties that rely on certificates that reference this policy
do so without the benefit of any warranty described or implied
in this policy.

As a practical matter, qualified relying parties may also
include subscribers. A relying party agreement should be
included as part of the subscriber agreement described in
section 4.1.

1.3.3 Applicability

Healthcare certificates are intended to support the electronic
exchange of all categories of individually identifiable health
information. Healthcare certificates generally may be used to
facilitate server and client authentication, role-based authori-
zation, confidentiality, integrity, and nonrepudiation of health-
care information exchange.

Certificates issued to patients are intended to support the
communication of the patient’s personal health information
between the subscriber (patient) and the patient’s healthcare
providers. Similarly, certificates issued to health plan members
are intended to facilitate communication of the subscriber’s
personal health information between the subscriber (member)
and the member’s health plan personnel and health plan
affiliated providers.

The classes of certificates contained in this policy, and a
nonbinding description of applicability suited to each class, are
described in the following table:

Certificate Applicability
Class
Entity Suitable for use only to ensure the confidentiality of health informa-

tion. Entity certificates are not sufficient to authenticate a request
for health information.

Suitable for use in the exchange of health information supporting the
provisioning of care. Such exchanges include both administrative
and descriptive clinical information.

Suitable for use in the exchange of prescriptive clinical information,
including clinical orders as well as administrative and descriptive
clinical information.

Basic
Individual

Clinical
Individual
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Certificate
Class

Applicability

Suitable for use in the exchange of health information, which under
state law requires special protection, and would include among
other categories of information, psychiatric evaluation and treat-
ment, and HIV testing, status and treatment.

1.3.3.1 Factors in Determining Usage

Relying parties must evaluate the assurances provided by
certificates issued under this policy relative to threats to their
application and determine whether: (/) this policy provides
sufficient assurance; (2) certificates referencing this policy
must be supplemented with added diligence; (3) their applica-
tion requires a more restricted certificate policy; or (4) if the
security context of their application should be changed.

A relying party is responsible for determining that the
certificate subject is appropriately authorized to conduct the
information exchange supported by the relying party’s appli-
cation. To reduce the potential for inappropriate reliance,
certificates for Affiliated Persons should include value(s) for a
healthcareRolelnfo attribute in a subjectDirectoryAttributes
extension as described in the certificate profile included with
this policy.

2. GENERAL PROVISIONS

2.1 Obligations

2.1.1 CA Obligations

The CA is responsible for all aspects of the issuance and
management of a certificate, including control over the appli-
cation and enrollment process and verification of information
contained in the certificate, as well as certificate manufacture,
publication, revocation, suspension, and renewal. The CA is
responsible for ensuring that all aspects of the CA services and
CA operations are performed in accordance with the require-
ments, representations, and warranties of this policy and with
the CA’s certification practices statement (CPS)

2.1.1.1 Representations By CA

By issuing a certificate that references this policy, the CA
certifies to the subscriber, and to all qualified relying parties
who reasonably and in good faith rely on the information
contained in the certificate during its operational period and in
accordance with this policy, that:

a) The CA has manufactured and issued, and if necessary,
will revoke the certificate in accordance with this policy.

b) There are no misrepresentations of fact in the certifi-
cate known to the CA, and that the CA has taken reasonable
steps to verify all information in the certificate. The CA must
include in its CPS the specific measures that it undertakes to
verify all information included in the certificate and articulate
the major risks leading to misinformation that are not ad-
dressed by these measures. If desired, the CA may assert, in its
CPS, dollar or other limits to it liability.

¢) The subscriber has explicitly acknowledged to the CA
the subscriber’s acceptance of the subscriber’s obligations
under this policy.

d) The certificate meets all requirements of this policy
and was processed according to the CA’s CPS.

The CA must maintain and make available to qualified
relying parties the certificate status (valid, suspended, or
revoked) information. Acceptable mechanisms include, but are

not limited to, the distribution of certificate revocation lists
(CRL) or online certificate status protocol (OCSP). The CA
may delegate the performance of this obligation to an identified
certificate validation agent (CVA), provided that the CA
remains responsible for this functionality.

2.1.2 Registration Authority and Certificate Manufacturing
Service Obligations

The CA must retain responsibility for ensuring that all
identification and authentication functions and all certificate
manufacturing and issuing functions are performed. The CA
may delegate specific activities supporting these functions to
identified registration authorities (RA) and/or certificate manu-
facturing services (CMS) provided that the CA warrants that
these activities will be conducted in accordance with this
policy.

2.1.3 Subscriber Obligations

A subscriber must be either an individual who is the subject
of the certificate or an organization acting on behalf of an
individual who is the subject of a certificate. subscriber
obligations in these two cases are considered separately:

a) Where the subscriber is an individual: For the benefit
of the qualified relying party, the CA must require that the
subscriber enter into a binding contract which obligates the
subscriber to:

i) Generate a key pair using a trustworthy system, or
use a key pair generated in a secure hardware token by the CA
or RA and take reasonable precautions to prevent any loss,
disclosure, or unauthorized use of the private key;

ii) Acknowledge that by accepting the certificate, the
subscriber is warranting that all information about the sub-
scriber included in the certificate is true;

iii) Use the certificate exclusively for authorized
healthcare purposes consistent with this policy;

iv) Acknowledge receipt of security training appropri-
ate to the health information functions for which the certificate
is issued; and

v) Instruct the CA to revoke the certificate promptly
upon any actual or suspected loss, inappropriate disclosure, or
other compromise of the subscriber’s private key.

b) Where the subscriber is an organization acquiring the
certificate and managing a private key on behalf of an
individual: For the benefit of qualified relying parties and the
identified individual who is a certificate subject, the CA must
require that the subscriber enter a binding contract whereby the
subscriber agrees to:

1) Generate a key pair using a trustworthy system, and
take reasonable precautions to prevent any loss, disclosure, or
unauthorized use of the private key;

ii) Warrant that the subject information in the certifi-
cate is true and accurate;

iii) Maintain controls to ensure that the private key can
be used only with the knowledge and explicit action of the
certificate subject;

iv) Ensure that the certificate subject has received
security training appropriate to the health information func-
tions for which the certificate is issued; and
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v) Instruct the CA to revoke the certificate promptly
upon any actual or suspected loss, inappropriate disclosure, or
other compromise of the private key.

c) Where the subscriber is an organization obtaining
certificates for computer resources as defined in section
1.3.2.1: For the benefit of qualified relying parties, the CA must
require that the subscriber enter a binding contract whereby the
subscriber agrees to:

i) Generate a key pair using a trustworthy system and
take reasonable precautions to prevent any loss, disclosure, or
unauthorized use of the private key;

ii) Acknowledge that by accepting the certificate, the
subscriber is warranting that all information and representa-
tions made by the subscriber that are included in the certificate
are true;

iii) Install technical and administrative controls over
the invocation of related private key to ensure that it is used
exclusively for authorized healthcare purposes;

iv) Where the resource is an account accessible to
multiple persons, maintain a list of authorized users of that
account and prevent use by other parties; maintain a log of all
use of the related private key, including the date and time of
key use and identity of the person or persons invoking the key
use; ensure that all users of the account have received security
training appropriate to the health information functions for
which the certificate is issued; and

v) Instruct the CA to revoke the certificate promptly
upon any actual or suspected loss, inappropriate disclosure, or
other compromise of the resource’s private key.

2.1.4 Relying Party Obligations

A qualified relying party must not rely on a healthcare
certificate unless:

a) The reliance was reasonable and in good faith in light
of all the circumstances known to the qualified relying party at
the time of reliance.

b) The purpose for which the certificate was used was
appropriate under this policy, under the CA’s CPS, and to any
implemented subjectDirectoryAttributes. The certificate use
must be consistent with the qualified relying party’s risk
analysis of the certificate consuming application.

¢) The qualified relying party confirmed the current
validity of the certificate by checking the most recent CRL or
other published revocation information.

The CA may establish additional obligations through agree-
ment with relying parties.

2.2 Liability

2.2.1 CA Liability

Absent specific disclaimers of liability to the contrary, a CA
is responsible to qualified relying parties for direct damages
caused by the failure of the CA to comply with the terms of this
policy. The CA is liable for damages only to the extent that the
damages result from use of certificates with suitable applica-
tions.

With a statement on its issued certificates, or in its CPS, a
CA may disclaim any warranty of information accuracy and,
instead, promise only to exercise diligence in the verification of
all information provided to it and included on the certificate.

2.2.2 RA Liability

For purposes of this policy, RA are agents of the CA. The
CA is responsible to qualified relying parties for damages due
to failure of RA to perform functions assigned to it by CA.

2.3 Financial Responsibility

No stipulation.

2.4 Interpretation and Enforcement

2.4.1 Governing Law

Laws of the United States and the state in which the CA is
domiciled must govern the enforceability, construction, inter-
pretation, and validity of this policy and the CA’s CPS.
Further, since all participants in this PKI are subject—directly
or indirectly—to HIPAA regulation, interpretation of this
policy must be consistent with that regulation.

2.4.2 Severability, Survival, Merger, Notice

Should it be determined that one section of this policy is
incorrect or invalid, other sections must remain in effect until
the policy is updated.

2.4.3 Dispute Resolution Procedures

Any disputes arising out of this policy or the CA’s CPS,
unless precluded by governing law or other agreement, must be
resolved pursuant to binding arbitration in accordance with the
procedure of a reliable and established alternate dispute reso-
lution (ADR) provider. If a qualified relying party or subscriber
submits a dispute to the ADR service, such dispute must be
submitted in the county and state in which the CA is domiciled.
If a CA submits a dispute to the ADR service, such dispute
must be submitted in the county and state in which the
defendant qualified relying party or subscriber is domiciled.
The prevailing party in a dispute to arbitration is entitled to
recover the reasonable attorney’s fees expended in the arbitra-
tion proceeding as well as in any subsequent proceeding
required to enforce the arbitration award.

2.5 Fees

Practice E2212, which includes this policy, is available for
sale from ASTM International.

The CA may not impose fees on the reading of this policy,
the CA’s CPS, or any other document incorporated by refer-
ence in issued certificates. The CA may charge fees for the
issuance of certificates and access to certificates or certificate
status information, subject to agreements between the CA and
subscriber, or between the CA and relying party, or both. The
CA should publish a schedule of its fees in its CPS.

2.6 Publication and Validation Services

2.6.1 Publication of CA Information

Each CA must provide in an online repository that is
available to qualified relying parties:

a) Certificates issued by the CA that reference this policy;

b) A certificate revocation list (CRL) or a certificate status
database that may be accessed online by use of the online
certificate status protocol (OCSP), LDAP query, or other
validation protocol;

¢) The CA’s certificate for its signature key. If the CA’s
certificate is not a root (self-signed) certificate, then the
repository must include a chain of certificates from the CA’s
certificate to a root certificate;

d) Past and current versions of the CA’s CPS or a
summary of key provisions thereof; and

e) Instructions on how to acquire this policy.
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2.6.2 Frequency of Publication

The CA must publish its CPS and related documents within
14 days of completion or first effect. Certificates issued by the
CA must be published within 72 h of the subscriber’s accep-
tance of the certificate. Information relating to the revocation
of a certificate must be published in accordance with section
4.4.4.

2.6.3 Access Controls

The repository will be available to qualified relying parties
on a substantially 24-hours-per-day, 7-days-per-week basis,
subject to reasonable scheduled maintenance and the CA’s
terms of access. CA may impose access controls on certificates,
certificate status information, or CRLs at its discretion, subject
to agreement between the CA and subscriber, and the sponsors
and/or qualified relying parties. The CA should disclose the
provisions for such access controls in its CPS or other related
document.

2.7 Compliance Audit

Before the initial use of this policy and thereafter at least
once every year, the CA must submit to a compliance audit by
a security auditor such as certified by the Information Systems
Audit and Control Association (CISA) or by the International
Information Systems Security Certification (CISSP). The pur-
pose of the compliance audit must be to verify that the CA has
in place a system to ensure the quality of the CA services that
it provides and that the CA complies with all of the require-
ments of this policy and its CPS.

Where an organization is a CA only for persons affiliated to
it, the compliance audit may be performed as part of an internal
security audit.

2.8 Confidentiality policy

Information regarding subscribers that is submitted on ap-
plications for certificates but which is not included in the
certificate must be kept confidential by the CA and must be
used only for the purpose for which it was collected. Such
information must not be released without the prior written
consent of the subscriber, unless otherwise required by law.
With prior consent of subscribers, such information may be
published in public directories.

3. IDENTIFICATION AND AUTHENTICATION
Subject to the requirements noted below, certificate applica-
tions may be communicated from the applicant to the CA or
RA:
a) In person;
b) By first-class U.S. mail, FedEx or other courier; or
c) Electronically over a secure channel such as that
provided by, for the case of affiliated persons, a local network,
or, when using the public Internet, methods based on Guide
E2086.
3.1.1 Types of Names
The subject name used for certificates issued under this
policy should be the X.500 Distinguished Name (DN) as
detailed in the IETF Draft Standard X.509. Certificates may
also include alternate subject name.
3.1.2 Name Meanings

The utility of certificates issued pursuant to this policy
requires that the names that appear in the certificate can be
understood and used by relying parties. Names used in these
certificates must identify the person to which they are assigned
in a meaningful way.

This policy details naming rules and recommendations for
subscriber categories as follows:

Resources (i) Must include in the “O=" component of DN the name of the spon-
sor healthcare organization
(il) Where the certificate is issued to a secure server, the name of
the server should be in the “CN=" component of DN. The name
should be of the form <machine name>.<domain name>
(iii) Where the certificate is issued to an application or process, the
name of the application or process should be in the “CN=" compo-
nent of DN. The name should be of the form <application/process
name>.<domain name>
(iv) Where the certificate is issued to an “account” or a “role,” the
“CN=" component should include a name which communicates the
healthcare function of that account or role (for example, “Medical
Records Staff,” “Clinical Services Departmental Clerk”)
Independent (i) Must include, in a “CN=" component of DN the first, middle (or

Practitioners initial), and last name of the subscriber
(i) To aid in recognition of the subscriber’s status, should include, in
a “CN=" component of DN, designation of license or credential
that qualifies subscriber for independent practice (for example,
MD, DO, RN, RRA, CMT, R.Pharm)
Affiliated (i) Must include, in a “CN=" component of DN, the first, middle (or
Persons initial), and last name of the subscriber
(i) Must include the name of the sponsor healthcare organization in
the “O=" component of DN
Members/ (i) Must include in a “CN=" component of DN, either:
Patients (1) The first, middle (or initial) and the last name of the sub-

scriber, and
(2) Appropriate organization specific patient or member alpha-
numeric identifier. This form should be used where privacy con-
cerns prevent publication of patient / member identity
(i) Must include the name of the healthcare organization of which
the person is a patient or member in the “O=" component of DN

Organizational names should reflect the legal name of the
organization as indicated in application for a national payer ID
or national provider ID.

Where subject private keys are not under the exclusive
control of the subject and are managed by an organization, that
organization’s designation must be included in the “O= " of the
subject DN.

3.1.3 Rules for Interpreting Various Name Forms

The CA may further stipulate how names are to be inter-
preted by publishing such rules in its CPS.

3.1.4 Uniqueness of Names

The subject DN listed in a certificate must be unambiguous
and unique to distinct subscribers of a CA. The CA may issue
multiple certificates, each with distinct key usage, to a single
subscriber in accordance with the CA’s CPS.

3.1.5 Name Claim Dispute Resolution Procedure

No stipulation.

3.1.6 Recognition, Authentication and Role of Trademarks

No stipulation.

3.1.7 Method to Prove Possession of Private Key

In cases where the subscriber generates its own keys, the CA
must require the subscriber to prove possession of the private
key corresponding to the public key submitted with the
application. This proof should be done by the subscriber using
its private key to sign a value and provide that signature to the
CA. For example, the applicant can provide a PKCS #10 or
signed public key and challenge (SPKC) request where its
public key and DN is signed using the subscriber’s private key.
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In the case where the subscriber is not the certificate subject,
the CA, either directly or through its registration agents (RA),
must establish that the individual or organization has estab-
lished appropriate security mechanisms to ensure that the
person, group, server, or process identified as the certificate
subject controls any private key use identified with the certifi-
cate.

3.1.8 Authentication of Organization

The subscriber must present documentation containing its
physical location of doing business, the name of its duly
authorized representative and that person’s role within the
organization, and additional business information to include:
legal name, type of entity, names of officers, addresses, and
phone numbers, as well as any national payer or provider
identifier. CA either directly or through their RA must verify
this information, as well as the authenticity of the requesting
representative and the representative’s authorization to act in
the name of the organization.

3.1.8.1 Authentication of Nonhealthcare Organizations Act-
ing as Agents

Organizations that are not healthcare organizations, but
which are agents or business associates of healthcare organi-
zations, may obtain a healthcare certificate after presentation of
a business associate contract with a healthcare organization.
The business associate contract must meet the requirements for
such contracts under the HIPA A Rules for Privacy of Individu-
ally Identifiable Health Information (45 CFR 164.502(¢e)(2)).
That healthcare organization must endorse the agent organiza-
tion’s certificate request. The CA must conduct an investiga-
tion to determine:

a) That the organization exists and is conducting business
at the address listed in the certificate application.

b) That the certificate application was signed by a signa-
tory who was a duly authorized representative of the organi-
zation named therein.

c) That the presented business associate contract is cur-
rent and signed by a responsible person of a qualified health-
care organization and that the endorsement is similarly valid.

3.1.9 Authentication of Individual Identity

For subscribers, the CA must ensure that the applicant’s
identity information is verified in accordance with applicable
policy and CPS and that this identity information and public
key are properly bound. Additionally, for each accepted appli-
cation, the CA must record process information to include the
method, date and time, and agent of the identity verification.

3.1.9.1 Qualifications of Agents Trusted and Competent to
Perform Identification and Authentication Functions

The CA is ultimately responsible for complete and accurate
identification and authentication of the subscriber as well as
their membership in an appropriate healthcare subscriber
category. The CA may delegate the actual in-person verifica-
tion to a trusted and competent agent. Note whereas notaries
are, in principle, trusted to perform identity verification, they
are not, without special training, competent to verify the
applicant’s membership in one of the healthcare subscriber
categories. Before the CA may delegate responsibility for
identification and authentication functions, it must determine

that the agent is both trusted to perform the function and
competent to determine membership in an appropriate cat-
egory.

Persons who qualify as trusted agents of CA include:

i) Employees of the CA.

ii) Healthcare professionals, provided that the activity on
behalf of the CA is bound to professional obligation.

iii) Staff of healthcare organizations, as long as the
activity on behalf of the CA is recognized and supervised by
the healthcare organization.

iv) Persons licensed by states to perform notarial func-
tions.

v) Persons bonded with respect to activities of this
section performed by that agent.

Persons who are competent to determine the applicant’s
membership in a subscriber category of this policy include:

i) Healthcare professionals, as long as the determination
is based on their personal knowledge of the applicant’s
healthcare related activity.

ii) Staff of healthcare organizations, where the determi-
nation is made with respect to members of that organization’s
workforce or its patients/members.

iii) Persons who receive specialized training in the rec-
ognition and validation of healthcare credentials. At a mini-
mum, such persons must be familiar with any paper documents
that are accepted as evidence of category membership and
know procedures by which they may verify the document’s
authenticity.

3.1.9.2 Identification and Authentication Requirements by
Certificate Class
The following table summarizes the identification require-
ments for each certificate class.
Certificate
Class
Entity The CA may issue certificates to pseudonyms or nonphysical per-
sons. The CA must confirm the identity of the sponsor’s desig-
nated responsible individual as specified in 3.1.1.10. The CA may
then rely upon the designated responsible Individual to properly
authenticate the entity.
Basic The CA must ensure that the applicant’s identity information is veri-
Individual  fied in accordance with this policy and its CPS and that this iden-
tity information and public key are properly bound. In general, the
applicant’s identity and membership category must be verified by
the applicant’s personal appearance before a competent agent of
the CA.

Identity and category membership may be verified by reference to:
(i) The agent’s personal knowledge of the applicant; or
(i) Credentials provided by a healthcare organization; or
(iii) Government issued ID; or
(iv) Any combination thereof.

The personal appearance need not be contemporaneous (coinci-
dent) to the certificate application. If the personal appearance is
not contemporaneous with the application process, the CA must
employ measures to ensure that the person proving possession of
the private key during the application process is the same person
identified during the personal appearance. For example, a one-
time password assigned during the personal appearance is in-
cluded in the signed PKCS#10 or SPKC. The CA must explain its
procedures in its CPS.

The following table provides additional identification requirements for
each subscriber category:

Independent Practitioners—CA must verify the currency and good
standing of the subscriber’s licensing or qualifying credential with
the issuing authority.

Affiliated Persons—CA must verify the applicant’s current participa-
tion in the affiliated organization’s workforce.

Identification Requirements
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Certificate
Class

Identification Requirements

Members/Patients—CA must verify with the affiliated organization
the applicant’s current or past plan membership with the relevant
health plan, or in the case of patients, that the applicant is now or
was a patient of the provider.

Clinical ~ Same as for basic individual certificates.

Individual

3.1.10 Authentication of Resource Identities

When resources such as computing components (servers,
routers, monitoring devices) or communication conveniences
such as group or role accounts are named as certificate
subjects, the resource must have an organizational sponsor.
Prior to issuance of certificate to such resources, the CA must
establish a trustworthy method whereby the sponsor may
designate one or more responsible individuals, and authorize
them to represent the sponsor in connection with the issuance
and revocation of the resource certificates. The CA may then
rely upon so designated responsible individual(s) to properly
authenticate the resource.

The responsible individual may be authenticated by the
procedures for affiliated persons within the class of basic
individual certificates. Authentication and verification of cer-
tificate applications for resources in entity class certificates
may be made by validation of a digitally signed message sent
from the responsible individual.

3.2 Certificate Renewal, Update and Routine Rekey

3.2.1 Routine Rekey

The longer a key is used the greater the susceptibility to loss
or compromise. Therefore it is important that a subscriber
periodically reestablishes key and identity. When rekeying, a
new certificate is issued with the same characteristics as the old
but with a different public key (corresponding to a different
private key), a different serial number, and potentially a
different validity period. CA should specify, in its CPS, the
maximum key usage period after which it will require the rekey
of issued certificates.

For purposes of rekeying, subscribers must identify them-
selves as detailed in the following table.

Certificate Routine Rekey Identity Requirements
Class

Entity Identity may be established with digital signature of sponsor’s re-
sponsible individual.

Basic Identity may be established through the use of the subscriber’s cur-

Individual rent digital signature. The CA should in its CPS specify a period
subsequent to initial registration after which the subscriber’s iden-
tity must be re-established by procedures equivalent to the initial
registration.

Clinical Identity may be established by use of a current digital signature

Individual within the currency period of the credentials used to qualify the

subscriber. For renewals subsequent to that period, the subscrib-
er’s identity must be re-established by procedures equivalent to
the original registration.

3.2.2 Certificate Renewal

Renewing a certificate involves creating a new certificate
with same name, key pair, and other information as the old one,
but with a new validity period and serial number. A certificate
may be renewed if the old certificate is still current and valid,
and the subscriber name and attributes have not changed.

Prior to the scheduled expiration of a healthcare certificate,
a subscriber may request renewal of his or her certificate from
the CA that originally issued the certificate, provided the
original certificate has not been suspended or revoked. Such a

request may be made electronically via a digitally signed
message generated with the subscriber’s private key that
corresponds to the public key contained in the original certifi-
cate. Prior to reissuance, the CA must confirm the accuracy of
information contained in the certificate, including but not
limited to, the currency of any license, organization role, or
credential information contained in the certificate, just as with
a first time application. Renewal certificates may be issued
without rekeying. Renewal with rekeying requires reauthenti-
cation of the subscriber by the CA or RA as specified in 3.2.1.

3.2.3 Certificate Update

Updating a certificate means issuing a new certificate to an
existing subscriber with the same key, different serial number
but which differs from an existing certificate in either identifier
or other attribute fields. For example, the CA may choose to
update the certificate of a subscriber who has received new
credentials or whose organizational role has changed. The CA
should include in its CPS the procedure by which certificate
updates occur. Subject and directory attribute fields require the
same proof through update procedures as they would at initial
registration.

3.3 Rekey After Revocation

Applicants whose certificate has been revoked due to a
compromise of private key or expiration must be reauthenti-
cated by the CA or RA during the certificate application
process, just as with a first-time application.

When a valid certificate is revoked and reissued in order to
accommodate inclusion of additional information, or the up-
dating of subject information on the certificate, the new
certificate may be reissued without rekeying the original
certificate.

3.4 Revocation Request

A revocation request may be initiated by a subscriber,
sponsor, or relying party or by a regulatory body, provided that
the certificate is used to conduct a transaction under that body’s
jurisdiction.

A revocation request that is submitted electronically may be
authenticated on the basis of a digital signature using the
subscriber’s old and potentially compromised key pair. Revo-
cation requests authenticated on the basis of the old key pair
must always be accepted as valid. CA should state in its CPS
the maximum latency for the processing of such requests.

Each CA should specify in its CPS specific procedures by
which subscribers who have lost their private key may revoke
the related certificate. Such procedures must support alterna-
tives, possibly nonelectronic, to digital signature based authen-
tication. These authentication mechanisms must balance the
need to prevent unauthorized revocation requests against the
need to quickly revoke certificates.

A relying party may request revocation of a certificate by
presenting the CA with evidence of key compromise; error;
change in certificate content, including but not limited to
license or registration revocation; or employment status
change. The CA must address revocation requests. If the CA
has reason to believe that the revocation request has merit, it
must investigate. As soon as the CA has sufficient reason to
believe that the certificate is invalid or the key has been
compromised, it must make this status information available to
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relying parties. In order to minimize the need for revocation
and reissue following investigation of third-party requests for
revocation, the challenged certificate may be placed on sus-
pended status for the duration of the investigation not to exceed
10 days. Once final determination is made, the certificate may
be revoked or removed from suspended status. The graded
response to third party requests specified in this paragraph is
intended to balance the need to respond in a timely manner to
any significant evidence of compromise, error, or change with
the need to prevent denial of service resulting from spurious
third-party requests for revocation.

4. OPERATIONAL REQUIREMENTS

4.1 Certificate Application

An applicant for a certificate must complete a certificate
application in a form prescribed by the CA and enter into a
subscriber agreement with the CA. All applications are subject
to review, approval, and acceptance by the CA. The following
persons may initiate the certificate application process:

Potential Subscriber
Resource

Authorized Initiator
Sponsor’s Responsible Individual

Independent Practitioner Subscriber
Affiliated Person Subscriber or Sponsor’s Responsible Individual
Member/Patient Subscriber

Organization Duly authorized representative only

4.2 Certificate Issuance

Upon successful completion of a subscriber identification
and authentication process conducted in accordance with this
policy, and after final review and approval of the certificate
application, the CA should issue the requested certificate.

The CA must ensure that certificates are delivered to
independent practitioners named in certificates. The CA must
not publish a certificate until it has been accepted by and
delivered to the applicant.

The CA may make arrangements with responsible individu-
als of sponsors to deliver certificates to affiliated persons. If
keys must be transported to the certificate subject, the Respon-
sible Individual must take steps to prevent unauthorized private
key use prior to the subject’s receipt of those keys. In every
circumstance, the sponsor must take steps to ensure that private
key use remains under the identifiable control of the certificate
subject and that the subject has accepted responsibility for its
use.

4.3 Certificate Acceptance

The CA must contractually require the subscriber to, coin-
cident with or following the issuance of a certificate, indicate
the subscriber’s acceptance or rejection of the certificate to the
CA. In its CPS, the CA must specify its procedures and time
frame for certificate acceptance. The maximum period allowed
for certificate acceptance must not be more than 30 days. If the
subscriber does not indicate acceptance within the maximum
time period, then the certificate must be revoked. Certificate
acceptance for clinical individual certificates issued under this
policy should be accomplished through electronic means with
a document digitally signed using the subscriber’s private key.

4.4 Certificate Revocation

4.4.1 Circumstances for Revocation

The issuing CA must revoke a certificate:

10

a) Upon failure of the subscriber (or the sponsor, where
applicable) to meet its material obligations under this policy,
any applicable CPS, or any other agreement, regulation, or law
applicable to the certificate that may be in force;

b) Upon knowledge or reasonable suspicion of private
key compromise;

c) If the CA determines that subject information con-
tained in the certificate is no longer true;

d) If the CA determines that the certificate was not
properly issued in accordance with this policy or the applicable
CPS, or both;

e) In the event that the CA will cease operations, all
certificates issued by the CA must be revoked prior to the date
that the CA ceases operations; or

f) For any reason, upon a request by the subscriber or
sponsor.

Subscribers, RA and sponsors have a duty to inform the CA
if they become aware of inaccuracy of the subject information
in the certificate.

4.4.1.1 Permissive Revocation

A subscriber may request revocation of the subscriber’s
certificate at any time for any reason. A sponsor (where
applicable) may request revocation of the certificate of any
affiliated person or resource at any time for any reason. The
issuing CA may also revoke a certificate upon failure of the
subscriber (or the sponsor, where applicable) to meet its
obligations under this policy, its CPS, or any other agreement,
regulation, or law applicable to the certificate.

4.4.1.2 Required Revocation

A subscriber or sponsor (where applicable) must promptly
request revocation of a certificate:

a) Whenever any of the information on the certificate
changes or becomes obsolete;

b) Whenever the private key associated with the certifi-
cate is, or is reasonably suspected of having been, compro-
mised; or

c) Whenever an affiliated person is no longer affiliated
with the sponsor.

4.4.2 Who Can Request Revocation

The subscriber, the sponsor (where applicable), the issuing
CA, or its delegated RA are authorized to request revocation of
certificates issued under this policy. A qualified relying party
may request revocation by specifying reasons in a revocation
request. The CA must perform a suitable investigation to
determine the validity of this request and take appropriate
action as specified in section 3.4.

4.4.3 Procedure For Revocation Request

A certificate revocation request should be communicated to
the issuing CA as soon as possible after recognition of
compromise or false subject information, either directly or
through an authorized RA. A certificate revocation request may
be communicated electronically, if it is digitally signed with
the private key of the subscriber, or the responsible individual
of the applicable sponsor. Alternatively, the subscriber or
sponsor may request revocation by contacting the CA or an
authorized RA in person and providing adequate proof of
identification.

4.4.3.1 Certificate Status or CRL Update
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