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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 2: Security Model

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for stapndardization comprising
aII national electrotechnical committees (IEC National Committees) The object of IEC is to promote

this end and in addltlon to other activities, IEC publishes International Standars pecifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (F 2 as “IEC

Publication(s)”). Their preparation is entrusted to technical committees; any |
in the subject dealt with may participate in this preparatory work. |

6) All users shouId@e '
7) No liability shall attac
whether direct or indirect, or for costs (including legal fees) and

expenses arising\out\of\the p bI| ation/use of, or reliance upon, this IEC Publication or any other IEC

9) AttentionN A ty
. haN not\Be held responsible for identifying any or all such patent rights.

The main task of IEG technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62541-2, which is a technical report, has been prepared by subcommittee 65E:
Devices and integration in enterprise systems, of IEC technical committee 65: Industrial-
process measurement, control and automation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65E/413/DTR 65E/464/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This second edition cancels and replaces the first edition of IEC TR 62541-2, published in
2010.

This second edition includes no technical changes with respect to the first edition but a
number of clarifications and additional text for completeness.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the referenced other parts of the series, certain document
conventions are used:

— ltalics are used to denote a defined term or definition that appears in_the “Terms and

definition” clause in one of the parts of the series.

e reconfirmed,

e withdrawn,

e replaced by a reviss
e amended. G

A bilingual versio

d editig

blication may be issued at a later date.

olohr inside' logo on the cover page of this publication indicates
that it contains ‘colours which are considered to be useful for the correct
understanding contents. Users should therefore print this document using a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

1 Scope

This part of IEC 62541, which a Technical Report, describes the OPC unified architecture
(OPC UA) security model. It describes the security threats of the physical, hardware, and
software environments in which OPC UA is expected to run. It describes/how~QPC UA relies
upon other standards for security. It provides definition of common
used in this and other parts of the OPC UA specification. It gives a

Note that there are many different aspects of s j L_have toy)be addressed when
developing applications. However since OPC i nication protocol, the
focus is on securing the data exchanged bet sis does not mean that an

This part of IEC 62541 i | develop OPC UA Client or Server
applications or implement the\QPC ér. It is also for end users that wish to
understand the variou | functionality provided by OPC UA. It also offers
some suggestions that ©a hen deploying systems. These suggestions are

generic in natur ceNhe detai nd on the actual implementation of the OPC UA
Applications an choices madeor the site security.

are indispensable its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62351 (all parts), Power systems management and associated information exchange —
Data and communications security

IEC TR 62541-1, OPC unified architecture — Part 1: Overview and concepts
IEC 62541-4, OPC unified architecture — Part 4: Services

IEC 62541-5, OPC unified architecture — Part 5: Information Model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-7, OPC unified architecture — Part 7: Profiles
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3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 as well
as the following apply.

3.11
Application Instance
individual installation of a program running on one computer

Note 1 to entry: There can be several Application Instances of the same application running at the same time on
several computers or possibly the same computer.

3.1.2

Application Instance Certificate
Digital Certificate of an individual Application Instance that has
host

Note 1 to entry: Different installations of one software product
Certificates.

3.1.3

Asymmetric Cryptography
Cryptography method that uses a paj
kept secret, the other called the Publi

Note 1 to entry: Asymmetric Cryptography js also kno Rublic-key cryptography”. In an Asymmetric
Encryption algorithm when an entity A wants to ens| j for data it sends to another entity B, entity A

e has the matching Private Key that is needed
when an entity A wants to ensure Integrity or
provide Authentlcatlon for data i send { i ses its Private Key to sign the data. To verify the

signature, entity B uses the A has provided. In an asymmetric key agreement
algorithm, entity A and entity B segfiq wn Ryblicey o the other entity. Then each uses their own Private Key
and the other's Pub@/ toscomputs V according to IS Glossary.

314

the mechanism
an entity and fo

ryptography for encrypting data with the Public Key of
the associated Private Key

the mechanism used by Asymmetric Cryptography for signing data with the Private Key of an
entity and for verifying’the data’s signature with the associated Public Key

3.1.6
Auditability
security objective that assures that any actions or activities in a system can be recorded

3.1.7

Auditing

the tracking of actions and activities in the system, including security related activities where
the Audit records can be used to review and verify system operations

3.1.8

Authentication

security objective that assures that the identity of an entity such as a Client, Server, or user
can be verified
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3.1.9
Authorization
the ability to grant access to a system resource

3.1.10

Availability

security objective that assures that the system is running normally; that is, no services have
been compromised in such a way to become unavailable or severely degraded

3.1.11
CertificateAuthority
entity that can issue Digital Certificates, also known as a CA

Note 1 to entry: The Digital Certificate certifies the ownership of a Public Key by thk ubject of the
Certificate. This allows others (relying parties) to rely upon signatures or assertiongam 1 irate Key that
corresponds to the Public Key that is certified. In this model of trust relationships,< S
is trusted by both the subject (owner) of the Certificate and the party relying ificate,/CAs are
characteristic of many Public Key infrastructure (PKI) schemes.

3.1.12
CertificateStore
persistent location where Certificates and Certificate rgvocati

Note 1 to entry: It may be a disk resident file structure o i s@latf ms, it'may be a Windows registry
location.

3.1.13
Confidentiality
security objective that assures the pro

3.1.14
Cryptography
transforming clear, meg

algorithm and a @

3.1.15
Cyber Security
CSMS

Digital Certificate
structure that associates an identity with an entity such as a user, a product or an Application
Instance where the Certificate has an associated asymmetric key pair which can be used to
authenticate that the entity does, indeed, possess the Private Key

3.1.17

Digital Signature

value computed with a cryptographic algorithm and appended to data in such a way that any
recipient of the data can use the signature to verify the data's origin and Integrity

3.1.18

Hash Function

algorithm such as SHA-1 for which it is computationally infeasible to find either a data object
that maps to a given hash result (the "one-way" property) or two data objects that map to the
same hash result (the "collision-free" property) , see IS Glossary
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3.1.19

Hashed Message Authentication Code

HMAC

MAC that has been generated using an iterative Hash Function

3.1.20

Integrity

security objective that assures that information has not been modified or destroyed in an
unauthorized manner, see IS Glossary

3.1.21

Key Exchange Algorithm
protocol used for establishing a secure communication path betwee
unsecured environment whereby both entities apply a specific algorithmt

twosentities in an
aly exchange

Note 1 to entry: A typical example of a Key Exchange Algorithm is the S8 P gpecified in
SSL/TLS.

3.1.22

Message Authentication Code
MAC

short piece of data that results from an algorithm| tha
Cryptography) to hash a Message whereby th g
alteration of the Message by computing
Message and secret key

key (see Symmetric
Message can check against

3.1.23

Message Signature

Digital Signature used to Wegri essages that are sent between two entities
Note 1 to entry: There are seye g ate~ard verify Message Signatures however they can be
categorized as symmetgic (Sege 3.1. and asymretricNSee 3.1.5) approaches.

3.1.24 iti

Non-Repudiation
strong and subs
Integrity, suffigj
delivery of the

3.1.25
Nonce
random numberthat issused once, typically by algorithms that generate security keys

3.1.26

OPC UA Application

OPC UA Client, which calls OPC UA services, or an OPC UA Server, which performs those
services

3.1.27
Private Key
the secret component of a pair of cryptographic keys used for Asymmetric Cryptography

3.1.28

Public Key

the publicly-disclosed component of a pair of cryptographic keys used for Asymmetric
Cryptography, see IS Glossary
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