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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ALARM SYSTEMS –  

 
Part 7-8:  Message formats and protocols for serial data interfaces in alarm 

transmission systems – Requirements for common  
protocol for alarm transmission using the Internet protocol 

 
FOREWORD 

1)  The International Elec trotechnical Commission ( IEC)  is a worldwide organization for standardization comprising 
all national elec trotechnical committees  ( IEC National Committees ) . The objec t of  IEC is  to promote 
international co-operation on all questions concerning standardization in the electrical and electronic f ields.  To  
this  end and in addit ion to other  activities, IEC publishes International Standards, Techni ca l  S pe c if i cat i ons ,  
Technical Repor ts , Public ly  A vailable Spec if ications  (PA S)  and Guides  (hereaf ter  ref er red to as  “ IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intereste d 
in the subject dealt with may  participate in this preparat ory  w ork .  In t ern at i on al ,  go vern me nt al  a n d n on -
governmental organizations liaising with the IEC also par ticipate in this preparation. IEC collabo rat es  c l o sel y  
w ith the International Organization for Standardization (ISO) in accordance w i t h co nd i t i o ns  d et ermi n e d b y  
agreement between the tw o organizations. 

2)  The f ormal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committ ee  h as  r ep resen ta ti o n f ro m a l l  
interested IEC National Committees.  

3)  IEC Publications have the form of recommendations for international use and are accep te d b y  IEC Na t i o n a l  
Committees  in that sense. While all reasonable efforts are made to ensure that the tech ni cal  c on te nt  of  IEC 
Publications is accurate, IEC cannot be held responsi b l e f o r  t he  w a y  i n  w h i ch t h ey  a re u se d o r  f o r  a ny  
mis interpretation by any end user. 

4)  In order  to promote international uniformity, IEC National Committees undertake t o  a pp l y  IEC Pu b l i c a ti o ns  
transparently to the maximum extent possible in their national and r eg io na l  p ub l ica ti o ns .  A ny  d i verg en ce 
betw een any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5)  IEC itself does not provide any attestation of conformity. Independent cer tif ication bodies pro v id e c onf o rmi ty  
assessment services and, in some areas, access to IEC marks  of conformity. IEC is  not  r esp ons i b l e f o r  a ny  
services carried out by independent cert if ication bodies. 

6)  A ll users should ensure that they have the latest edition of this publication. 

7)  No liability  shall attach to IEC or  its  directors, employees, servants or agents including individual e xpe r ts  a n d 
members  of its technical committees and IEC National Committees for any personal injury, proper ty damage o r  
other  damage of any nature whatsoever, whether direct or indirect, or for  c os ts  ( i nc l ud i ng  l e ga l  f ees )  a n d 
expenses arising out of the publication, use of, or rel i a nce u p on , t h is  IEC Pu b l i c a t i on  o r  a ny  o t he r  IEC 
Publications.  

8)  A ttention is drawn to the Normative references cited in this publication. Use of the referenced p ub l i cat i ons  i s  
indispensable for the correct application of this publication. 

9)  A ttention is drawn to the possibility that some of the elements of this IEC Publicatio n ma y  be  t he  su bj ec t  of  
patent rights. IEC shall not be held responsible for identifying any or all such patent r ights. 

The main task  of IEC technical commit tees is  to prepare Internat ional Standards.  In 
except ional c ircumstances, a technical committee may propose the publicat ion of a tec hn i c a l 
spec ification when 

• the required support  cannot  be obtained for the publicat ion of an Internat iona l  S t anda rd ,  
despite repeated efforts ,  or 

• the subjec t  is  s t i ll under technical development  or where,  for any other reason,  there is  the 
future but  no immediate poss ibi li ty of an agreement  on an Internat ional Standard.  

Technical spec ificat ions are subjec t  to review within three years  of publicat ion to dec ide 
whether they can be t ransformed into Internat ional Standards.  

IEC 60839-7-8,  which is  a technical spec ificat ion,  has been prepared by  IEC technical 
commit tee 79:  Alarm and elec t ronic security  sys tems. 
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The tex t  of this  technical specification is  based on the fol lowing documents :  

Enquiry  draft Repor t on voting 

79/419/DTS 79/453A/RVDTS 

 
Full informat ion on the vot ing for the approval of this  technical spec ification  c an  be  found  i n  
the report  on vot ing indicated in the above table.  

This  publicat ion has been drafted in accordance with the ISO/IEC Direc t ives , Part  2.  

A l is t  of al l  parts  in the IEC 60839 series ,  published under the genera l  t i t l e  A l a rm  s ys tem s ,  
can be found on the IEC webs ite.  

The commit tee has dec ided that  the contents of this  publication wil l remain unc hanged  un t i l  
the s tabil i ty  date indicated on the IEC web s ite under "ht tp: / /webstore. iec .ch"  in the data 
related to the spec ific publication. At  this date,  the publication wil l  be 

• t ransformed into an Internat ional Standard,  

• reconfirmed,  

• withdrawn,  

• replaced by  a revised edit ion,  or 

• amended.  

 

A bi l ingual vers ion of this  publication may be issued at  a later date.  
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ALARM SYSTEMS –  
 

Part 7-8:  Message formats and protocols for serial data interfaces in alarm 
transmission systems – Requirements for common  

protocol for alarm transmission using the Internet protocol 
 
 
 

1 Scope 

This  Part  of IEC 60839 spec ifies  a protocol for point -to-point  t ransmiss ion of alarms and 
faults ,  as  well as  communications monitoring,  between a supervised premises t ransceiver and  
a receiving centre t ransceiver us ing the Internet  protocol (IP).  

The protocol is  intended for use over any network  that  supports  the t ransmiss i on o f  IP  da t a .  
These inc lude Ethernet , xDSL, GPRS, W iFi, UMTS and WIMAX.  

The sys tem performance characteris t ics  for alarm t ransmiss ion are spec ified in 
IEC 60839-5-1.  

The performance characteris t ics  of the supervised premises equipment  comply  with the 
requirements  of i ts  assoc iated alarm system s tandard and apply  for t ransmission of  a l l  t y pes  
of alarms inc luding,  but  not  l imited to,  fire,  int rusion, access control and soc ial alarms.  

Compliance with this  document is  voluntary . 

2 Normative references 

The fol lowing documents , in whole or in part ,  are normat ively  referenced in this  document  and 
are indispensable for i ts  applicat ion. For dated references,  only  the edit ion c ited app l i es .  F o r  
undated references,  the lates t  edit ion of the referenced document (inc luding any 
amendments) applies . 

IEC 60839-5-1:2014,  Alarm and elec t ronic security sys tems – Part  5-1 :  A l a rm  t rans m i ss i on 
sys tems – General requirements  

RFC 793:1981,  Internet  s tandard – Transmission control protocol, DARPA Interne t  p rog ram , 
protocol spec ification 

NIST 800-38A:2001,  Recommendat ion for b lock  c ipher modes of  operat ion:  methods and 
techniques  

3 Terms, definitions and abbreviations 

3.1 Terms and de finitions 

For the purposes of this  document , the terms and definit ions given in IEC 60839-5-1 apply .  

ISO and IEC maintain terminological databases for use in s tandardizat ion at  the fol lowing 
addresses:  

• IEC Elec tropedia: available at  ht tp: //www.elec tropedia.org/  

• ISO Online browsing plat form: available at  ht tp: / /www. iso.org/obp 
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3.2 Abbreviations 

For the purposes of this  document , the fol lowing abbreviat ions apply . 

AES Advanced Encrypt ion Standard 
ARC Alarm Receiving Centre 
ATS Alarm Transmiss ion System 
CA X.509 Cert i ficate Authority 
CBC Cipher Block  Chaining 
CRC Cyc lic  Redundancy Check 
DNS Domain Name System 
DTLS Datagram Transport  Layer Security  
HL Header Length 
IP Internet  Protocol 
IV Init ial ization Vector 
MAC Media Access Control 
MTU Maximum Transmission Unit  
NAT Network  Address Trans lat ion 
NIST Nat ional Ins t itute of Standards and Technology  
NTP Network  Time Protocol 
NVM Non-Volat i le Memory  
P-MTU Path Max imum Transmission Unit  
RCT Receiver Centre Transceiver 
RX Receive 
SCTP Stream Control Transmiss ion Protocol 
SNTP Simple Network  Time Protocol 
SPT Supervised Premises Transceiver 
TFTP Trivial Fi le Transfer Protocol 
TX Transmit  
UDP User Datagram Protocol 
URI Uniform Resource Ident ifier 
URL Uniform Resource Locator 
UTC Coordinated Universal Time 
WS Window Size 

4 Objective 

The objec t  of this  document  is  to spec ify the protocol detai ls (t ransport  and application layers) 
for alarm t ransmiss ion systems us ing Internet Protocol (IP),  to ensure interoperabili ty between 
SPTs and RCTs supplied by  different  manufacturers . Mechanism s t o  c om m i ss i on  S P T and  
RCT and build mutual t rus t  between the communicating part ies are also described. 

As compliance with this  document  is  voluntary ,  any other alarm t ransmiss ion protocol or 
equipment  not  covered by  this  document  may be used,  provided that  the requirements  of 
IEC 62642-1 are met .  

This  protocol is  des igned to run on top of UDP and is  des igned to support  both IPv4 and IPv6.  
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NOTE For  f ur ther discussion of IP and UDP in alarm transmission, please see F.3. 

5 Messaging 

5.1 General 

This  c lause defines the messaging layer, on top of which the alarm event  data is  t rans m i t ted  
us ing the ex is t ing report ing formats  l ike for example Sia and Contact  ID.  Clause 7 defines  t he  
init ial commissioning of an SPT, as  well as  how SPTs connect  to the RCT.  

The funct ionality of the alarm messaging and poll ing protocol inc ludes: 

– exchanging master and sess ion parameters; 
– (alarm) event  report ing (inc luding l inking to out -of-band addit ional data related t o  even t s ,  

l ike audio/video);  
– l ine monitoring;  
– t ransparent  message t ransmiss ion, e.g.  vendor spec ific  messages that , for ex am p l e ,  c an  

be used for remote commands from RCT to SPT. 

It  fulfi ls  the fol lowing requirements : 

– encrypt ion, fulfi l l ing requirements  for most  demanding category of EN 50136-1;  
– authent ication, fulfi l ling requirements for most  demanding category  of EN 50136-1;  
– SPT: al lows a broad range of hardware (l imited demands on memory footpri n t  as  we l l  as  

CPU power);  
– RCT: al lows support  for at  least  10 000 SPTs in compliance with any category  in 

EN 50136-1,  us ing modern general purpose server hardware;  
– al low Dynamic  IP addresses of the SPTs;  
– al low one or more SPTs to be placed behind a NAT firewall.  

5.2 Message  format overview 

5.2.1 General 

This  subc lause describes the bas ic out l ine of al l  messages. 

Each message shall be explic itly acknowledged, inc luding l ine supervis ion messages. 

Backwards compat ibi l i ty  is  achieved by  the implementat ion of the 
RESP_CMD_NOT_SUPPORTED result  value,  which the receiving party  can send  as  ans wer  
to unsupported messages. 

Mult i-by te values wil l  be t ransmit ted us ing network  by te order (big-endian).  

5.2.2 Identi fiers 

The ident ifiers  given in Table 1 below ex is t . 

Table  1 – Identi fiers 

De s cription Pur pose Pr esent in Encr ypted Se e  

Connec tion handle Look up the cur rent symmetric 
enc ryption key 

A ll messages No 5.2.4 

Dev ice ID Uniquely  identify the hardware 
Contr ibuting to 
hashes in all 
messages 

N / A  5.2.5 
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The connect ion handle is  unencrypted. It  is  a unique number,  init ial ized  du r i ng  t he  s e t up  o f  
the connect ion. Its  sole purpose is  to be able to look up the encrypt ion key. It  is  va l i d  fo r  t he  
communication session only . 

The Device ID uniquely  ident ifies  the hardware once the connect ion has been established.  
The Device ID is  used when comput ing the hash value for each message.  In combinat ion with  
the encrypt ion of the hash this  is  used for subst itution detec tion.   

NOTE Dev ice ID is  not equivalent to any account code or s imilar ID specif ied by application protocol. 

The Device ID shall be s tored in non-volat i le memory  within the SPT.  

The IP address is  not  used for ident ification purposes, in order to al low for the use of dynamic  
or t rans lated IP addresses. 

5.2.3 Message  format 

The bas ic  unencrypted format  of al l  messages is  as  fol lows.  Message in this  fo rm a t  i s  neve r  
t ransmit ted. It  is  described in Table 2 below only  to c larify  the hash value calculat ion. 

Table  2 – Basic unencrypted format of messages 

Byte  index Byte s De s cription Se e  Gr oup 

0 4 Connec tion handle 5.2.4 Header  

4 16 Dev ice ID 5.2.5 

20 2 Tx  Sequence number 5.2.8 

22 2 Rx  Sequence number 5.2.8 

24 2 Flags  5.2.9 

26 1 Protocol version number 5.7 

27 1 Message ID 5.2.6 Message 

28 2 Message length 5.2.7 

30 n  Message data Clause 6 

The bas ic  encrypted, t ransmitted format  of al l  messages is  as  shown in Table 3.  Note that  t he  
Device ID field is  not  inc luded in the encrypted message,  but  i ts value is  used to compute  t he  
message hash value i.e.  the hash is  calculated from the unencrypted vers ion of the m es s ag e  
described above.   

Table  3 – Basic encrypted format of messages 

Byte  index Byte s De s cription Se e  Encr ypted Gr oup 

0 4 Connec tion handle 5.2.4 No Header  

4 2 Tx  Sequence number 5.2.8 Y es  

6 2 Rx  Sequence number 5.2.8 Y es  

8 2 Flags  5.2.9 Y es  

10 1 Protocol version number 5.7 Y es  

11 1 Message ID 5.2.6 Y es  Message 

12 2 Message length 5.2.7 Y es  

14 n  Message data Clause 6 Y es  

14 +  n   Padding 5.3.1 Y es  Tail 

 
32 

32 

Hash – SHA -256, or 

Hash – RIPEMD-256 

5.4 Y es  
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The connect ion handle is  unencrypted; the remainder of the message is  encrypted  us i ng  t he  
encrypt ion method as negot iated during the commiss ioning s tage. 

Message ID’s  are defined in pairs :  each message has its  matching response. Fo r  res pons es 
the firs t  by te of the Message Data always holds  a ‘Result  code’ as  defined in Annex  A.  

All  fields  are described in detai l  in the fol lowing subc lauses.  

5.2.4 Connection handle 

The connect ion handle is  ass igned (uniquely for the RCT to which a SPT repo r t s )  us i ng  t he  
commissioning protocol. The RCT creates  a unique connect ion handle  and  l i nk s  t h i s  t o  t he  
Device ID of the SPT in i ts  internal database.  This  t rans lat ion results  in a compact ,  fixed 
length connect ion handle. 

The purpose of the connect ion handle is  to be able to determine the encrypt ion key to be used 
to decrypt  the received message,  independent  of the IP address of the message.   

The connect ion handle is  not  a (by  the ins tal ler/operator) configurable param e t e r ,  no r  m ade  
vis ible on user interfaces. It  is  generated and used internally  by  the SPT/RCT equipment  only . 

5.2.5 Device  ID 

5.2.5.1 General 

The Device ID uniquely  ident ifies  the SPT and RCT. It  is  used (in combinat ion with the 
encrypt ion) for subst itut ion detec t ion.  Both SPT and RCT can verify  the ident ity  of the 
connected party  us ing this field, and create a subst itution alarm in case it  has changed.   

W ithin the message header,  the Device ID itself is  never t ransmitted.  Howeve r  Devi c e  ID  i s  
used to contribute to the message hash calculat ion. 

Device ID is  16 by tes  long.  

5.2.5.2 SPT device  ID 

The device ID of the SPT is  an ID that  is  random to the SPT, but  fixed and read-only  ove r  t he  
l i fet ime of the SPT, i .e.  a hardware serial number.  It  is  unique within the SPT database  i n  t he  
RCT. 

The device ID is  c reated during manufacturing t ime of the device;  in  m es s ag i ng ,  i t  i s  neve r  
t ransmit ted itself in c lear tex t , but  is  needed to be known in c lear tex t  for the ARC to configure 
the RCT accordingly. 

Thus,  i t  is  only  t ransmit ted during init ial commissioning phase to the RCT.  

Uniqueness is  assured by  the fol lowing princ iples: 

– each SPT manufacturer shall use his  24 bits  “organizat ionally  unique ident ifier” as  
ass igned to him by the IEEE for MAC-address generat ion; 

– each SPT manufacturer not  having such a code shall at tend for such a code from IEEE;  
– i f an interface in the SPT makes use of a MAC address,  the next  24 bits  i n  t he  devi c e  ID  

shall be the same as the res t  of MAC address spec ified by  the manu fac t u re r .  I f  s uc h  an  
interface does not  ex is t ,  the manufacturer shall use another numbering scheme 
documented by  the manufacturer;  

– the manufacturer shall use non-consecutive,  randomly  dis tributed numbers  for t he  res t  o f  
the device ID field and guarantee uniqueness for al l  his  delivered SPT devices.  
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5.2.5.3 RCT device  ID 

The device ID of the RCT is  an ID that  is  unique within the receiver and never changes wit h i n  
the l i fet ime of a receiver.  It  represents  the unique ident ity  of the RCT.  

The RCT device ID is  made available to the SPT during the commissioning phase. 

5.2.6 Message  ID 

The message IDs as  used are l is ted in the fol lowing Table 4.  

Table  4 – Message  ID overview 

M essage name De s cription 
Dir e ction 

SPT   
RCT 

V e rsion M essage 
ID 

POLL_MSG Poll message   1 0x11 

EV ENT_MSG Event message   1 0x30 

CONN_HA NDLE_REQ Connec tion handle request   1 0x40 

DEV ICE_ID_REQ Dev ice ID request   1 0x41 

ENCRY PT_SELECT_REQ Enc ryption selection request   1 0x42 

ENCRY PT_KEY _REQ Enc ryption key exchange     1 0x43 

HA SH_SELECT_REQ Hash selection request   1 0x44 

PA TH_SUPERV ISION_REQ Path supervision request     1 0x45 

SET_TIME_CMD Set t ime command   1 0x47 

V ERSION_REQ Protocol version request   1 0x48 

PMTU_REQ P-MTU    1 0x60 

PMTU_PROBE P-MTU probe    1 0x61 

DTLS_COMPLETE_REQ DTLS completed request   1 0x62 

TRA NSPA RENT_MSG Transparent message     1 0x70 

POLL_RESP Poll response   1 0x91 

EV ENT_RESP Event response   1 0xB0 

CONN_HA NDLE_RESP Connec tion handle response   1 0xC0 

DEV ICE_ID_RESP Dev ice ID response   1 0xC1 

ENCRY PT_SELECT_RESP Enc ryption selection response   1 0xC2 

ENCRY PT_KEY _RESP Enc ryption key exchange 
response     1 0xC3 

HA SH_SELECT_RESP Hash selection response   1 0xC4 

PA TH_SUPERV ISION_RESP Path supervision response     1 0xC5 

SET_TIME_RESP Set t ime response   1 0xC7 

V ERSION_RESP Protocol version response   1 0xC8 

PMTU_RESP P-MTU response   1 0xE0 

PMTU_PROBE_RESP P-MTU probe response   1 0xE1 

DTLS_COMPLETE_RESP DTLS completed response   1 0xE2 

TRA NSPA RENT_RESP Transparent response     1 0xF0 

 

The message ID of any response is  the same as the message ID of the corresponding 
command,  but  with bit  7 set .  
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