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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
USE AND SELECTION OF WIRELESS DEVICES TO BE
INTEGRATED IN SYSTEMS IMPORTANT TO SAFETY

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardi tlon comprising
all national electrotechnical committees (IEC National Committees). The objectN of to promote
international co-operation on all questions concerning standardization in the eleg{fi
this end and in addition to other activities, IEC publishes International Standard
Technical Reports, Publicly Available Specifications (PAS) and Guides (herea as “IEC

with the International Organization for Standardization (ISO) i
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical mattgé
consensus of opinion on the relevant subjects since eac
interested IEC National Committees.

3) IEC Publications have the form of recompiendati

4) In order to promote international uniformit C i € ittees undertake to apply IEC Publications
transparently to the maximum_extent possj hei ationa!” and regional publications. Any divergence
between any IEC Publicatiog regional publication shall be clearly indicated in
the latter.

5) IEC itself does not proyide_a

6) All users should e
7) No liability shall at a

8) Attentign is

9) Attention is dra e possibility that some of the elements of this IEC Publication may be the subject of
S not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. However, a
technical committee may propose the publication of a technical report when it has collected
data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 62918, which is a technical report, has been prepared by subcommittee 45A:
Instrumentation, control and electrical systems of nuclear facilities, of IEC technical
committee 45: Nuclear instrumentation.


https://standards.iteh.ai/catalog/standards/iec/8e733329-b445-445f-a096-7edfb527321f/iec-tr-62918-2014

-6 - IEC 62918:2014 © IEC 2014

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
45A/947/DTR 45A/963/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will re
the stability date indicated on the IEC web site under "http://websigre
related to the specific publication. At this date, the publication will b

schanged until
in the data

e reconfirmed,
e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - Le logo "colour inside” q et e sur la page de couverture de cette
publication indique qu'elte contient es%eur qui sont considérées comme utiles a
une bonne compréhension ~Les utilisateurs devraient, par conséquent,
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a)

b)

d)

INTRODUCTION

Technical background, main issues and organisation of the Standard

The ad hoc meeting of the IEC Technical Working Group on Nuclear Power Plant Control
and Instrumentation, held in Yokohama in May 2009, resulted in the recommendation to
develop a technical report addressing the applicability of incorporating wireless technology
throughout nuclear power plant systems, regardless of the categorizations such as non-
safety, important to availability and important to safety.

This technical report addresses this recommendation and one of its main objectives is to
pave the way for the development of a standard on the topic. The technical report
addresses concerns regarding the application, safety and security of integrating wireless
technologies into the systems of nuclear power plants. It reviews the motivation for use of

evaluators and by licensors.

Situation of the current Technical Report in the str
series

introduction.
Recommendations and limitation

It is important to note that a techni
data collected from different origin

The top-level doc

general require ]
important to ig
IEC 61513 refers
categorizatio ¢
common cause failure, software aspects of computer-based

systems, 3 of computer-based systems, and control room design. The

related to specific, equipment, technical methods, or specific activities. Usually these
documents, whishh make reference to second-level documents for general topics, can be
used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

IEC 61513 has adopted a presentation format similar to the basic safety publication
IEC 61508 with an overall safety life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, it provides the interpretation of the general requirements of
IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the nuclear application sector, regarding
nuclear safety. In this framework IEC 60880 and IEC 62138 correspond to IEC 61508-3 for
the nuclear application sector. IEC 61513 refers to 1ISO as well as to IAEA GS-R-3 and
IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance (QA).

The IEC SC 45A standards series consistently implements and details the principles and
basic safety aspects provided in the IAEA code on the safety of NPPs and in the IAEA
safety series, in particular the Requirements SSR-2/1, establishing safety requirements
related to the design of Nuclear Power Plants, and the Safety Guide NS-G-1.3 dealing with
instrumentation and control systems important to safety in Nuclear Power Plants. The
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terminology and definitions used by SC 45A standards are consistent with those used by
the IAEA.

NOTE It is assumed that for the design of I&C systems in NPPs that implement conventional safety functions (e.g.
to address worker safety, asset protection, chemical hazards, process energy hazards) international or national
standards would be applied, that are based on the requirements of a standard such as IEC 61508.

@C@
S
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NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
USE AND SELECTION OF WIRELESS DEVICES TO BE
INTEGRATED IN SYSTEMS IMPORTANT TO SAFETY

1 Scope

This Technical Report describes the state of wireless technology for industrial applications in
fossil and chemical plants and discusses the specific issues to be address order to apply
wireless technologies to nuclear power plants.

wireless implementations in nuclear facilities are discussed i and final
conclusions are presented in Clause 11 of this Technical R

2 Normative references

The following documents, in whole or j
are indispensable for its application. F
undated references, the Iatest editian
amendments) applies.

IEC 61508 (all parts),
safety-related systems

IEC 61513, Nuclear pk
safety — Genera' €

IEC 62591, Indus networks — Wireless communication network and

100.11a

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1

access control

protection of system resources against unauthorized access; a process by which use of
system resources is regulated according to a security policy and is permitted by only
authorized entities (users, programs, processes, or other systems) according to that policy

3.2

authenticate

verify the identity of a user, user device, or other entity, or the integrity of data stored,
transmitted, or otherwise exposed to unauthorized modification in an information system, or to
establish the validity of a transmission
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3.3

communications protocol

set of standard rules for data representation, signaling, authentication and error detection
required to send information over a communications channel

3.4

cybersecurity

actions required to preclude unauthorized use of, denial of service to, modifications to,
disclosure of, loss of revenue from, or destruction of critical systems or informational assets

3.5
Defense in Depth
DiD
application of more than one protective measure for a given safety objeg
objective is achieved even if one of the protective measures fails

ch that the

[SOURCE: IAEA Safety Glossary, edition 2007]

3.6

denial of service

prevention or interruption of authorized access to a eS0 e delaying of system
operations and functions

3.7
Distributed Control System
DCS

except that a DCS is usua : fined area (such as a factory). It uses a
high-speed communications s Q
factory’s primary local

reside in the DCS:
3.8

surroundings\ withot iati M disturbance variables that are unacceptable for other
Pt N Requirements are balanced with regard to interface

3.9
encryption

cryptographic transformation of data (called plaintext) into a form (called ciphertext) that
conceals the data’s original meaning to prevent it from being identified or used by outsiders.
Decryption is the corresponding reversal process

3.10

Industrial, Scientific and Medical band

ISM band

section of radio spectrum allocated by the International Telecommunication Union (ITU) and
many national regulators to ISM use. Radio communication systems that use these frequency
bands are typically free for use but typically operate under a “license- exempt” regime that
sets limits on power, spectrum spreading techniques, or duty cycles. Any device that
transmits in the ISM bands must be “type-approved.”

3.1
interoperability
ability of diverse systems and organizations to work together (inter-operate)
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3.12

Intrusion Detection System

IDS

type of security management service for computers and networks. An intrusion detection
system (IDS) monitors, gathers, and analyses information from various areas within a device
or a network to identify possible security breaches, including intrusions and misuse.

3.13

risk assessment
process of systematically identifying potential vulnerabilities to valuable system resources and
threats to those resources; quantifying loss exposures and consequences based on
probability of occurrence; and [optionally] recommending how to allocate resources to
countermeasures to minimize total exposure

3.14

trustworthiness
likelihood that an entity will behave as expected. In the co
attributes of trustworthiness include reliability, security, and re

autdmation,

3.15

Virtual Private Network

VPN

VPN extends a private network and the resouye
networks like the Internet It enables af 7

and systems can benefit from additional instrumentation

. Installing wired sensors into existing plant can be
onsuming. In addition, as shown in Figure 1, the cost of
installing wijrex X, i igher than the actual sensor itself. A wireless sensor network
can eli msta ing wires for the transmission of sensed data.
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$7 824,32

D> |

M

Installation
labor UCHIELTY Total direct
cost

B Wireless mWired

Figure 1 — Cost comparison -
for an extensive building-a

& of a facility while the sensor
readings are to be used somewhere els \ i i. within the RF coverage of the

readings from point A to point B. Both pucl itional fossil power plants have found it
financially beneficial to { the transport of differing types of
information (such as i i eadings (from condition monitoring
instrumentation), and |wice sage may further enhance the return on
investment (ROI) assqgciated ects of such a wireless installation. Process
and/or Important irg hall have a documented specification and only
carry data that t P ification. Wireless technology enhances facility

maintainability sincg

from static.
assessment,

AN
Wirbless osimetry | [ { ]

Voice Qomgupitations |
Equipment monitoring _

Laptops, PDAs |

Camera monitoring |

Heavy equipment operation _
0 20 40 60 1] 100
Percentage of wireless use

IEC

Figure 2 — Wireless use in nuclear power plants

Furthermore, this article related the wide range of possible applications of wireless technology
within the nuclear power plant setting. The associated graphic is presented as Figure 3.

1 Number in square brackets refer to the Bibliography.
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