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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 2: Assessment methodology

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National:Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable-efforis-are/made to ensure that the technical content of IEC
Publications is accurate, IEC cannot"be "held ‘responsible-for ‘thé"way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity) FIEC |National) Committees undertake to apply IEC Publications
transparently to the maximum, extent.possible, .intheir. national>and,regional;publications. Any divergence
between any IEC Publication and the corresponding, national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61069-2 has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 1993. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Reorganization of the material of IEC 61069-2:1993 to make the overall set of standards
more organized and consistent;

b) IEC TS 62603-1:2014 has been incorporated into this edition.
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The text of this standard is based on the following documents:

FDIS Report on voting
65A/790/FDIS 65A/799/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61069 series, published under the general title Industrial-process
measurement,control and automation — Evaluation of system properties for the purpose of
system assessment, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours, which. are considered to be  useful for the correct
understanding of its contents. Users_should therefore print this document using a
colour printer.
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INTRODUCTION

IEC 61069 deals with the method which should be used to assess system properties of a
basic control system (BCS). IEC 61069 consists of the following parts:

Part 1: Terminology and basic concepts

Part 2: Assessment methodology

Part 3: Assessment of system functionality

Part 4. Assessment of system performance

Part 5: Assessment of system dependability

Part 6: Assessment of system operability

Part 7: Assessment of system safety

Part 8: Assessment of other system properties

Assessment of a system is the judgement, based on evidence, of the suitability of the system
for a specific mission or class of missions.

To obtain total evidence would require complete evaluation (for example under all influencing
factors) of all system properties relevant to the particular mission or class of missions.

Since this is rarely practical, the rationale on which an assessment of a system should be
based is:

— the identification of the importance.of each of the relevant'system properties;

— the planning for evaluation of the relevant system properties with a cost-effective
dedication of effort to the various system properties.

In conducting an assessment of a systeny, it is crucial to’ bear in mind the need to gain a
maximum increase in confidence’in the suitability 'of ‘@ system within practical cost and time
constraints.

An assessment can only be carried out if a mission has been stated (or given), or if any
mission can be hypothesized. In the absence of a mission, no assessment can be made;
however, evaluations can still be specified and carried out for use in assessments performed
by others. In such cases, the standard can be used as a guide for planning an evaluation and
it provides methods for performing evaluations, since evaluations are an integral part of
assessment.

In preparing the assessment, it may be discovered that the definition of the system is too
narrow. For example, a facility with two or more revisions of the control systems sharing
resources, e.g., a network, should consider issues of co-existence and inter-operability. In this
case, the system to be investigated should not be limited to the “new” BCS; it should include
both. That is, it should change the boundaries of the system to include enough of the other
system to address these concerns.

The part structure and the relationship among the parts of IEC 61069 are shown in Figure 1.
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL AND AUTOMATION -
EVALUATION OF SYSTEM PROPERTIES
FOR THE PURPOSE OF SYSTEM ASSESSMENT -

Part 2: Assessment methodology

1 Scope

This part of IEC 61069 specifies the methodology in the assessment of a basic control system
(BCS) based on the basic concepts of IEC 61069-1.

It describes the method for analysing, weighing the relative importance of the various system
properties and influencing factors, and determining an assessment program.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, , the _latest edjtion of the referenced _document (including any
amendments) applies.

IEC 61069-1:—1, Industrial-process measurement, contrél and automation — Evaluation of
system properties for the purpose of system assessment — Part 1: Terminology and basic
concepts

3 Terms, definitions, abbreviated terms, acronyms, conventions and symbols

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61069-1 apply.

3.2 Abbreviated terms, acronyms, conventions and symbols
For the purposes of this document, the abbreviated terms, acronyms, conventions and

symbols given in IEC 61069-1 apply.

4 Assessment approach

BCSs are sufficiently complex, so that a totally comprehensive assessment inevitably requires
an expenditure of effort and time that is neither practical nor cost-effective. It is therefore
important to analyse and specify the objectives of the assessment carefully, before an
assessment program is planned.

The mission of the system or class of missions is broken down into tasks.

The task(s) which the system needs to perform should be defined in terms of the selected
BCS, its system properties, and the required functions. This enables the functions required for
the system to fulfil its mission(s) to be specified precisely.

1 Second edition to be published simultaneously with this part of IEC 61069.
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Missions of the system usually require some characteristics of the system which are not
directly related to the tasks of the system. Such characteristics include documentation and
support services.

The assessment program shall be designed with the assessment objectives, the system
requirements and the system specifications. It should be prepared in advance.

NOTE In certain cases, e.g. a regulated application, it may be necessary that the assessment be designed and
performed by an independent party.

In the absence of a mission, no assessment can be made; however, examination of the
system to gather and organize data for a later assessment is possible.

5 Assessment method

5.1 Overview
511 General

The details of the assessment program shall be derived from consideration of the assessment
objectives (as stated in 5.2) and the following inputs:

— System Requirements Document (SRD), and
— System Specification Document (SSD).
NOTE 1 Systems Requirements Document is explained in Annex A.

NOTE 2 System Specification Document is explained in"Annex B:

The assessment correlates items of the systemrequirements document with the system
specification document guided by the assessment objective;

If at any phase of the assessment information from the SRD or SSD is missing or incomplete,
the originators of the SRD or SSD should be consulted with specific questions to obtain the
required further information.

The assessment method is a tool to be utilized during the life cycle of BCS. Yet the life cycle
is out of scope of IEC 61069-2. Still during the development of a BCS and defining its
assessment, the overall BCS life cycle should be taken into account.

Assessments for every relevant stages of the life cycle should be planned, e.g. commissioning.

5.1.2 Phases
The assessment consists of the following phases:

— Defining the objectives of the assessment;
— Design and layout of the assessment;

— Planning of the assessment program;

— Execution of the assessment;

— Reporting of the results.

The phases and their respective inputs and outputs are shown in Table 1.



-10 - IEC 61069-2:2016 © IEC 2016

Table 1 — Assessment phases, inputs and outputs

Phase Input Output
Defining the objectives of the SRD and SSD (Documented) Objective of the
assessment assessment

Assessment protocol

Design and layout of the Objective of the assessment Assessment specification
assessment
SRD
SSD
Planning of the assessment Assessment specification Assessment program
program
Execution of the assessment Assessment program Result of the evaluations
Reporting of the results Result of the evaluations Report of the assessment

5.2 Defining the objectives of the assessment

The objectives of the assessment shall be stated and documented prior to the start of the
assessment as a foundation for planning and preparation of the assessment program. They
should be stated clearly and carefully.

These objectives form the basis of the guiding principles throughout the assessment by:

e determining the scope;

e the nature of the evaluation;

e the depth of the evaluation to be carried out,

e the measurements and observationsttoobe ‘mades

o the type of reports'to be produced.

The objectives govern the cost of the assessment and the resources required to conduct the
assessment.

It is therefore of utmost importance that the objectives and the scope of the assessment are
well-documented and agreed upon before the assessment program is further developed.

Description of the magnitude of BCS change requiring a reassessment should be defined, e.g.
BCS expansion.

Updates of the assessment, during the BCS life cycle, regardless of changes/expansion,
should be defined/scheduled, e.g. after 10 years of operation.

The authority(ies) who may require an assessment or re-assessment should be defined.
Additionally the authority(ies) who approve assessments or re-assessments should be defined.

During the assessment, reviews should be carried out at planned review points or at pre-
determined intervals. Such reviews should at least be held at the end of each phase.

The objectives of the assessment may be, for example:

— to assess a specific system for a particular mission;
— to assess a variety of configurations of a single system for a particular mission;
— to compare several systems for a particular mission;

— to obtain an assessment of a particular system for general use in a variety of missions;
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— to establish the suitability of a system for a particular mission;
— to establish the suitability of a system for a defined class of missions.

The assessment protocol shall be defined including:

— the assessment authorities for change and release of the assessment program,
— the assessment specifications and the assessment reports,
— the procedures to be followed,

— the contingency actions that are permissible without seeking prior authorization in the
event that the assessment cannot be conducted as planned.

5.3 Design and layout of the assessment
5.3.1 Defining the scope of assessment
5311 System boundary

The boundary of the system shall be carefully defined by identifying "what does and what
does not" belong to the system to be assessed.

The boundary of the system to be assessed shall be defined by taking into account all aspects
of influencing factors described in IEC 61069-1; — ,5.3 . It shall be documented in the
assessment specification.

The system boundary “can’be’ physical'(e.g. ‘equipment,—~“geography) and/or virtual (e.g.
information, communication).

The objectives of the assessment are translated into a scope of the assessment. In order to
develop the scope, the system properties‘described’in [IEC 61069-1; —, 5.2.2 to 5.2.7 shall be
taken into consideration:

5.3.1.2 System configuration

The configuration(s) of the system to be assessed shall be specified in the assessment
specification. Since the configurability of the system itself can be a system property to be
assessed, the configuration of the system where the assessment items are evaluated should
be carefully specified.

If the assessment objective is to assess a specific system for a particular mission, the
assessment shall be carried out on a specific system configuration and this configuration
shall be documented in the assessment specification.

If the assessment objective is to assess the flexibility of a system to meet a broad range of
typical requirements encountered in a specific sector of industry, the assessment shall be
carried out on a range of defined modules that can be configured in a variety of alternative
ways. The range of modules and the variety of configurations shall be documented in the
assessment specification.

A system is sometimes so complex that comprehensive evaluations of all system properties
would not be cost-effective, or even feasible. By careful consideration of the objectives, the
system configuration and the influencing factors, the evaluations can be reduced to include
only those assessment items which are most sensitive for the mission of the system.

5.3.2 System properties and influencing factors

The assessment items required for the assessment shall be specified. The required value or
range of value of each system property and influencing factor shall also be specified.
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Additionally, as far as applicable, influencing factors as described in IEC 61069-1 should be
included.

Each assessment item should be scrutinized to determine whether it influences or degrades
the system in such a way that it hampers or prohibits the correct conduct of other assessment
items.

These considerations shall be documented as an assessment specification to show the
constraints upon the sequencing of the assessment activities.

A convenient way to document the system properties and the influencing factors is in the form
of a matrix, where the cells correspond to the assessment items.

A generic matrix to summarize an assessment is given in Figure 2.

Syst h
Prop};it?en; Functionality | Performance | Dependability Operability | System Safety pr(?pteft'i’es

Influencing
Factors

Mission /
Task

Personnel

Process

Infrastructure

Environment

External
systems

IEC
Figure 2 — Assessment matrix

The assessment items required to be included in the assessment shall be selected and their
relative priorities shall be determined. It can be done using this matrix as a means for
considering each system property and each influencing factor and taking into consideration
the objective of the assessment.

An assessment item can be progressively further detailed by using e.g. groups or sub-groups
of properties, in which the headings of the generic matrix are further expanded into more
detailed system properties and influencing factors.

Assessment items, not relevant for the particular assessment, should also be identified for
later reference, and the reasons for the exclusion should be documented.



IEC 61069-2:2016 © IEC 2016 -13 -

5.3.3 Collation of documented information

The collation is a step of this phase to extract the information which is required to determine
potential candidates of the assessment items. The information provided by this process is
used for design and layout of the assessment.

For the purpose of the collation, the necessary information shall be extracted from the SRD
and the SSD.

The SRD and SSD shall be carefully scrutinized to compile precise and concise statements of
the topics. Example topics include:

— the boundaries of the system,

— the areas of non-compliance between system requirements and system specification,

— the list of required and future tasks,

— the list of functions provided to perform each of the required and future tasks,

— the list of alternative data paths linking the functions to support the required task(s),

— the allocation of the functions to the modules and elements,

— the number of these modules and elements,

— the extent to which these modules and elements are used to fulfil the required tasks,

— the system properties for each of the above functions,

— the influencing factors(far each ofithe above modules/elements.

A list of potential assessment items shall be |created from, these topics. The assessment items

shall be specified under specific system configuration(s) according to the objective of the
assessment.

Each potential assessment itemgshall be .examined tocdecide the extent to which this item is
evaluated to obtain the required increase in the level of confidence.

The statements should be described in qualitative and quantitative terms, and, if applicable,
their range of values.

NOTE Examples of collation documentation are provided in Annex C.

Each task to be assessed should be described in terms of its inputs, outputs and operation.

For each input, notes should be made of:

— permissible input states and corresponding permissible output state(s);
— non-permissible input states and corresponding action(s) required.

For each output, notes should be made of:

— permissible output states;
— non-permissible output states and corresponding action(s) required.

For each of the tasks, the following information about tasks should be clearly stated:

— kinds of failures which affect each task;

— permissible frequency of occurrence of each failure;

— action to be taken for each failure;

— maximum time during which the task can be stopped before the module is restored.
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