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Foreword

The text of the International Standard IEC 60880:2006, prepared by SC 45A, Instrumentation and
control of nuclear facilities, of IEC TC 45, Nuclear instrumentation, was submitted to the formal vote
and was approved by CENELEC as EN 60880 on 2009-07-01 without any modification.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2010-07-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2012-07-01

CLC/TC 45AX experts draw attention to the readers of this European standard to the fact that it should
be read in conjunction with IAEA document INSAG-10, 1996, “Defence in Depth in Nuclear Safety”
which applies.

Endorsement notice

The text of the International Standard IEC 60880:2006 was approved by CENELEC as a European
Standard without any modification.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -

INSTRUMENTATION AND CONTROL SYSTEMS IMPORTANT TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS PERFORMING

9)

CATEGORY A FUNCTIONS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that serse." While @Il reasonable\efforts» are, made ito ensurelthat jthe technical content of IEC
Publications is accurate,”IEC ‘cannot be" held-responsible for the"way in“which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC"National "Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or.regional publication shall be clearly indicated in
the latter.

IEC provides no marking procedure to, indicate -its approval and,cannot be rendered responsible for any
equipment declared to be in conformity with' an“tEC Publication.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 60880 has been prepared by subcommittee 45A: Instrumentation
and control of nuclear facilities, of IEC technical committee 45: Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 1986 and IEC 60880-2
published in 2000. It constitutes a technical revision.

The revision of the standard is intended to accomplish the following:

To take into account the fact that software engineering techniques advanced significantly
in the intervening years.

To align the standard with the new revisions of IAEA documents NS-R-1 and NS-G-1.3.
This includes as far as possible adaptation of the definitions.
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e To replace, as far as possible, requirements associated with standards published since
the first edition of IEC 60880, especially IEC 61513, IEC 61226 edition 2, IEC 62138 and
IEC 60987.

e To fully integrate IEC 60880-2 published in 2000 as chapters 13, 14, 15 and annexes G,
H, I

« Toreview the existing requirements and to update the terminology and definitions.

The text of this standard is based on the following documents:

FDIS Report on voting
45A/613/FDIS 45A/621/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.
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INTRODUCTION
a) Technical background, main issues and organisation of the standard

Engineering of software based Instrumentation and Control (I&C) systems to be used for
nuclear safety purposes is a challenge due to the safety requirements to be fulfilled. The
safety software used in nuclear power plants (NPP) which are often required only in
emergency cases, have to be fully validated and qualified before being used in operation. In
order to achieve the high reliability required, special care has to be taken throughout the
entire life cycle, from the basic requirements, the various design phases and V&V procedures
for operation and maintenance. It is the main aim of this standard to address the related
safety aspects and to provide requirements for achieving the high software quality necessary.

The first edition of this standard was issued in 1986 to interpret the basic safety principles
applied so far in hardwired systems for the utilisation of digital systems — multiprocessor
distributed systems as well as larger scale central processor systems — in the safety systems
of nuclear power plants.

It has been used extensively within the nuclear industry to provide requirements and guidance
for software of NPP safety I&C systems.

Although many of the requirements within the first edition continued to be relevant, there were
significant factors which justified the development of this second edition:

— Since 1986, a number-of new"standards’ have'been ‘produced"which address in detail the
general requirements for systems (IEC 61513),-hardware requirements (IEC 60987) and a
standard to address software’ for 1&C ‘systems' performing category B or C functions for
NPP systems important to safety (IEC 62138). The Safety Guide 50-SG-D3 of the IAEA
has been superseded by the guide NS:G*1:32:/Additionally, IEC 60880-2 has been issued.

— Software engineering techniques'have-advanced sighificantly in‘the"intervening years.

In this standard, utmost care has been taken to keep transparency with respect to the first
edition. Where possible, the phrasing of requirements has been kept, otherwise it has been
extended in a traceable way. In the same manner, IEC 60880-2 dealing with software aspects
of defence against common cause failures, use of software tools and pre-developed software
has been integrated, so that now this current standard covers entirely the software safety
issues to be addressed.

It is intended that the standard be used by systems developers, systems purchasers/users
(utilities), systems assessors and by licensors.

b) Situation of the current standard in the structure of the SC 45A standard series

IEC 60880 is directly referenced by IEC 61513 which deals with the system aspects of high
integrity computer-based I&C used in safety systems of nuclear power plants together.

IEC 60880 is the second level SC 45A document tackling the issue of software aspects for
1&C systems performing category A functions.
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Software for categories B and C functions is dealt with in IEC 62138.

IEC 60880 and IEC 62138 together cover the domain of the software aspects of computer-
based systems used in nuclear power plants to perform functions important to safety.

This second edition of IEC 60880 is to be read in conjunction with IEC 60987 and IEC 61226,
the appropriate SC 45A standards on computer hardware and on classification.

For more details on the structure of the SC 45A standard series see item d) of this
introduction.

c) Recommendation and limitation regarding the application of this standard

It is important to note that this standard establishes no additional functional requirements for
safety systems.

Aspects for which special requirements and recommendations have been produced, are:

1) a general approach to software development to assure the production of the highly reliable
software required including hardware and software interdependencies;

2) a general approach to software verification and to the software aspects of the computer-
based system validation;

3) procedures for software modification /and /configuration’ control;
4) requirements for use of tools;
5) procedures for qualification of pre-developed software.

It is recognised that software technologyisicontinling to develop at a rapid pace and that it is
not possible for aiistandarddssuchicaslothisictolsinclude’/references-ato-all modern design
technologies and techniques.

To ensure that the standard will continue to be relevant in future years the emphasis has been
placed on issues of principle, rather than specific software technologies.

If new techniques are developed then it should be possible to assess the suitability of such
techniques by applying the safety principles contained within this standard.

d) Description of the structure of the SC 45A standard series and relationships with
other IEC documents and other bodies documents (IAEA, 1SO)

The top level document of the SC 45A standard series is IEC 61513. This standard deals with
requirements for NPP I&C systems important to safety and lays out the SC 45A standards
series.

IEC 61513 refers directly to other SC 45A standards for general topics related to
categorization of functions and classification of systems, qualification, separation of systems,
defence against common cause failure, software aspects of computer-based systems,
hardware aspects of computer-based systems, and control room design. The standards
referenced directly at this second level should be considered together with IEC 61513 as a
consistent document set.
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At a third level, SC 45A standards not directly referenced by IEC 61513 are standards related
to specific equipment, technical methods or specific activities. Usually these documents,
which make reference to second level documents for general topics, can be used on their
own.

A fourth level extending the SC 45A standard series corresponds to the technical reports
which are not normative.

IEC 61513 has adopted a presentation format similar to the basic safety publication
IEC 61508 with an overall safety life-cycle framework and a system life-cycle framework and
provides an interpretation of the general requirements of IEC 61508 parts 1, 2 and 4, for the
nuclear application sector. Compliance with this standard will facilitate consistency with the
requirements of IEC 61508 as they have been interpreted for the nuclear industry. In this
framework, IEC 60880 and IEC 62138 correspond to IEC 61508, part 3 for the nuclear
application sector.

IEC 61513 refers to ISO standards as well as to IAEA 50-C-QA for topics related to quality
assurance.

The SC 45A standards series consistently implement and detail the principles and basic
safety aspects provided in the IAEA Code on the safety of nuclear power plants and in the
IAEA safety series, in particular the Requirements NS-R-1, “Safety of Nuclear Power Plants:
Design” and the Safety Guide NS-G-1.3, “Instrumentation and control systems important to
safety in Nuclear Power-Plants* Fhe terminpolegy,and,definitionsyused, by SC 45A standards
are consistent with those used'bythe lAEA.
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NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL SYSTEMS IMPORTANT TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS PERFORMING
CATEGORY A FUNCTIONS

1 Scope and object

This International Standard provides requirements for the software of computer-based I1&C
systems of nuclear power plants performing functions of safety category A as defined by
IEC 61226.

According to the definition in IEC 61513, I&C systems of safety class 1 are basically intended
to support category A functions, but may also support functions of lower categories. However
the system requirements are always determined by the functions of the highest category
implemented.

For software of I&C system performing only category B and C functions in NPP as defined by
IEC 61226, requirements and guidance of IEC 62138 are applicable.

This standard providesrequirements forthe,purposeyefiachieving-highly reliable software. It
addresses each stage "of 'software ‘generation *and ‘documentation,” including requirements
specification, design, implementation, verification, validation-and operation.

The principles applied in developing these requirements include:

— best available practices;
— top-down design methods;
— modularity;

— verification of each phase;
— clear documentation;

— auditable documents;

— validation testing.

Additional guidance and information on how to comply with the requirements of the main part
of this standard is given in Annexes A to .

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60671, Periodic tests and monitoring of the protection system of nuclear reactors
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