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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION, CONTROL AND ELECTRICAL
POWER SYSTEMS IMPORTANT TO SAFETY — SEPARATION

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable_efforts_are made to ensure _that the technical content of IEC
Publications is accurate,| IEC Jcannot be held responsible for the way/ in which/ they are used or for any
misinterpretation by any end user.

In order to promote international uniformity/ IEC National! Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide‘any!attéstation''of conformity.>Independent-certification' bodies provide conformity
assessment services and, in some areas,’access|to/HEC,marks (of iconformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 60709 has been prepared by subcommittee 45A: Instrumentation,
control and electrical power systems of nuclear facilities, of IEC technical committee 45:
Nuclear instrumentation.

This third edition cancels and replaces the second edition published in 2004. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

a) include requirements referring to the separation principle in electrical systems important to
safety;

b) define separation criteria for I&C and electrical systems in a generic way;

c) restructure the standard following the criteria;

d) consider interferences between |&C and electrical equipment from different safety

classes;
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e) align with the new revisions of IAEA documents and broaden the scope to include other
aspects of separation;

f) cover new technologies that either present unique separation issues or provide new
means of achieving separation;

g) enhance requirements and guidance for areas of cable congestion, e.g. control room,
cable spreading galleries, etc;

h) introduce the concept of “associated circuits” (from US practice) to deal with equipment
not important to safety and cables that are not separated from safety equipment and
cables;

i) address the implications of low energy circuits, such as the possible use of analysis to
reduce the minimum separation distance;

j) review existing requirements, update terminology and definitions;

k) provide guidance for the application of the standard to existing plants.

The text of this International Standard is based on the following documents:

FDIS Report on voting
45A/1185/FDIS 45A/1195/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under, "http://webstore.iec.ch” in the data related to
the specific document. At this date, the, document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION
a) Background, main issues and organization of the standard

I&C and electrical systems important to safety in nuclear power plants need to tolerate the
effects of plant / equipment faults as well as internal and external hazards. Various
techniques are available to increase the level of tolerability of I&C and electrical systems to
such effects, including the provision of independent systems, subsystems and equipment. For
claims to be made of independence between such systems and equipment, adequate
separation should be provided and maintained. This standard provides generic technical
requirements and recommendations for the implementation of separation in the design of I&C
and electrical systems.

The object of this standard is as follows:

— in Clause 5 to present the principles for separation of I&C and/or electrical systems.
Subclause 5.4 focuses on modernization of existing nuclear power plants;

— in Clause 6, to define the separation design basis, including inputs, and to identify a
certain number of possible causes of internal and external hazards;

— in Clause 7, to establish the electrical isolation measures for I&C and electrical systems
important to safety and also requirements referring isolation devices;

— in Clause 8, to give requirements to be fulfilled for cabling and component separation
within an 1&C and electrical system_important to_safety.

b) Situation of the current standard in the structure of the SC 45A standard series

IEC 60709 is a document of the second level, directly referenced by IEC 61513 and
IEC 63046 in regard to physical separation,@and-electrical isolation being required between
subsystems of different safety.trains..of 1&C and.electrical systems important to safety, and
between 1&C and electrical systems;important to,safety,and those that are not important to
safety and between different defence in depth levels.

IEC 61226, that is consistent with IAEA SSG-30, establishes the principles of categorization
of I&C and electrical functions and the classification of structures, systems and components
(SSC) according to their level of importance to safety. IEC 61226 refers to IEC 60709 as the
normative standard regarding requirements for separation.

For more details on the relation of this standard to IAEA guidelines and IEC 61226, see
Annex A to this standard.

c) Recommendations and limitations regarding the application of the Standard

IEC 60709 applies to I&C and electrical systems and equipment important to safety. It
establishes requirements for physical and electrical separation as one means to provide
independence between the functions performed in those systems and equipment. Other
aspects of independence that may be required to address concerns of common cause failure
are not included in this standard. Furthermore, separation criteria due to security
requirements are also not considered.

The requirements given in this standard for the separation of safety classes can be applied to
separation for other design constraints, such as the defence in depth concept. These rules
shall be defined at the beginning of a project by a separation concept.

The separation of safety class 1 from other classes, as used in this standard, is only an
example of the application of the requirements of the standard.
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d) Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies documents (IAEA, ISO)

The top-level documents of the IEC SC 45A standard series are IEC 61513 and IEC 63046.
IEC 61513 provides general requirements for I&C systems and equipment that are used to
perform functions important to safety in NPPs. IEC 63046 provides general requirements for
electrical power systems of NPPs; it covers power supply systems including the supply
systems of the 1&C systems. IEC 61513 and IEC 63046 are to be considered in conjunction
and at the same level. IEC 61513 and IEC 63046 structure the IEC SC 45A standard series
and shape a complete framework establishing general requirements for instrumentation,
control and electrical systems for nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification, separation,
defence against common cause failure, control room design, electromagnetic compatibility,
cybersecurity, software and hardware aspects for programmable digital systems, coordination
of safety and security requirements and management of ageing. The standards referenced
directly at this second level should be considered together with IEC 61513 and IEC 63046 as
a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by IEC 63046
are standards related to specific equipment, technical methods, or specific activities. Usually
these documents, which make reference to second-level documents for general topics, can be
used on their own.

A fourth level extending the IEC SC45A standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently/implements and details the safety and security
principles and basicaspects provided|in:the relevant’/lAEA safetyostandards and in the
relevant documents of the IAEA nuclear/security series (NSS). In particular this includes the
IAEA requirements SSR-2/1, establishing safety requirements related to the design of nuclear
power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety classification of
structures, systems and components in NPPs, the IAEA safety guide SSG-39 dealing with the
design of instrumentation and control systems for NPPs, the IAEA safety guide SSG-34
dealing with the design of electrical power systems for NPPs and the implementing guide
NSS17 for computer security at nuclear facilities. The safety and security terminology and
definitions used by SC 45A standards are consistent with those used by the IAEA.

IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation of the general
requirements of IEC 61508-1, IEC 61508-2 and |IEC 61508-4, for the nuclear application
sector. In this framework IEC 60880, IEC 62138 and IEC 62566 correspond to I[EC 61508-3
for the nuclear application sector. IEC 61513 and IEC 63046 refer to ISO as well as to IAEA
GS-R part 2 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality assurance
(QA). At level 2, regarding nuclear security, IEC 62645 is the entry document for the
IEC SC 45A security standards. It builds upon the valid high level principles and main
concepts of the generic security standards, in particular ISO/IEC 27001 and ISO/IEC 27002; it
adapts them and completes them to fit the nuclear context and coordinates with the
IEC 62443 series. At level 2, IEC 60964 is the entry document for the IEC SC 45A control
rooms standards and IEC 62342 is the entry document for the ageing management standards.

NOTE 1 It is assumed that for the design of 1&C systems in NPPs that implement conventional safety functions
(e.g. to address worker safety, asset protection, chemical hazards, process energy hazards) international or
national standards would be applied.
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NOTE 2 IEC SC 45A domain was extended in 2013 to cover electrical systems. In 2014 and 2015 discussions
were held in IEC SC 45A to decide how and where general requirements for the design of electrical systems were
to be considered. IEC SC 45A experts recommended that an independent standard be developed at the same level
as IEC 61513 to establish general requirements for electrical systems. Project IEC 63046 is now launched to cover
this objective. When IEC 63046 will be published this NOTE 2 of the introduction of IEC SC 45A standards will be

suppressed.



-10 - IEC 60709:2018 © IEC 2018

NUCLEAR POWER PLANTS -
INSTRUMENTATION, CONTROL AND ELECTRICAL
POWER SYSTEMS IMPORTANT TO SAFETY - SEPARATION

1 Scope

1.1 General

This document is applicable to nuclear power plant instrumentation and control (I&C) and
electrical systems and equipment, whose functions are required to be independent due to
their contribution to:

e aredundant or diverse safety group;
o different defence in depth levels;

o different safety classes and also with non-classified (NC) systems.

It is also applicable to temporary installations which are part of those I&C and electrical
systems important to safety (for example, auxiliary equipment for commissioning tests and
experiments or mobile power supply systems). Clause 7 is intended particularly for electrical
isolation, Clause 8 is intended particularly for the cabling and the arrangement of equipment
of I&C and electrical systems important'to safety.

This document applies to I&C and'electrical 'systems‘of ‘'new' nuclear power plants and to 1&C
and electrical upgrading or back-fitting of existing plants. For existing plants see 1.2 and 5.4.

Where independencepissrequired-lbycgeneralisafetystandards/isuch ‘asUIAEA safety guides,
IEC 61513 (for I&C), IEC 63046 (for:electrical-csystems) @and other project constraints, one
aspect of achieving this independence is physical separation and electrical isolation between
the systems and their equipment that perform safety functions. This document defines the
assessments needed and the technical requirements to be met for I&C and electrical systems,
equipment or cables for which separation is required. Those means are to achieve adequate
physical separation and electrical isolation between redundant sections of a system and
between a higher and lower class systems. This separation is needed to prevent or minimise
the impact on safety that could result from faults and failures which could be propagated or
affect several sections of a system or several systems.

The requirements for functions, and their associated systems and equipment, to be
independent are normally defined in detail in the project documentation; the method of
determining and defining these requirements is not the subject of this document.

Following IAEA SSR-2/1 Requirement 21, separation means by physical separation, electrical
isolation, functional independence and independence of communication are considered. In
this document physical separation and electrical isolation are treated. Functional
independence and independence of communication are not considered in this document.
More details referring to functional independence, independence from control systems and
independence of communication are given in Annex D.

1.2 Application: new and pre-existing plants

This document applies to the I&C and electrical of new nuclear power plants as well as to up-
grading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset is normally
specified and argued at the beginning of any project.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60071 (all parts), Insulation co-ordination
IEC 60332 (all parts), Tests on electric cables under fire conditions

IEC 60364-4-41, Low-voltage electrical installations — Part 4-41: Protection for safety —
Protection against electric shock

IEC 60364-5-52, Low-voltage electrical installations — Part 5-52: Selection and erection of
electrical equipment — Wiring systems

IEC 60364-5-56, Low-voltage electrical installations — Part 5-56: Selection and erection of
electrical equipment — Safety services

IEC 60909 (all parts), Short-circuit currents in three-phase a.c. systems
IEC 60964, Nuclear power plants— Control.rooms— Design
IEC 61000 (all parts), Electromagnetic.compatibility (EMC)

IEC 61226, Nuclear power plants — Instrumentation and control important to safety —
Classification of instrumentation .and. control functions

IEC 61439-1, Low voltage switchgear and controlgear assemblies — Part 1: General rules

IEC 61500, Nuclear power plants — Instrumentation and control important to safety — Data
communication in systems performing category A functions

IEC 61513:2011, Nuclear power plants — Instrumentation and control important to safety —
General requirements for systems

IEC 61660 (all parts), Short-circuit currents in d.c. auxiliary installations in power plants and
substations

IEC 62003, Nuclear power plants — Instrumentation and control important to safety -
Requirements for electromagnetic compatibility testing

IEC TR 62096, Nuclear power plants — Instrumentation and control — Guidance for the
decision on modernisation

IEC 62808, Nuclear power plants — Instrumentation and control systems important to safety —
Design and qualification of isolation devices

IEC 63046, Nuclear power plants — Electrical systems — General requirements?

IAEA Safety Standard Series No. SSR-2/1:2016, Safety of Nuclear Power Plant: Design

1 To be published.
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IAEA Safety Guide SSG-30, Safety classification of structures, systems and components in
Nuclear Power Plants

IAEA Safety Guide SSG-34, Design of electrical power systems in Nuclear Power Plants

IAEA Safety Guide SSG-39:2016, Design of instrumentation and control systems in Nuclear
Power Plants

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

associated circuit

circuit of a lower safety class that is not physically separated or is not electrically isolated
from the circuit(s) of the higher class by acceptable separation distances, safety class
structures, barriers, or_electrical isolation devices, but meets_suitable criteria for safety.
Circuits include the intercohnecting cabling’and the ‘connectedloads

3.2

barrier

device or structure interposed between redundant’equipment or circuits important to safety, or
between equipmentior:circuitslsimportant toi:safetysand:-'apotentialdsaurce of damage to limit
damage to the I&C system or electricall system/important(to: safety to an acceptable level

Note 1 to entry: The following definition is to be found in the IAEA Safety Glossary edition 2016: “A physical
obstruction that prevents or inhibits the movement of people, radionuclides or some other phenomenon (e.g. fire),
or provides shielding against radiation”. This IAEA definition is more general but consistent with the definition given
in this document.

3.3

cable route

physical pathway through the plant along which multiple cables can be laid, such as through a
room or duct in the plant building, or a metal duct, tray, or tube, or a duct below or gantry over
roads

3.4

common cause failure

CCF

failures of two or more structures, systems and components due to a single specific event or
cause

EXAMPLE For example, the single specific event or cause of failures (which may be failures of different types)
could be a design deficiency, a manufacturing deficiency, operation and maintenance errors, a natural
phenomenon, a human induced event, saturation of signals, or an unintended cascading effect from any other
operation or failure within the plant or from a change in ambient conditions.

[SOURCE: IAEA Safety Glossary, edition 2016]

3.5

defence in depth

hierarchical deployment of different levels of diverse equipment and procedures to prevent the
escalation of anticipated operational occurrences and to maintain the effectiveness of
physical barriers placed between a radiation source or radioactive material and workers,
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members of the public or the environment, in operational states and, for some barriers, in
accident conditions

[SOURCE: IAEA Safety Glossary, edition 2016]

3.6

design extension condition

postulated accident conditions that are not considered for design basis accidents, but that are
considered in the design process of the facility in accordance with best estimate methodology,
and for which releases of radioactive material are kept within acceptable limits. Design
extension conditions comprise conditions in events without significant fuel degradation and
conditions in events with melting of the reactor core

[SOURCE: IAEA Safety Glossary, edition 2016]

3.7

distance <separation by>

placement of the components being protected sufficiently far away from one another so as to
ensure that they cannot be simultaneously damaged by the considered event

3.8

diversity

presence of two or more independent (redundant) systems or components to perform an
identified function, where the different,systems,or,components have.different attributes so as
to reduce the possibility'of-common/cause failure; including‘common mode failure

[SOURCE: IAEA Safety Glossary, edition 2016]

3.9

division

collection of items, including their interconnections, 'that form one redundancy of a redundant
system or safety group. Divisions may include multiple channels

Note 1 to entry: In the context of this document, “division” includes a given system or set of components that
enables the establishment and maintenance of physical, electrical, and functional independence from other
redundant sets of components.

[SOURCE: IAEA SSG-39, 2016]

3.10

electrical isolation

electrical isolation is used to prevent electrical failures in one system from affecting
connected systems. Electrical isolation controls or prevents adverse interactions between
equipment and components caused by factors such as electromagnetic interference,
electrostatic pickup, short circuits, open circuits, grounding, or application of the maximum
credible voltage (AC or DC)

[SOURCE: IAEA SSG-34 and SSG-39, 2016]

3.11

electromagnetic compatibility

EMC

ability of an equipment or system to function satisfactorily in its electromagnetic environment
without introducing intolerable electromagnetic disturbances to anything in that environment

[SOURCE: IEC 60050-161:1990, 161-01-07]
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