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Foreword

The text of the International Standard IEC 61500:2009, prepared by SC 45A, Instrumentation and control
of nuclear facilities, of IEC TC 45, Nuclear instrumentation, was submitted to the formal vote and was
approved by CENELEC as EN 61500 on 2011-08-08 without any modification.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2012-08-08

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2014-08-08

As stated in the nuclear safety directive 2009/71/EURATOM, Chapter 1, Article 2, item 2, Member States

are not prevented from taking more stringent safety measures in the subject-matter covered by the
Directive, in compliance with Community law.

In a similar manner, this European standard does not prevent Member States from taking more stringent
nuclear safety measures in the subject-matter covered by this standard.

Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard 1EC:61500:2009 was/approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 60068 series NOTE Harmonized in EN 60068 series (not modified).
IEC 60721 series NOTE Harmonized in EN 60721 series (not modified).
IEC 60964 NOTE Harmonized as EN 60964.

IEC 60965 NOTE Harmonized as EN 60965.

IEC 61158-3-19 NOTE Harmonized as EN 61158-3-19.

IEC 61508-1 NOTE Harmonized as EN 61508-1.

IEC 61508-2 NOTE Harmonized as EN 61508-2.

IEC 61508-3 NOTE Harmonized as EN 61508-3.

IEC 61508-4 NOTE Harmonized as EN 61508-4.

IEC 61784-3 NOTE Harmonized as EN 61784-3.

IEC 62138 NOTE Harmonized as EN 62138.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

Publication Year Title EN/HD Year
IEC 60709 - Nuclear power plants - Instrumentation and EN 60709 -
control systems important to safety -
Separation
IEC 60780 1998  Nuclear power plants - Electrical equipment - -
of the safety system - Qualification
IEC 60880 2006  Nuclear power plants - Instrumentation and EN 60880 2009

control systems important to safety - Software
aspects for computer-based systems
performing category A functions

IEC 60980 - Recommended,practices,for seismic - -
qualification of electrical equipment of the
safety system for nuclear generating stations

IEC 60987 (mod) 2007  Nuclear power plants - Instrumentation and  EN 60987 2009
control important to safety - Hardware design
requirements for computer-based systems

IEC 61000 Series Electromagnetic compatibility (EMC) EN 61000 Series

IEC 61226 - Nuclear power plants - Instrumentation and  EN 61226 -
control important to safety - Classification of
instrumentation and control functions

IEC 61513 - Nuclear power plants - Instrumentation and - -
control for systems important to safety -
General requirements for systems

IEC 62340 2007  Nuclear power plants - Instrumentation and  EN 62340 2010
control systems important to safety -
Requirements for coping with common cause
failure (CCF)

IAEA Safety guide 2002 Instrumentation and control systems important- -
NS-G-1.3 to safety in nuclear power plants



SIST EN 61500:2011

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 6150022011
httpsy//standards.iteh.ai/catalog/standards/sist/4b6bf05f-cec3-4cb3-923e-
61ed0c9a40f/sist-en-61500-2011



IEC 61500

Edition 2.0 2009-10

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Nuclear power plants®:linstrumentation-and control important to safety — Data
communication in systems performing category A-functions

Centrales nucléaires de puissance — Instrumentation et contréle-commande
importants pourla sireté - Communication de données dans les systémes
réalisant des fonctions de catégorie'A

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE P
CODE PRIX

ICS 27.120.20 ISBN 978-2-88910-523-6

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



-2- 61500 © IEC:2009

CONTENTS

FOREWORD ...ccuiii ittt ettt et e e et e e e e e et et e e e e e e e e e e e e e e e e e et eerenns 3
INTRODUGCTION ... e ettt e e e e et e e e e e e e et e et e et e eaaeennes 5
LS T o7 o o 1= TP 7
2 NOMMAtIVE FEIEIENCES .. .ot e 7
3 Terms and definitioNs ... 8
4  Symbols and abbreviations ...........coiiiiii 9
5 GENEral FEQUITEMENES . ottt e 9
5.1 Principles of selection of data communication techniques and equipment................ 9

5.2  Functional reqUIremMeNntS .. ..o 9

5.3 Performance reqUIremMents ... ... 10

5.4 Failure deteClion ... i 10

5.5 Communication within diviSiONn ..o 10

5.6 Interfaces to systems of lower importance to safety...........coooii 10

6 Physical separation and isolation.............cooiiii i 11
6.1 Electrical iSOIation .......c.iiuii 11

6.2  Physical Separation ..o 11
Functional iNndependencCe . ... ..o e 11
Reliability ........... 0 . e o L 12

8.1 Self-supervision and faildre mitigation a..5f.oka . r i b 12
8.1.1 Communication error detection ... 12

8.1.2 RespoNnse t0 failure . &1 e i bl 500tk e et e e e e e e e e e et e e e e e e eaeens 12

8.2 Test....... hitps./standards. iteh, al/catalog/standards/sist/4babi0 Feac3:4eb3-9236 .o 12
8.3 Prevention of failures (including CCF) & i e 13

O QUANTICATION .t s 13
10 Maintenance and mModification ..........coiiiiiiii i 14

BBl OG AP Y e 15



61500 © IEC:2009 -3-

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
DATA COMMUNICATION IN SYSTEMS PERFORMING
CATEGORY A FUNCTIONS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that serse." While @Il reasonableyeffortsy are, made ito ensurelthat jthe technical content of IEC
Publications is accurate;"IEC ‘cannot be'held -responsible for the“way in‘“which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, 1EC National “Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or,regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access 'to’ IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61500 has been prepared by subcommittee 45A: Instrumentation
and control of nuclear facilities, of IEC technical committee 45: Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 1996. This edition
constitutes a technical revision.

The revision of the standard is intended to accomplish the following:

To change the focus from multiplexed data transmission to data communication
To restrict the scope to communication in systems performing category A functions
To clarify definitions

To up-date the reference to new standards published since the first issue.
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The text of this standard is based on the following documents:

FDIS Report on voting
45A/772/FDIS 45A/783/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch” in
the data related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.
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INTRODUCTION
a) Technical background, main issues and organization of the standard

The equipment for data communication of on-line plant data can simplify the hardwired cables
connecting distributed systems for instrumentation, control, protection and monitoring needed
for safe Nuclear Power Plants operation. Such communication systems can have advantages
over direct cables, for electrical isolation, for reduction of cable fire loads or other reasons. In
a distributed computer based system, communication equipment is an essential part of the
system. Data communication is usually essential for implementing I1&C systems important to
safety in nuclear power plants.

It is intended that the standard be used by operators of NPPs (utilities), manufacturers of data
communication equipment, systems evaluators and by licensors.

b) Situation of the current standard in the structure of the IEC SC 45A standard series

IEC 61500 is the third level IEC SC 45A document tackling the generic issue of data
communication for equipment performing category A functions.

IEC 61500 is to be read in association with IEC 61513, which is the appropriate IEC SC 45A
document providing guidance on general requirements for instrumentation and control
systems important to safety, IEC 60880, which is the appropriate IEC SC 45A document
providing guidance on software, aspects for /computer-based ‘systems performing category A
functions, and IEC 60987 which is the appropriate IEC SC 45A document providing guidance
on hardware aspects for computerbased systems .

For more details on the structure of the IEC SC 45A standard series, see item d) of this
introduction. ,

c) Recommendations and limitations regarding the application of the standard

It is important to note that this standard establishes no additional functional requirements for
safety systems.

Aspects for which special recommendations have been provided in this standard are:

e Requirements for data communication within systems performing category A functions.

e Requirements for data communication between divisions of a system performing category
A functions.

e Requirements for data communication of systems performing category A functions with
systems of lower safety importance.

e Reliability requirements for data communication.

To ensure that the standard will continue to be relevant in future years, emphasis is placed on
principles, rather than on specific technologies.

d) Description of the structure of the IEC SC 45A standard series and relationships
with other IEC documents and other bodies’ documents (IAEA, 1SO)

The top-level document of the IEC SC 45A standard series is IEC 61513. It provides general
requirements for 1&C systems and equipment that are used to perform functions important to
safety in NPPs. IEC 61513 structures the IEC SC 45A standard series.

IEC 61513 refers directly to other IEC SC 45A standards for general topics related to
categorization of functions and classification of systems, qualification, separation of systems,
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