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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

FOREWORD

Publications is accurate, IEC cannot be
misinterpretation by any end user.

between any IEC Publicati
the latter.

5) IEC itself does p®Ot provige any 2
assessment ser i

services carried out by

rmity. Independent certification bodies provide conformity
to IEC marks of conformity. IEC is not responsible for any

ire€tors, employees, servants or agents including individual experts and
and IEC National Committees for any personal injury, property damage or

indispensable foxkthe coyrect application of this publication.

9) Attention is drawn tovthe possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

* the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62668-1, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This third edition cancels and replaces the second edition, published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) identified that the Chinese RECS scheme is no longer maintained (in 4.2 and where
appropriate as agreed with CEPREI);

b) added a reference to AS/EN/JISQ 9100 which at the next revision (revision D) will contain
an anti-counterfeit requirement which may be used to satisfy the requirements of 4.2;

c) added reference to the now published SAE AS6496 for franchised distributors, to USA
DFARS rule 252.246.7007 and to UK Defence Standard 05-135;

d) added reference to more GAO, OECD and ICC reports in 4.5.1;
e) updated weblinks and other references.

The text of this technical specification is based on the following ulpents:

Enquiry draft Report M\g\
N\

107/267/DTS W
Full information on the voting for the approval i %}ation can be found in

the report on voting indicated in the abawe table

A list of all the parts in the IEC 62 series, p
management for avionics 3 utign, cap be found on the IEC website.

The committee has d his publication will remain unchanged until
the stability daten website under "http://webstore.iec.ch" in the data
related to the sp 4 : e, the publication will be

e transformed info

e reconfirmed

A bilingual version o¥this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 1: Avoiding the use of counterfeit, fraudulent
and recycled electronic components

1 Scope

This part of IEC 62668, which is a Technical Specification, defines requifements for avoiding
the use of counterfeit, recycled and fraudulent components used in e, defence
and high performance (ADHP) industries. It also defines requirements indystries to

2 Normative references

The following documents, in whole or /g A\ NOY eferenced in this document and
are indispensable for its application. a 2 the edition cited applies. For
undated references, the Ilatest editien document (including any
amendments) applies.

Maintenance Organizations

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.11

aftermarket source

reseller which may or may not be under contract with the original component manufacturer
(OCM), or is sometimes a component “re-manufacturer”, under contract with the OCM

Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated (wafer) components
whose end of life date has been published by the OCM. These components are then resold at a profit to fill a need
within the market for components that have become obsolete.
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3.1.2
broker
individual or corporate organization that serves as an intermediary between buyer and seller

Note 1 to entry: In the electronic component sector a broker specifically seeks to supply obsolete or hard to find
components in order to turn a profit. To do so it may accumulate an inventory of components considered to be of
strategic value or may rely on inventories accumulated by others. The broker operates within a worldwide
component exchange network.

3.1.3

COTS product

commercial off-the-shelf product
one or more components, assembled and developed for multiple commercial consumers,
whose design and/or configuration is controlled by the manufacturer’s specification or industry
standard

Note 1 to entry: COTS products can include electronic components, subassembfies\onassexblies, or\top level

3.1.4
counterfeit, verb

3.1.5
counterfeited compone
material good imitating itérial good which may be covered by the

intellectual property rights

Note 1 to entry: A ite i hoSe identity or pedigree has been altered or misrepresented
by its supplier.

ldentity =

Pedigree =

3.1.6
customerd

3.1.7

customer

user

original equipment manufacturer (OEM) which purchases electronic components, including
integrated circuits and/or semiconductor devices compliant with this technical specification,
and uses them to design, produce, and maintain systems

3.1.8

data sheet

document prepared by the manufacturer that describes the electrical, mechanical, and
environmental characteristics of the component
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3.1.9

franchised distributor or agent

individual or corporate organisation that is legally independent from the franchiser (in this
case the electronic component manufacturer or OCM) and agrees under contract to distribute
products using the franchiser’'s name and sales network

Note 1 to entry: Distribution activities are carried out in accordance with standards set and controlled by the
franchiser. Shipments against orders placed can be despatched either direct from the OCM or the franchised
distributor or agent. In other words, the franchised distributor enters into contractual agreements with one or more
electronic component manufacturers to distribute and sell the said components. Distribution agreements may be
stipulated according to the following criteria: geographical area, type of clientele (avionics for example), maximum
manufacturing lot size. Components sourced through this route are protected by the OCM’s warranty and supplied
with full traceability.

3.1.10

fraudulent component
electronic component produced or distributed either in violation o
regulation, or with the intent to deceive the customer

fraudulently sold as new ones to a customer:

1) a stolen component;

resold as a new component (see Figure 1
solder, re-plating or lead re-attachment ac

7) a disguised component i i pacturer's name, reference date/code or other

8) a component without i i ie e ith~"a substituted silicon die which is not the original

manufacturer’s silicon d
3.1.11 i;

microcircuit
component
device

electrical hat is not subject to disassembly without destruction or
impairmep is a small circuit having a high equivalent circuit element
density d as a single part composed of interconnected elements on or

within a single stbstkatete”perform an electronic circuit function

Note 1 to entry: This excludes printed wiring boards/printed circuit boards, circuit card assemblies and modules
composed exclusively of discrete electronic components.

3.1.12
non-franchised distributor
company which does not fall under a franchised distributor or OCM

Note 1 to entry: These distributors may purchase components from component manufacturers, franchised
distributors, or through other supply channels (open markets). These distributors cannot always provide the
guarantees and support provided by the franchised distributor network; components sourced through this source
are usually protected by the source’s warranty only. However, some of them are able to purchase traceable
components and/or to provide traceability paperwork and/or are able to return stock for investigation to the OCM.

3.1.13

OoCM

original component manufacturer

company specifying and manufacturing the electronic component
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3.1.14

OEM

original equipment manufacturer

manufacturer which defines the electronic subassembly that includes the electronic
components or defines the components used in an assembly and/or test specification

3.1.15
piracy
willful copyright infringement

3.1.16
reseller
general supplier which offers a selection of electronic components to orde

3.1.17
recycled component

Note 1 to entry: The component has authentic logos, trademarks arfd

3.1.18

semiconductor
electronic component in which the cf
place within a semiconductor

Note 1 to entry:
a subassembly a
services (EMS)S

3.1.20
supplier
company whicF
name marked on tb

Note 1 to entry: A supplier can be an OCM, a franchised distributor or agent, a non-franchised distributor, broker,
reseller, OEM, CEM, and EMS, etc.

3.1.21

suspect component

electronic component which has lost supply chain traceability back to the original
manufacturer and which may have been misrepresented by the supplier or manufacturer and
may meet the definition of fraudulent or counterfeit component

Note 1 to entry: Suspect components may include but are not limited to:
1) counterfeit components;

2) recycled components coming from uncontrolled recycling operations carried outside of the OEM, franchised
network and OEM business where typically it has been fraudulently sold to the OEM as being in a new unused
condition.
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3.1.22

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer

Note 1 to entry: This traceability means that every supplier in the supply chain is prepared to legally declare in
writing that they know and can identify their source of supply, which goes back to the original manufacturer and
can confirm that the electronic components are brand new and were handled with appropriate ESD and MSL
handling precautions. This authenticates that the electronic components being supplied are unused, brand new
components with no ESD, MSL or other damage. This ensures that the electronic components are protected by any
manufacturer’s warranties, have all of their useful life remaining and function according to the manufacturer’s
published data sheet, exhibiting the expected component life in the application for the OEM’s reliability predictions
and product warranty.

3.1.23
untraceable
property of electronic components which have lost their traceability (

3.2 Abbreviations
AAIPT Alliance Against IP Theft

ACTA Anti-Counterfeit Trade Agreement

ACTF Semiconductor Industries Association An
ADHP aerospace, defence and high performa
ASIC application specific integrs

ATP acceptance test procedure
BEAMA British Electrotechnical Allied
BoM
CATA
CB
COTS
CEC
CECA
CEEI
CEM
CESI
CQAE
CMOS
DFARS Defense Federal Acquisition Regulation System
DOD Department of Defence (US)

DMEA Defense MicroElectronics Activity

bill of materials

DMSMS  diminishing manufacturing sources and material shortages
DNA deoxyribonucleic acid
DSCC Defence Supply Centre Columbus

DLA Defense Logistics Agency (former DSCC)
EASA European Aviation Safety Agency

ECIA Electronic Components Industry Association
ECMP electronic component management plan
ECSN electronic component supplier network

EMS electronic manufacturing services
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