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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 5: Beacon Redundancy Protocol (BRP)

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization fors
all national electrotechnical committees (IEC National Committees). The ob

tandardization comprising

Technical Reports, Publicly Available Specifications (PAS) and Guiges
Publication(s)”). Their preparation is entrusted to technical committees;
in the subject dealt with may participate in this preparatory work
governmental organizations liaising with the IEC also participate ig
with the International Organization for Standardization (ISO)
agreement between the two organizations.

consensus of opinion on the relevant subjects since i as representation from all
interested IEC National Committees.

misinterpretation by any end user.

In order to promote international uniformi

assessment servige G
services carried<Q Vi

All users should enSuré

No liability shall attach\to IEX \ i prs, employees, servants or agents including individual experts and
members of its te } C National Committees for any personal injury, property damage or
other damage™af any atsoever, whether direct or indirect, or for costs (including legal fees) and
expenses &(ising tion, use of, or reliance upon, this IEC Publication or any other IEC
Publicatjens

Attentio ative references cited in this publication. Use of the referenced publications is
indispensa

IEC 62439-5 has been prepared by subcommittee 65C: Industrial

networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) The protocol is now independent of application (Path_Check_Request is sent periodically);

b) Failure_Notify message has been removed;

c) Frame format had been changed;
d) New MAC address had been added.
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/834/FDIS 65C/841/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

This International Standard is to be read in conjunction with IEC 62439-1.

A list of all parts of the IEC 62439 series, published under the (eneral titte Industrial

communication networks — High availability automation networks, ga \_the IEC
website.

The committee has decided that the contents of this publicatio UE anged until
the stability date indicated on the IEC web site under {/wel .iec.ch" in the data

related to the specific publication. At this date, the publj

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
*+ amended.

.
IMPORTANT - The “ X h}@on Ycover page of this publication
indicates that it contains celours ich are sidered to be useful for the correct

understanding of it
colour printer.

PO

uld therefore print this publication using a
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INTRODUCTION

The IEC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the IEC 62439 series provide
ISO/IEC/IEEE 8802-3 (IEEE 802.3) compatible, reliable data communication, and preserve
determinism of real-time data communication. In cases of fault, removal, and insertion of a
component, they provide deterministic recovery times.

These protocols retain fully the typical Ethernet communication capabilities as used in the
office world, so that the software involved remains applicable.

The market is in need of several network solutions each wit

tolerant Ethernet provided through th
may be alternatively enabled with the %
corrects single faults in a two-way red

/ Switching between the ports
9is is given in Clauses 5 and 6.

easonable and non-discriminatory terms and conditions with
. In this respect, the statement of the holder of this patent right

Rockwell Automation Technologies, Inc.
1 Allen-Bradley Drive

Mayfield Heights

Ohio 44124, USA

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 5: Beacon Redundancy Protocol (BRP)

1 Scope

The IEC 62439 series is applicable to high-availability automation networks based on the
ISO/IEC/IEEE 8802-3 (IEEE 802.3) Ethernet technology.

network connection capability enables singly attached end
the two networks.

2 Normative references

The following documents, in whole or \q pax, a erenced in this document and
are indispensable for its application. Foidate S the edition cited applies. For
undated references, the j document (including any
amendments) applies.

IEC 60050-191, Internation
quality of service

IEC 62439-1, In@i
Part 1: General covice

, Standard for Ethernet

ISO/IEC 10164-1, “Haformation technology — Open Systems Interconnection — Systems
Management: Object Management Function

IEEE 802.1D, IEEE Standard for Local and metropolitan area networks: Media Access Control
(MAC) Bridges

IEEE 802.1Q, IEEE Standard for Local and metropolitan area networks: Media Access Control
(MAC) Bridges and Virtual Bridged Local Area Networks

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as in IEC 62439-1, apply.
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3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in IEC 62439-1, as
well as the following apply:

BRP Beacon Redundancy Protocol
DANB doubly attached node implementing BRP

3.3 Conventions

This part of the IEC 62439 series follows the conventions defined in IEC 62439-1.

4 BRP overview

based on the BRP is called a BRP network. The BRP
ISO/IEC/IEEE 8802-3 (IEEE 802.3) (Ethernet) and
technologies and redundant infrastructure. In this netwoy
infrastructures is made individually in each end node.

5 BRP principle of operation

5.1 General
Subclauses 5.2 to 5.4 are an expla e
machine. If a difference in the interpretatign~qQccuxs %
machines in Clause 7, thep'the state mch

5.2 Network topolog
The BRP netw
heading an unde

the top switches.
Figure 2 and Fig

d as two interconnected top switches, each
or ring. Beacon end nodes shall be connected to
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switch switch

network
infrastructure A
switch

interswitch
link

__network
infrastructure B

beacon switch

interswitch
lin

N
switch switch switch { h

end
node
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interswitch link interswitch link

switch switch

interswitch interswitch

port ' port
beacon
node <
=
leaf link leaf link '%
IIIHHHII
node
end end
node node
edge
ports

end end en
node node de

end n <:::ij> end end
nod nose node node

: 2B linear network example

IEC
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interswitch link . interswitch link
switch switch
interswitch interswitch
port | port
beacon
node

leaf link leaf link

switch

switch

end /\\\\
node

NEN

).

end end end
node node nede
)\ ),
R ST )
N_"

en <:::i> end end
node no node node
N

— BRP ring network example

IEC

5.3 Network

The BRP
ISO/IEC/

om layer 2 switches compliant with |IEEE 802.1D and
.3). No support of the BRP protocol in switches is required.

Figure 1 shows ah example of a BRP star network in the 2-way redundancy mode. It uses two
sets of network irfrasfructure A and B (shown in two different colours). The number of levels
of switches and number of switches on each level are dependent only on application
requirements. Even with three levels of hierarchy it is possible to construct very large
networks. For example, a BRP star network built from switches with eight regular ports and
one uplink port can contain 500 nodes maximum. Two switches at the top level shall be
connected to each other with one or more links providing sufficient bandwidth. With link
aggregation capability, traffic is shared among bundle of links and failure of one link does not
bring the network down. With such an arrangement infrastructures A and B form a single
network.

Two types of end nodes can be connected to the BRP network: doubly attached and singly
attached. A doubly attached end node can function as a BRP end node or a BRP beacon end
node. A BRP beacon end node is a special case of a doubly attached end node that is
connected directly to the top switches. Though doubly attached BRP end nodes have two
network ports they use only one MAC address.

As shown in Figure 1, Figure 2 and Figure 3, two beacon end nodes shall be connected to top
level switches. Beacon end nodes multi/broadcast a short beacon message on the network
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periodically. Similarly to BRP end nodes, a beacon end node at any given point in time
actively communicates through only one of its ports, while blocking all traffic on its other port.
Fault tolerance is achieved by beacon end nodes switching between their ports from inactive
to active mode and vice versa.

Singly attached end nodes may also be connected to BRP network but they do not support the
BRP protocol. A singly attached node can communicate with doubly attached nodes as well as
other singly attached nodes on the network.

Since switches are IEEE 802.1D compliant, they support the RSTP protocol. This eliminates
loop formation in BRP ring networks like in the one shown in Figure 3.

5.4 Rapid reconfiguration of network traffic

For fast reconfiguration, multicast control features in the switches\x
multicast traffic is therefore treated as the broadcast traffic.

Figure 4 shows
nodes.

\ It is applicable to both BRP and beacon end

tf BRP ‘st
\) upper layer protocols

non-TCP/IP TCP UDbP
stack

P

LREN

Management |- link redundancy entity

\

(Service)
IEEE 802.3 MAC IEEE 802.3 MAC
IEEE 802.3 PHY IEEE 802.3 PHY
Port A Port B

IEC
Figure 4 — BRP stack architecture

The BRP stack contains two identical ISO/IEC/IEEE 8802-3 (IEEE 802.3) ports, identified
here as ports A and B, connected to the network. These ports interface with the MAC sub-
layer compliant with ISO/IEC/IEEE 8802-3 (IEEE 802.3). Though there are two physical ports,
a BRP end node uses only a single MAC address.
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