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Foreword 56 

This document (prEN 50600-2-5:2014) has been prepared by CLC/TC 215 "Electrotechnical aspects of 57 
telecommunication equipment". 58 

This document is currently submitted to the Enquiry. 59 

This document has been prepared under a mandate given to CENELEC by the European Commission and 60 
the European Free Trade Association. 61 
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Introduction 62 

The unrestricted access to internet-based information demanded by the information society has led to an 63 
exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres, housing and 64 
supporting the information technology and network telecommunications equipment for data processing, data 65 
storage and data transport are required both by network operators (delivering those services to customer 66 
premises) and by enterprises within those customer premises. 67 

Data centres need to provide scalable and flexible infrastructures to easily accommodate the rapidly 68 
changing requirements of the market. In addition, energy consumption of data centres has become critical 69 
both from an environmental point of view (greenhouse gas emission) and with respect to economical 70 
considerations (cost of energy) for the data centre operator. 71 

The implementation of data centres varies in terms of:  72 

a) purpose (enterprise, co-location, co-hosting, network operator or mixed use facilities); 73 
b) security level;  74 
c) physical size;  75 
d) accommodation (mobile, temporary and permanent constructions). 76 

The needs of data centres also vary in terms of availability of service, the provision of security and the 77 
objectives for energy efficiency. These needs and objectives influence the design of data centres in terms of 78 
building construction, power distribution, environmental control and physical security. Effective management 79 
and operational information is required to monitor achievement of the defined needs and objectives. 80 

This series of European Standards specifies requirements and recommendations to support the various 81 
parties involved in the design, planning, procurement, integration, installation, operation and maintenance of 82 
facilities and infrastructures within data centres. These parties include: 83 

a) owners, facility managers, ICT managers, project managers, main contractors; 84 
b) architects, building designers and builders, system and installation designers; 85 
c) facility and infrastructure integrators, suppliers of equipment; 86 
d) installers, maintainers. 87 

At the time of publication of this European Standard, series EN 50600 comprises the following standards: 88 

EN 50600-1: Data centre facilities and infrastructures - Part 1: General concepts 89 
EN 50600-2-1: Data centre facilities and infrastructures - Part 2-1: Building construction 90 
EN 50600-2-2: Data centre facilities and infrastructures - Part 2-2: Power distribution 91 
EN 50600-2-3: Data centre facilities and infrastructures - Part 2-3: Environmental control 92 
EN 50600-2-4: Data centre facilities and infrastructures - Part 2-4: Telecommunications cabling infrastructure 93 
EN 50600-2-5: Data centre facilities and infrastructures - Part 2-5: Security systems 94 
EN 50600-2-6: Data centre facilities and infrastructures - Part 2-6: Management and operational information 95 

The inter-relationship of the standards within the EN 50600 series is shown in Figure 1. 96 
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EN 50600-2-5
Security systems

EN 50600-2-4
Telecommunications 
cabling infrastructure
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Environmental control

EN 50600-2-6
Management and 

operational information

EN 50600-2-2
Power distribution

EN 50600-2-1
Building construction

EN 50600-1
General concepts

  97 
Figure 1 - Schematic relationship between the EN 50600 standards 98 

EN 50600-2-X standards specify requirements and recommendations for particular facilities and 99 
infrastructures to support the relevant classification for “availability”, “physical security” and “energy efficiency 100 
enablement” selected from EN 50600-1. 101 

This European Standard addresses the security systems for facilities and infrastructure within data centres 102 
together with the interfaces for monitoring the performance of those facilities and infrastructures in line 103 
EN 50600-2-6 (in accordance with the requirements of EN 50600-1). 104 

This European Standard is intended for use by and collaboration between architects, building designers and 105 
builders, system and installation designers and security managers among others. 106 

This series of European Standards does not address the selection of information technology and network 107 
telecommunications equipment, software and associated configuration issues.  108 
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1 Scope 109 

This European Standard addresses the physical security of data centres based upon the criteria and 110 
classifications for “availability”, “security” and “energy efficiency enablement” within EN 50600-1.  111 

This European Standard provides designations for the data centres spaces defined in EN 50600-1. 112 

This European Standard specifies requirements and recommendations for those data centre spaces, and the 113 
security systems employed within those spaces, in relation to protection against: 114 

a) unauthorised access addressing constructional, organisational and technological solutions; 115 
b) fire events internal to the data centre spaces; 116 
c) other environmental events, other than fire, and including electromagnetic interference, vibration, 117 

flooding, gas and dust hazards which may exist  118 
− internal to the data centre spaces; 119 
− external to the data centre spaces. 120 

Safety and electromagnetic compatibility (EMC) requirements are outside the scope of this European 121 
Standard and are covered by other standards and regulations. However, information given in this European 122 
Standard may be of assistance in meeting these standards and regulations. 123 

2 Normative references 124 

The following documents, in whole or in part, are normatively referenced in this document and are 125 
indispensable for its application. For dated references, only the edition cited applies. For undated references, 126 
the latest edition of the referenced document (including any amendments) applies. 127 

EN 54-2, Fire detection and fire alarm systems – Part 2: Control and indicating equipment 128 

EN 54-7, Fire detection and fire alarm systems – Part 7: Smoke detectors - Point detectors using scattered 129 
light, transmitted light or ionization 130 

EN 54-20:2006, Fire detection and fire alarm systems – Part 20: Aspirating smoke detectors 131 

EN 1366-3, Fire resistance tests for service installations - Penetration seals 132 

EN 1627:2011, Pedestrian doorsets, windows, curtain walling, grilles and shutters - Burglar resistance - 133 
Requirements and classification 134 

EN 50600-1, Information Technology - Data centre facilities and infrastructures - Part 1: General concepts 135 

EN 50600-2-1, Information Technology - Data centre facilities and infrastructures - Part 2-1: Building 136 
construction 137 

EN 50600-2-2, Information Technology - Data centre facilities and infrastructures - Part 2-2: Power 138 
distribution 139 

EN 50600-2-3 1), Information Technology - Data centre facilities and infrastructures -  140 
Part 2-3: Environmental control 141 

EN 50600-2-4 2), Information Technology - Data centre facilities and infrastructures -  142 
Part 2-4: Telecommunications cabling infrastructure 143 

——————— 

1) Draft for formal vote under preparation. 

2) Circulated for CENELEC enquiry. 
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3 Terms, definitions and abbreviations 144 

3.1 Terms and definitions 145 

For the purposes of this document the definitions of EN 50600-1:2012 and the following apply. 146 

3.1.1 147 
forcible threat 148 
threat exhibited by physical force 149 

3.1.2 150 
hold time 151 
time during which a concentration of fire extinguishant shall be maintained at an effective level with the 152 
space being protected. The predicted hold time shall be determined by the door fan test or a full discharge 153 
test 154 

3.1.3 155 
information technology equipment 156 
equipment providing data storage, processing and transport services together with equipment dedicated to 157 
providing direct connection to core and/or access networks 158 

3.1.4 159 
residual risk 160 
remaining risk(s) posed to the data centre assets requiring protection following the deployment of 161 
appropriate countermeasures 162 

3.1.5 163 
security manager 164 
individual with overall responsible for all operational security aspects of the data centre, including logical and 165 
physical control mechanisms or processes 166 

3.1.6 167 
surreptitious attack 168 
compromise of an asset via logical or physical means with the objective that the attack remains undetected 169 

3.1.7 170 
surreptitious threat 171 
threat of a surreptitious attack by entities via logical or physical means leading to the compromise of that 172 
asset 173 
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3.2 Abbreviations 174 

For the purposes of this document the abbreviations of EN 50600-1:2012 and the following apply. 175 

CCTV closed-circuit television 176 

ffs for further study 177 

IDS intrusion detection system 178 

PIDS perimeter intrusion detection system 179 

4 Conformance 180 

For a data centre to conform to this European Standard:  181 

1) the required Protection Class of Clause 5 shall be applied to the spaces of the data centre; 182 
2) the requirements of the relevant Protection and Area Class of Clauses 6 and 7 shall be applied; 183 
3) the requirements of the relevant Protection Class of Clauses 8 and 9 shall be applied; 184 
4) the security systems shall be in accordance with Clause 10; 185 
5) local regulations, including safety, shall be met. 186 

5 Physical security 187 

5.1 General 188 

The degree of physical security applied to the facilities and infrastructures of a data centre has an influence 189 
on both the availability of function of, and the integrity/security of the data stored and processed within, the 190 
data centre. 191 

Subclause 5.3 provides minimum requirements for the data centres spaces defined in EN 50600-1. The 192 
requirements and recommendations for those data centre spaces, and the security systems employed within 193 
those spaces, address protection against: 194 

a) unauthorised access (see Clause 6); 195 
b) fire events internal to the data centre spaces (see Clause 7); 196 
c) other environmental events, other than fire, and including electromagnetic interference, vibration, 197 

flooding, gas and dust hazards which may exist:  198 
− internal to the data centre spaces (see Clause 8); 199 
− external to the data centre spaces (see Clause 9). 200 

Constructional requirements for walls and penetrations are provided in EN 50600-2-1 and relevant cross-201 
referenced are provided from this standard. 202 

In order for a space within the data centre to be considered to be of a given Protection Class (and Area 203 
Class for Clauses 6 and 7), the architectural and engineering design of the space (or entry to that space) 204 
shall meet or exceed that Protection Class for all aspects detailed above. 205 

5.2 Risk assessment 206 

The requirements for operational security should be determined by the organisation responsible for data 207 
centre assets i.e. the data requiring protection on its hosted platform. The requirements should be 208 
determined following a risk assessment based on the threats posed to the data, and the “classification” of 209 
that data. Various risk assessment methodologies are available, further detailed guidance is provided by 210 
EN 31010. 211 
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Figure 2 illustrates the concept of the risk assessment which is described as follows: 212 

a) asset value: the classification of the material should be determined at an early stage, so that is is 213 
possible to deploy appropriate protection countermeasures.  The nature of the “classification” maybe 214 
“native”, or “raised” due to the effects of data aggregation; 215 

b) likelihood: the probability of some form of attack against the protected assets; 216 
c) threat (forcible or surreptitious) analysis: for example, posed by unauthorised access to the assets 217 

resulting in loss or unavailability of the assets; 218 
d) vulnerability analysis: for example, inadequate physical security or technical controls of the hosted data. 219 

Assets       Likelihood       Threats       Vulnerabilities

RISKS

Deployment of countermeasures

Management of Residual Risk

Analysis

Management

 220 

Figure 2 - Risk assessment concepts 221 

These four items are analysed during the risk assessment process, to identify the baseline risk posed to the 222 
data centre. Management of the identified baseline risk employs appropriate countermeasures which may 223 
combine technical, physical and procedural controls.  224 

Following the deployment of baseline countermeasures, further decisions shall be taken relating to the 225 
residual risk(s) as follows, driven by the risk appetite of the asset owner: 226 

1) toleration - the remaining risk(s) are accepted and no additional countermeasures deployed; 227 
2) treatment - additional controls are deployed to counter the remaining risk(s); 228 
3) transferral - the risk(s) are transferred to another party, for example obtaining additional insurance cover 229 

the mitigate the risk(s); 230 
4) termination - the activity posing the risk is terminated.  231 

5.3 Designation of data centre spaces 232 

5.3.1 Protection Classes 233 

Each of the data centre spaces, independent of the size or purpose of the data centre, is designated as 234 
being of a particular Protection Class. The requirements for the Protection Class to be applied to the 235 
elements of the following facilities and infrastructures within the data centre are defined in: 236 

a) EN 50600-2-2 for the power distribution system; 237 
b) EN 50600-2-3 for the environmental control system; 238 
c) EN 50600-2-4 for the telecommunications cabling. 239 

In addition, Table 1 defines the minimum Protection Class that shall be applied for other data centre spaces 240 
subject to specific enhancements based upon the considerations of 5.3.2 and 5.3.3 together with the 241 
construction and configuration of the data centre described in 6.3. 242 

It should be noted that the concept of Protection Class is not applied to an entire data centre i.e. there is no 243 
hierarchical intent and there is no concept of a data centre of a given Protection Class.  244 

245 
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