SLOVENSKI STANDARD
SIST EN 50600-3-1:2016

01-maj-2016

Informacijska tehnologija - Naprave in infrastruktura podatkovnega centra - 3-1.
del: Informacije o upravljanju in obratovanju

Information technology - Data centre facilities and infrastructures - Part 3-1: Management
and operational information

Informationstechnik - Einrichtungen und Infrastrukturen von Rechenzentren - Teil 3-1.:
Informationen fur das Managementund den, Betrieb

Technologie de l'information - Installation et infrastructures’de centres de traitement de
données - Partie 3-1: Informations de gestion et de fonctionnement

Ta slovenski standard je istoveten z: EN 50600-3-1:2016

ICS:
35.110 Omrezevanje Networking
SIST EN 50600-3-1:2016 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN 50600-3-1:2016

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 50600-3-1:2016
https://standards.iteh.ai/catalog/standards/sist/78 705¢20-4cb7-4388-al 1d-
767eb7c13b5b/sist-en-50600-3-1-2016



EUROPEAN STANDARD EN 50600-3-1
NORME EUROPEENNE
EUROPAISCHE NORM March 2016

ICS 35.020; 35.110; 35.160

English Version

Information technology - Data centre facilities and infrastructures
- Part 3-1: Management and operational information

Technologie de l'information - Installation et infrastructures Informationstechnik - Einrichtungen und Infrastrukturen von
de centres de traitement de données - Partie 3-1: Rechenzentren - Teil 3-1: Informationen fur das
Informations de gestion et de fonctionnement Management und den Betrieb

This European Standard was approved by CENELEC on 2016-01-26. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions:

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav.Republiciof Macedoniaj France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europiisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2016 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

Ref. No. EN 50600-3-1:2016 E



EN 50600-3-1:2016

Contents Page
EUropean fOr@WOI...........o it me s me e e s ee s s mmne s e e s ee s s mmnne e e e s san s nmmnneeeeaaas 4
INErOAUCHION ... 5
1 T o - 8
2 NoOrmative referenCes. ... ——————— 8
3 Terms, definitions and abbreviations ... s e 9
3.1 Terms and definitioNsS ... 9
3.2 ADDIeVIatioNS ......ccceiiiiiiie i 10
4 L0 o 1 0 5 F- 1 1 11
5 Operational information and parameters............ccociiiriiccrc 1
L 2R T € 1= 1= - | 11
5.2 Building construction as per EN 50600-2-1 ............cccoooimiiiiiimrire s smss s mnn e 12
5.3 Power distribution as per EN 50600-2-2...........ccccoeiiiiiiiiiiiiiirir s s s ss s s s ss s s ssssssssssssssssssssssssssssssssnsens 12
5.4 Environmental control'as'per EN 50600<2-3 ... . .. . o e 13
5.5 Telecommunications cabling infrastructure as/per EN:50600-2-4 ...........cccoiriiiiiiiiimnrnninnccceeeeens 15
5.6 Security systems as per EN 50600-2-5..............ccccriiiimmminniriiers s s s ssn e 15
6 ACCEPLANCE ST ... xurnninnnsinsisrsionnsvraninssannsnonsndensshesosesisei3hennsntnasinnbsansdsabhnnntohrhansnnnsnsnnnsssssnsssssnsssnnssnsnnnnnnn 15
6.1 GeNEral.....oii e L L L 15
6.2 Building construction (EN 50600-2-1) teStS ........ccccuiriiriiniiiniiniir e 16
6.3 Power distribution (EN 50600-2-2) teStS........cccesiriinismmrinnnir i 16
6.4 Environmental control (EN 50600-2-3) tests .........ccccurimmminnimmminr e 16
6.5 Telecommunications cabling infrastructure (EN 50600-2-4) tests ...........ccccennrimmrinnimnnnnnsnnnissenen 17
6.6 Security systems (EN 50600-2-5) teStS........ccccccimriiiiiiiiiicrier i ssssssmre s e s s ss s ssnnse e r e s s s smnn e e e e e s e s e s nnmnnes 17
6.7 Energy efficiency enablement tests ........ccccccciiriiini i ———————— 17
6.8 Energy efficiency strategy tests ........ccccooiriiinni e ———————— 17
6.9  MONItOriNG tESTS ..uueiiiiiieir it ———————————— 17
7 OPErationNal PrOCESSES ......ccciiciciriiiiirriicsrr e e e s s me s s sam e e s e ean e e e s mn e s e s mn e e e s amn e s e s nnn s 17
74 T € 7= 1= - 1 17
42 O T'e YT - 1T g K= 40 F= 1T Vo 1= 0 0T 4L 18
7.3 Incident ManN@geMENt....... ... 19
4 S O £ =T e T 0 F= L P T =T 44 =T o 20
7.5 Asset and configuration management ... —————————— 21
7.6 Capacity ManagemeNnt....... ...t 22
8 ManagemeENnt PrOCESSES ....ccccciiciiiiiiiiiiieir e msn e sa s mms s e e e e e s e amn s e e s e e e s anmn e e e s eaa s nmnnn e e neeanaan 24
L= R T € 7= 1= - | 24



EN 50600-3-1:2016

8.2 Availability management............ccciiiiiii i ——————— 25
<0 TS T=Yod U] 4 Y28 4 0 =T B Vo 1= 0 0= o | SR 26
8.4 Resource MmanagemeNnt ... 27
8.5 Energy Management .........coccceiiiiniimiisinisis s 30
8.6 Product lifecycle management......... ... s e 33
L 0o =3 4 =T F= T 1= 14 = o 34
8.8 Data centre Strategy ......ccccciiiiiiiii e 35
8.9 Service level management......... ... 37
8.10 Customer MaNAgEMENL ....... ..o s s e ssm s e e e s e e s mmn e e e e e e e nmnn e e 38
Annex A (informative) Example for process implementation...........cccooiciiinmiiinccsin s 40
A.1  Prioritization of ProCesses........ccciiiiiiiiiiiii e ——————————— 40
N0 1 - 1 ¥ 1 40
Annex B (normative) Security SYStEMS ... 42
B.1 Access to the data centre Premises ... ——— 42
B.2 Fire SUPPreSSioN SYSEMS ......occciiiiiiiiiiir i e e e e e n e 45
B.3 Management of electrical interference...........coccviiiiiiiiiiii i ———— 46
(=710 [Te o 121 o V7% s O A A 47
Figures

Figure 1 — Schematic:relationship between:the EN-50600 standards ::5.ol i, 6
Figure 2 — Data centre management proCesSSesS OVEIVIEW. ... ... ...uuuuuummnmsmsnsnsnsnsnsnsnsnsnsnsnsnsnsnsssnsssnsnsnsnnnsnnnns 8
Tables

Table A.1 — Prioritization of ProCeSSes........ e 40
Table A.2 — Operational [@VEIS........ s mmmn e nnn 41



EN 50600-3-1:2016

European foreword

This document (EN 50600-3-1:2016) has been prepared by CLC/TC 215 “Electrotechnical aspects of
telecommunication equipment”.

The following dates are fixed:

+ latest date by which this document has to be (dop) 2017-01-26
implemented at national level by publication of an
identical national standard or by endorsement

» latest date by which the national standards conflicting (dow) 2019-01-26
with this document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission and
the European Free Trade Association.
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to an
exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres are housing
and supporting the information technology and network telecommunications equipment for data processing,
data storage and data transport. They are required both by network operators (delivering those services to
customer premises) and by enterprises within those customer premises.

Data centres need to provide modular, scalable and flexible facilities and infrastructures to easily
accommodate the rapidly changing requirements of the market. In addition, energy consumption of data
centres has become critical both from an environmental point of view (reduction of carbon footprint) and with
respect to economic considerations (cost of energy) for the data centre operator.

The implementation of data centres varies in terms of:

a) purpose (enterprise, co-location, co-hosting, or network operator facilities);

b) security level,

c) physical size;

d) accommodation (mobile, temporary and permanent constructions).

The needs of data centres“also"vary‘in-‘terms*of ‘availability of service, the provision of security and the
objectives for energy efficiency. These needs and objectives.influence the design of data centres in terms of
building construction, power distribution, environmental control and physical security. Effective management
and operational information is required to monitor achievement of the defined needs and objectives.

This series of European "Standards’specifies ' requirements’and recommendations to support the various
parties involved in the design, planning, procurement, integration, 'installation, operation and maintenance of
facilities and infrastructures within data centres. These parties include:

1) owners, facility managers, ICT managers, project managers, main contractors;

2) architects, consultants, building designers and builders, system and installation designers;

3) facility and infrastructure integrators, suppliers of equipment;

4) installers, maintainers.

At the time of publication of this European Standard, the EN 50600 series currently comprises the following
standards:

— EN50600-1, Information technology — Data centre facilities and infrastructures — Part 1: General
concepts;

— EN50600-2-1, Information technology — Data centre facilities and infrastructures — Part 2-1: Building
construction;

— EN50600-2-2, Information technology — Data centre facilities and infrastructures — Part 2-2: Power
distribution;

— EN50600-2-3, Information technology — Data centre facilities and infrastructures — Part 2-3:
Environmental control,
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— EN50600-2-4, Information technology — Data centre facilites and infrastructures — Part 2-4:
Telecommunications cabling infrastructure;

— EN 50600-2-5, Information technology — Data centre facilities and infrastructures — Part 2-5: Security
systems;

— EN50600-3-1, Information technology — Data centre facilities and infrastructures — Part 3-1:
Management and operational information;

— FprEN 50600-4-1, Information technology — Data centre facilities and infrastructures — Part 4-1:
Overview of and general requirements for key performance indicators;

— FprEN 50600-4-2, Information technology — Data centre facilities and infrastructures — Part 4-2: Power
Usage Effectiveness;

— FprEN 50600-4-3, Information technology — Data centre facilities and infrastructures — Part 4-3:
Renewable Energy Factor,

— CLC/TR 50600-99-1, Information technology — Data centre facilities and infrastructures — Part 99-1:
Recommended practices for energy management.

The inter-relationship of the standards within the EN 50600 series is shown in Figure 1.

- EN 50600-2-1
" "Building construction

k 4

EN50600-2-2
Power distribution

EN50600-253

* Environmental control
EN 50600-1
General concepts v EN 50600-2-4
» Telecommunications »

cabling infrastructure

EN 50600-25

'

> Security systems
L/ -
EN 50600-3-1

Management and
operational information

A

Figure 1 — Schematic relationship between the EN 50600 standards

EN 50600-2-X standards specify requirements and recommendations for particular facilities and

infrastructures to support the relevant classification for “availability”, “physical security” and “energy efficiency
enablement” selected from EN 50600-1.

EN 50600-3-X documents specify requirements and recommendations for data centre operations, processes
and management.

This European Standard addresses the operational and management information (in accordance with the
requirements of EN 50600-1). A data centre’s primary function typically is to house large quantities of
computer and telecommunications hardware which affects the construction, operation, and physical security.
Most of the data centres may impose special security requirements. Therefore, the planning of a data centre
by the designer and the various engineering disciplines that will assist in the planning and implementation of
the design of the data centre i.e. electrical, mechanical, security, etc. shall be carried out in cooperation with
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the IT and telecommunications personnel, network professionals, the facilities manager, the IT end users,
and any other personnel involved.

This European Standard is intended for use by and collaboration between facility managers, ICT managers,
and main contractors.

This series of European Standards does not address the selection of information technology and network
telecommunications equipment, software and associated configuration issues.
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1 Scope

This European Standard specifies processes for the management and operation of data centres. The
primary focus of this standard is the operational processes necessary to deliver the expected level of
resilience, availability, risk management, risk mitigation, capacity planning, security and energy efficiency.

The secondary focus is on management processes to align the actual and future demands of users. Figure 2
shows an overview of related processes.

The transition from planning and building to operation of a data centre is considered as part of the
acceptance test process in Clause 6.

Data Centre Management Processes

Operation Incident Change
Availability Security Energy
eh. STAN PARD-PL EVIEW

i : s
(etan!bdico¥en) [
DC Strategy | | Service Level | Customer
ndarda ol ai/aatal Mandarde/aict 79704 Al 4299 11

/R/CD/Clde)D SISt-€1f OUVU-5-1-2010
SS

etan
. . Resource
Configuration

Figure 2 — Data centre management processes overview

NOTE 1 Only processes specific for data centres are in the scope of this document. Business processes like people
management, financial management, etc. are out of scope.

NOTE 2 Specific skill sets are required of those working in and operating a data centre.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN 50600-1:2012, Information technology — Data centre facilities and infrastructures — Part 1: General
concepts

EN 50600-2 (all parts), Information technology — Data centre facilities and infrastructures
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3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 50600-1, EN 50600-2-X and the
following apply.

3141
availability management
process for monitoring, analysis, reporting and improvement of availability

3.1.2
capacity Management
process for monitoring, analysis, reporting and improvement of capacity

313
change management
process for recording, coordination, approval and monitoring of all changes

314
configuration item
entity managed by configuration management

315
configuration management
process for logging and monitoring of configuration items

3.1.6
cost distribution model
model to distribute costs that cannot be directly related to an infrastructure item

3.1.7
cost management
process for monitoring, analysis and reporting of all infrastructure related costs

3.1.8
customer management
process for management of customers responsibilities

3.1.9

data centre strategy

process for alignment of actual data centre’s capabilities and future demands of data centre’s users and
owners

3.1.10
energy management
process for monitoring, analysis, reporting and improvement of energy efficiency

3.1.11
incident management
process for responding to unplanned events and recovery of normal operation state

3.1.12
incident severity
incident category according to the four impact categories described EN 50600-1:2012, 4.3
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3.1.13
key performance indicator
parameter used to evaluate performance

3.1.14
operations management
process for infrastructure maintenance, monitoring and event management

3.1.15
product lifecycle management
process for managing the timely renewal of infrastructure components and review of product lifecycle costs

3.1.16
provisioned capacity
capacity of the data centre’s actual installed infrastructure

3.1.17
security incident
unplanned event resulting in an actual or potential breach of security

3.1.18
security management
process for design and monitoring of security policies, analysis, reporting and improvement of security

3.1.19
service level management
process for monitoring, analysis and reporting of sefvice level compliance

3.1.20

service level agreement

agreement defining thescontentdandhqualityoof:the:service/ to(be deliveredand the timescale in which it is to
be delivered

3.1.21
total capacity
maximum capacity the data centre was designed for at full use in terms of e.g. space, power and cooling

3.1.22

used capacity
data centre’s actual capacity used by the IT and facility in terms of e.g. space, power and cooling

3.2 Abbreviations

For the purposes of this document, the abbreviations given in EN 50600-1 and the following apply:

CRAC Computer Room Air Conditioning

CUE Carbon Usage Effectiveness

EER Energy Efficiency Ratio

ERE Energy Re-use Efficiency

HVAC Heating, Ventilation and Air Conditioning
IST Integrated Systems Test

KPI Key Performance Indicator

10
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PUE Power Usage Effectiveness?)

pPUE Partial Power Usage Effectiveness”
REF Renewable Energy Factor

SLA Service Level Agreement

TCO Total Cost of Ownership

WRE Water Re-use Effectiveness

WUE Water Usage Effectiveness

4 Conformance

For a data centre to conform to this European Standard it shall have:

a)

b)

c)

d)

e)

g)

5

5.1

an implemented data centre strategy defined by stated business requirements;

an implemented set of service management policies and procedures covering the following:
1) operations management;

2) incident management;

3) security management;

4) customer management;

a monitored PUE KPI;

an asset management policy;

an environmental control policy;

a lifecycle management policy;

an energy management policy.

Operational information and parameters

General

In general, operators should understand the designed capacity and optimum operating parameters of the
data centre. This is extremely important to maintain efficient operations and reliable service.

It is particularly important for the operators to understand the “N” design capacity to ensure that this is not
exceeded. If the “N” design capacity is exceeded then some of the design redundancy will be lost which may
effectively reduce the reliability class of the data centre.

At handover to operations instructions shall be delivered by designers and constructors on how to handle
operational parameters of the infrastructure at different loads.

1) It is recognized that the term “efficiency” should be employed for PUE but “effectiveness” provides continuity with earlier market

recognition of the term.

11
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