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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION EQUIPMENT AND

SYSTEMS - REMOVABLE EXTERNAL DATA SOURCE (REDS) - GENERAL
REQUIREMENTS, METHODS OF TESTING AND REQUIRED TEST RESULTS
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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any 'end-user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent(-possible«in~their national and jregional publications. Any divergence
between any IEC Publication and the corresponding national or regional’ publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation! of conformity.Independent certification bodies provide conformity
assessment services{and,in some:areas, @ccess;to,lEC marks(of; conformity:;/ IEC is| not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

PAS is a technical specification not fulfilling the requirements for a standard, but made

available to the public.

IEC PAS 63062 has been processed by IEC technical committee 80: Maritime navigation and
radiocommunication equipment and systems.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
80/804/PAS 80/811/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single period up to a maximum of

3 years, at the end of which it shall be published as another type of normative document, or
shall be withdrawn.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION EQUIPMENT AND
SYSTEMS - REMOVABLE EXTERNAL DATA SOURCE (REDS) - GENERAL
REQUIREMENTS, METHODS OF TESTING AND REQUIRED TEST RESULTS

1 Scope

This document specifies requirements, methods of testing and required test results for
removable external data sources (REDS) applied to all equipment described hereunder:

a) shipborne radio equipment forming part of the global maritime distress and safety system
required by the International Convention for Safety of Life at Sea (SOLAS) as amended,
and by the Torremolinos International Convention for the Safety of Fishing Vessels as
amended;

b) shipborne navigational equipment required by the International Convention for Safety of
Life at Sea (SOLAS) as amended, and by the Torremolinos International Convention for
the Safety of Fishing Vessels as amended, and to other navigational aids, where
appropriate.

It is based upon the requirements of IEC 61162-460 for removable external data source
(REDS).

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1

removable external data source

REDS

user removable non-network data source, including, but not limited to compact discs, memory
sticks and Bluetooth® devices

Note 1 to entry: Bluetooth is the trademark of a product supplied by Bluetooth Special Interest Group. This
information is given for the convenience of users of this document and does not constitute an endorsement by IEC
of the product named.

[SOURCE: IEC 61162-460:2015, 3.30]

4 Requirements

4.1 Physical protection

The number of connection points (USB ports, disc drives, etc.) shall be limited to the absolute
minimum required for the operation of the system and its lifetime maintenance and support.
All other points shall be physically blocked from easy access by a user without a tool or key.
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4.2 Operational protection

USB connection points intended for keyboards, printers, etc. shall be blocked from easy
access to connect and use a different device, for example by means of a tool or key or
password protected device set-up (disable/enable).

Connection points used for access to data storage shall be configured to permit connection
only to data sources identified as USB device class 08h (USB mass storage).

For other operation with other USB device classes and non-USB REDS, the manufacturer
shall provide information about the technology used and how the connection point fulfils the
requirement to limit connection to only data sources.

4.3 Executable program file verification

All automatic execution from REDS including auto-run from USB and CD/DVD shall be
prohibited. Manual execution of any type of files from REDS shall only be possible after
passing authentication for accessing the executable content of the REDS. Manual execution
shall be possible only for the files which are verified before execution, using digital signature
or special keys.

NOTE 1 A digital signature method is based on a private/public key pair. Typically, a hash function is used, for
example the SHA-2 family. (Use of MD5 and SHA-1 are now discouraged, see ISO/IEC 10118-3.)

NOTE 2 Special keys can be values_calculated from the delivered data using a specified function and compared
against a known and expectedrvaluepnboth/thesfunction 'land the value being| specified by the trusted source or
sender.

4.4 Non-executable data verification

All non-executable data in REDS shall be verifiedcbefore it is used in equipment.

5 Methods of testing and required test results

Refer to the device and the manufacturer’s documentation and confirm by inspection of the
documented evidence that the number of connection points for REDS (USB ports, disc drives,
etc.) are limited to the minimum required for the operation of the system and its lifetime
maintenance and support.

Confirm by observation that any other connection points are physically blocked from easy
access by a user without a tool or key.

For USB based connection points for REDS attach one by one a keyboard or mouse device
(i.e. USB device class other than 08h) to the port and confirm by analytical evaluation that the
EUT both refuses to recognize the attached device and refuses to perform any functionality
with the attached device.

For USB based ports for other purposes than data sources, confirm by observation that they
are blocked from easy access by a user.

For connection points other than for USB based REDS use information provided by the
manufacturer about the technologically possible roles of the REDS. If such a REDS is
technologically subject for possible change of role then attach one by one an example of such
a non-data storage device to the port and confirm by analytical evaluation that the EUT both
refuses to recognize the attached device and refuses to perform any functionality with the
attached device.
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One by one attach a device to the connection points for REDS or insert a media into the
REDS (disc drives, etc.) and confirm by analytical evaluation that all automatic executions at
the EUT is prohibited.

If the EUT provides manual execution of any type of files from REDS, confirm by analytical
evaluation that manual execution is only possible for files which have been verified by digital
signatures or special keys.

Use the manufacturer’s documentation about non-executable files which can be used by EUT.
Confirm by analytical evaluation that all non-executable files are verified as described in the
manufacturer’s documentation before use by the EUT.



	Ò¶
«|z�)a'ˇÞ6®ö¶ÍG®˙ÆæJì”K'ç$™v/Þï#–
v�‘�0��Rµ"T€…˝&zC^oa⁄Æ¿ÉÈÈX2IYºłFızR %˛Æbý�

