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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD

all national electrotechnical committees (IEC National Committees).
international co-operation on all questions concerning standardization in
this end and in addition to other activities, IEC publishes Internatio

Technical Reports, Publicly Available Specifications (PAS) and
Publication(s)"). Their preparation is entrusted to technical comari
in the subject dealt with may participate

ronic fields. To
¢ Specifications,
eferred to as "IEC
ommittee interested
governmental and
IEC coIIaborates

whatsoever, whether direct or indirect, or for costs (mcludmg legal fees) and

expenses arisi publication, use of, or reliance upon, this IEC Publication or any other IEC

Publications.

8) Attention is drawn te_the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61162-450 has been prepared by IEC technical committee 80:
Maritime navigation and radiocommunication equipment and systems.

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011
and Amendment 1:2016. This edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) network traffic filtering based on IGMP snooping added;
b) network traffic balancing added;
c) new encapsulation of IEC 61162-3 PGNs added;
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d) new alternative for binary file transfer added: TCP/IP based on Annex H of
IEC 62388:2007 on radars;

e) general authentication tag "a:" added to support managing of cyber security risk.

The text of this International Standard is based on the following documents:

FDIS Report on voting
80/880/FDIS 80/885/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directi

stability date indicated on the IEC website under "ht
the specific document. At this date, the document wi
e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this pt gvat a later date.
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

1 Scope

provisions for transmission of generahdata blc i e), for example between radar
and VDR, and also includes provis 1 t dlstrlbut|on of information formatted
according to IEC 61162-3, for exa i ahd other measurements

e This document is limitg (network nodes) connected to a single
Ethernet network gonsi sl level) bne or two devices and cables (Network

infrastructure).

e This docum only for equipment interfaces. By specifying
protocols for -1 sentences, IEC 61162-3 PGN messages and
general binary 4 8_¥equirements will guarantee interoperability between
equipment img ~ is document as well as a certain level of safe behaviour of the
equipment jts

e This docu insludes provisions for filtering of the network traffic in order to limit the
amount of traffi manageable level for each individual equipment.

This document does not contain any system requirements other than the ones that can be
inferred from the sum of individual equipment requirements. An associated standard,
IEC 61162-460, further addresses system requirements.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCS)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
Requirements — Methods of testing and required test results

IEC 61162-1:2016, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 3: Serial data instrument network

IEEE Std 802.3-2015, IEEE Standard for Ethernet
ISOC RFC 768, User Datagram Protocol, Standard STD0006

ISOC RFC 791, Internet Protocol (IP), Standard STD0005 (and upda

ISOC RFC 792, Internet Control Message Protocol (ICMP), Sta pdates)
RFC 793:1981, Transmission Control Protocol (TCP)

ISOC RFC 826, An ethernet Address Resolution Pro

ISOC RFC 2474, Defi

Headers
ISOC RFC 3376, I;t

ISOC RFC 5000,
ISOC RFC e\Syslog Protocol

NMEA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00

NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later
updates can be tracked at http://www.rfc-editor.org/rfcsearch.html.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
ASCII
printable 7 bit character encoded in one byte
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3.2

binary file

data block without formatting known to this protocol, i.e., non IEC 61162-1 formatted data,
that can be transmitted with the protocol defined in 7.3 or in 7.5

Note 1 to entry: The term "binary file" is used to differentiate the general data transfer protocol (which may or may
not be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCI| format.

3.3
byte
group of 8 bits treated as one unit

Note 1 to entry: This corresponds to what is also sometimes called an octet.

3.4

command-response pair
CRP

messages exchanged between parties that synchronize state
the exchange

ideg” through

Note 1 to entry: CRP are defined in Annex A.

S or broadcast message in
some cases. Thus, the implementation of the semantics of the \meskag i somewhat different between
different users of the exchange.

3.5
datagram
atomic UDP transmission unit on the ne defined in ISOC RFC 768 and as
constrained elsewhere in this docume

3.6

Ethernet

carrier sense, multip
standard as defi in

Note 1 to entry: The type
Clause 5.

3.7
function
specified

Note 1 to entry: quipment normally implements multiple function blocks. Requirements to equipment are the sum
of requirements to thesfunction blocks it implements. Function blocks are defined in Clause 4.

3.8

Internet Group Management Protocol

IGMP

communications protocol used by hosts and adjacent routers on IPv4 networks to establish
multicast group memberships

Note 1 to entry: The IGMP is an integral part of IP multicast.

3.9
IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic
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3.10

Internet assigned number authority

IANA

global coordination of the Domain Name Server (DNS) Root, IP addressing, and other Internet
protocol resources, including UDP and TCP port numbers

Note 1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

3.11

Internet protocol

IP

signalling protocol used and defined in ISOC RFC 791 (and updates)

3.12

message
collection of one or more sentences that are grouped by mechanis
for instance by sequence numbers as in the TXT sentence

entence,

Note 1 to entry: A stand-alone sentence is a message.

3.13
message type
classification of IEC 61162-1 sentence formatters int

Note 1 to entry: SBM, MSM and CRP types

Note 2 to entry: This document defines different’xe

3.14
multi-sentence message
MSM

Note 2 to entry:

3.15
network

3.16
network function block

NF

function block responsible for physical connectivity to the network and connectivity to the
transport layer as described in 4.3

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.

3.18
network node
physical device connected to the network and which have an Internet address

Note 1 to entry: It is also called an Internet host.
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