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Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and securi

FOREWORD

all national electrotechnical committees (IEC National Committees).
international co-operation on all questions concerning standardization in
this end and in addition to other activities, IEC publishes Internatio ¢
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and eferred to as “IEC
Publication(s)”). Their preparation is entrusted to technical coms a E ommittee interested
in the subject dealt with may participate in this preparatéry work: e i , governmental and non-
governmental organizations liaising with the IEC also parti¢ipatg i iop. IEC collaborates closely
with the International Organization for Standardizatio conditions determined by
agreement between the two organizations.

ronic fields. To
Specifications,

2)

3)

4) In order to promote inte

between any IEC
the latter.

atte ta ion of Lonformity. Independent certification bodies provide conformity

es and IEC Nat|ona| Commlttees for any personal injury, property damage or
whatsoever, whether direct or indirect, or for costs (including legal fees) and
¥ publication, use of, or reliance upon, this IEC Publication or any other IEC

indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This consolidated version of the official IEC Standard and its amendment has been
prepared for user convenience.

1EC 61162-460 edition 2.1 contains the second edition (2018-05) [documents 80/879/FDIS
and 80/884/RVD] and its amendment 1 (2020-01) [documents 80/943/FDIS and 80/951/
RVD].

In this Redline version, a vertical line in the margin shows where the technical content is
modified by amendment 1. Additions are in green text, deletions are in strikethrough red
text. A separate Final version with all changes accepted is available in this publication.
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International Standard IEC 61162-460 has been prepared by IEC technical committee
80: Maritime navigation and radiocommunication equipment and systems.

This second edition constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) 460-Switches and 460-Forwarders are required to implement IGMP snogoping;

b) connection between secure and non-secure areas requires a
isolation element;

c) SFI collision detection added as function of network monitoring;
d) 460-Gateway and 460-Wireless gateway are no longer reg

e) all alerts from network monitoring have standardized afe

62-450:2018.

A list of all parts in the IEC 61162
navigation and radiocommunication eq
on the IEC website.

er the general title Maritime
ems — Digital interfaces, can be found

The committee has decid base publication and its amendment will
remain unchanged il : indicated on the IEC web site under
"http://webstore.iec.ch ated to the specific publication. At this date, the
publication will k@

e reconfirmed,
e withdrawn,

e replaced

IMPORTANT - The“Ycolour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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Introduction to the Amendment

This amendment provides greater clarity to the external security requirements in 6.3, updates
the alert management in 8.2.7 and associated tests in 10.11.6 to comply with bridge alert
management and provides an improved test of firewalls in 10.8.4.

@%
S
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 460: Multiple talkers and multiple listeners —
Ethernet interconnection — Safety and security

1 Scope

This document does not introduce new application fevel protoco
are defined in IEC 61162-450.

requixements to those that

2 Normative references

The following documents are referred(to in_the\e uch a way that some or all of their
content constitutes requirements of this e . dated references, only the edition

of the referenced document (including

IEC 60945, Maritime I 9 adiocolimunication equipment and systems — General
requirements — g ing 8 qlired test results
IEC 61162-450:20 { av:glon and radlocommun/catlon equ1pment and systems -

Digital interfaces

) "

IEC 62923-1, Maritime navigation and radiocommunication equipment and systems — Bridge
alert management — Part 1: Operational and performance requirements, methods of testing
and required test results

IEC 62923-2, Maritime navigation and radiocommunication equipment and systems — Bridge
alert management — Part 2: Alert and cluster identifiers and other additional features

IEEE 802.1D-2004, IEEE Standard for Local and metropolitan area networks: Media Access
Control (MAC) Bridges

IEEE 802.1Q, IEEE Standard for Local and metropolitan area networks: Virtual Bridged Local
Area Networks
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61162-450 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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