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FOREWORD

This amendment has been prepared by subcommittee 65A: System aspects, of IEC technical
committee 65: Industrial-process measurement, control and automation.

The text of this amendment is based on the following documents:

FDIS Report on voting
65A/844/FDIS 65A/848/RVD

Full information on the voting for the approval of this amendment can be found in the report
on voting indicated in the above table.

The committee has decided that the contents of this amendment and the base publication will
remain unchanged until the stability date indicated on the IEC website under
"http://webstore.iec.ch"” in the data related to the specific publication. At this date, the
publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

1 Scope

In Note 4 under Figure 3, replace the words "and IEC 61511-2:2016" by "and A.7.2.2 in
IEC 61511-2:2016".

3 Terms, definitions and abbreviations

3.2.11
dangerous failure

Replace the text of the existing Note 2 to entry with the following:

Note 2 to entry: When fault tolerance is implemented, a dangerous failure can lead to either:
e adegraded SIF where the safety action is available but there is either a higher PFD or a PFH, or

e adisabled SIF where the safety action is completely disabled or the hazardous event has been induced.

3.2.15.1
Replace the existing entry with the following:
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3.2.15.1

diagnostic coverage

DC

fraction of dangerous failures rates detected by diagnostics. Diagnostic coverage does not
include any faults detected by proof tests

Note 1 to entry: Diagnostic coverage is typically applied to SIS devices or SIS subsystems. E.g., the diagnostic
coverage is typically determined for a sensor, final element or a logic solver.

Note 2 to entry: For safety applications the diagnostic coverage is typically applied to dangerous failures of SIS

devices or SIS subsystems. For example, the diagnostic coverage for the dangerous failures of a device is DC = A
DD/)\DT , Where )\DD is the dangerous detected failure rate and ApT is the total dangerous failure rate. For a SIS

subsystem with internal redundancy, DC is time dependant: DC(t)= A (t)/ Ay (1).

Note 3 to entry: When the diagnostic coverage (DC) and the total dangerous failure rate (Ay;) are given, the

detected (App) and undetected dangerous failures (Ay ) can be computed as follows:
App = DC X Agrand Ay, = (1-DC) X A 5p.

3.2.18
failure

Replace, in Note 4 to entry, the words "(see 3.2.61 and 3.2.83)" with “(see 3.2.59 and
3.2.81)".

3.2.26
hardware safety integrity

Delete, in Note 1 to entry, the words "(continuous mode of operation)" and “(demand mode of
operation)”.

3.2.62
safe failure

Delete, in the first dash of Note 2 to entry the words "(demand mode of operation)" and
“(continuous mode of operation)”.

3.2.69
safety integrity level
SIL

Replace the existing Note 1 to entry with the following:

Note 1 to entry: The higher the SIL, the lower the expected PFDavg or the lower the average frequency of a
dangerous failure causing a hazardous event.

8 Process H&RA

8.1 Objectives

Replace, in 8.1, the existing Note 3 with the following:

NOTE 3 The risk reduction can be accomplished using several layers of protection (see Clause 9).
9 Allocation of safety functions to protection layers

Add, in Note 3 of 9.2.4, the words "or demand" between "continuous" and "mode" (twice).
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10.3 SIS safety requirements

Replace the existing text of 10.3.1 with the following:

10.3.1 The objective of 10.3 is to address issues that shall be considered when developing
the SIS safety requirements.

Replace the reference to 10.3.2 by 10.3.3 in the twenty-second bullet of 10.3.2.

Replace the word "diagnostics" in the seventh bullet of 10.3.5 with "diagnostic".

11 SIS design and engineering

11.2 General requirements

Delete the second sentence of Note 2 in 11.2.11.

Replace the existing note of 11.2.12 with the following:

NOTE Guidance related to SIS security is provided in ISA TR84.00.09, ISO/IEC 27001:2013, and
IEC 62443-2-1:2010.

11.7 Interfaces

Replace, in the second bullet of 11.7.3.2, the word "diagnostic" with "diagnostics".

12 SIS application program development

12.2 General requirements

Replace the existing 12.2.9 with the following:

12.2.9 The SIS application program safety life cycle planning shall address the following
aspects:

o SIS safety life-cycle phases and activities that are to be applied during the design and
development of the application program. These requirements include the application of
measures and techniques, which are intended to avoid errors in the application program
and to control failures which can occur;

e information relating to the application program validation to be passed to the organization
carrying out the SIS integration;

e preparation of information and procedures needed by the user for operation and
maintenance of the SIS;

e procedures and specifications to be met by the organization carrying out modifications of
the application program.

12.5 Requirements for application program verification (review and testing)

Delete the note in 12.5.3.

12.6 Requirements for application program methodology and tools

Replace the note in 12.6.1 with the following:

NOTE When reviewing the safety manual(s), if required for a specific application, additional procedures for and/or
constraints on the use of methodologies and tools can be implemented.
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