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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Telecommunications and Internet
converged Services and Protocols for Advanced Networking (TISPAN).
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1 Scope

The present document presents the results of the Threat V ulnerability Risk Analysis (TVRA) for two scenarios of
release 1 of the NGN. Those two analysed scenarios are PSTN/ISDN Emulation and NASS-IM S bundled
authentication.

The present document follows the method and proforma for carrying out a TVRA [5] and incorporates material of the
NGN threat and risk analysis herein.

The present document identifies security-relevant interfaces in the NGN, identifies security-relevant scenarios for usein
the NGN, analyses NGN in terms of security threats and risks by performing a security threat and risk analysis, and
classifies the identified vulnerabilities and the associated risk presented to the NGN.

Thisthreat and risk analysis makes a number of assumptions that are believed to hold for typical deployment scenarios
of NGN R1. Note however, that depending on actual instantiation of NGN, some of the made assumptions may not
fully hold; this may potentially impact the associated risks.

NOTE:  Security threats and risks for issues NGN release 2 or later may al so be captured in the present document.

2 References

References are either specific (identified by date of publieation and/or edition humber or version number) or
non-specific.

. For a specific reference, subsequent revisions do-rot apply.

. Non-specific reference may be made only.toa completeddocument or a part thereof and only in the following
Cases:

- if it isaccepted that it'will be possible to use abfuture changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be:publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

For online referenced documents, information sufficient to identify and locate the source shall be provided. Preferably,
the primary source of the referenced document should be cited, in order to ensure traceability. Furthermore, the
reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the
method of access to the referenced document and the full network address, with the same punctuation and use of upper
case and lower case |etters.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

Not applicable.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in EG 202 387 [1] and the following apply:
attack: attempt to bypass security controls on a computer
T-nnn: numeric identifier for a threat
threat: potential cause of an unwanted incident which may result in harm to a system or organization
NOTE: SeelSO/IEC 13335[4].
unwanted incident: incident such asloss of confidentiality, integrity and/or availability
NOTE: See AS/INZS 4360 [16].

vulnerability: flaw or weakness in system security procedures, system design, implementation, internal controls, etc.,
that could be exploited to violate system security policy

NOTE: Vulnerability is often used synonymously with weakness.
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3.2

For the purposes of the present document, the following abbreviations apply:

3G
3GPP
AGCF
AGW
A-MGF
ARGW
AS

CcC

CD
CHAP
CLF
CPE
CSCF
DNS
DoS
DTMF
EAP
ECN
ECN&S
ECS
ESP
FFS
GPRS
I-CSCF
IETF
IMS

IP
IPsec
ISDN
ISIM
1SO
ISUP
MGC
MGW
MRFP
NASS
NGN
NT

osl
P-CSCF
PDBF
PES
PS
PSTN
RACS
RCEF
RGW
R-MGF
ROM
RTP
RTSP
S-CSCF
SDP
SEG
SGW
SIP

SpoA

Abbreviations

3 Generation

3 Generation Partnership Project

Access Gateway Control Function

Access GateWay

Access Media Gateway Function

Access Residential media GateWay
Application Server

Call Control

Compact Disc

Challenge Handshake A uthentication Protocol
Connectivity session and repository Location Function
Customer Premises Equipment

Call Session Control Function

Domain Name System

Denial-of-Service

Dual Tone Multi Frequency

Extensible Authentication Protocol
Electronic Communication Network
Electronic Communications Networks and-Services
Electronic Communication Service
Encapsulating Security Payload

For Further Study

GSM Packet Radio System

Interrogating Call Session Control &unction
Internet Engineering Task Foree

IP Multimedia Subsystem

Internet Protocol

Internet Protocal security

Integrated Services Digital Network

IMS subscriber Identity Modute
International Standards Organization

ISDN User Part

Media Gateway Contraller.

Media GateWay

M edia Resource Funétion Processor
Network Access SubSystem

Next Generation Network

Network Termination

Open Systems I nterconnection

Proxy Call Session Control Function
Profile Data Base Function
PSTN/ISDN Emulation Subsystem
Packet-Switched

Public Switched Telephone Network
Resource Admission Control Subsystem
Resource Control Enforcement Function
Residential GateWay

Residential Media Gateway Function
Read-Only Memory

Realtime Transport Protocol
Real-Time Streaming Protocol
Serving Call Session Control Function
Session Description Protocol

SEcurity Gateway

Signalling GateWay

Session Initiation Protocol

Service point of Attachment

ETSI
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TDM Time Division Multiplex
TISPAN Telecommunication and Internet converged Services and Protocols for Advanced Networking
TOE Target Of Evaluation
TpoA Transport point of Attachment
TVRA Threat Vulnerability Risk Assessment
UAAF User Access Authorization Function
UE User Equipment
uicC Universal Integrated Circuit Card
UML Unified Modelling Language
UPSF User Profile Server Function
VLAN Virtual Local Area Network
WiFi Wireless Fiddlity
WLAN Wireless Local Area Network
4 NGN-relevant Security Interfaces and Scenarios

This clause identifies the NGN use cases and therefore the NGN security environment that the TVRA has been applied
to.

4.1 Security-relevant NGN Scenarios

Scenarios are presented following a complexity ordering, fram asimple generi¢madel to rather more complex
scenarios.

4.1.1 Basic NGN scenario (ECN&S maodel)

The Electronic Communication Network (EEN) and Electronic:Communication Service (ECS) model as shownin
figure 1 isthe model used in the Framework Directive [17] and simplifies the network into a set of provision types. An
ECN is a communication network and roughly speaking addressesthe lowest 3 layers of the ISO/OSI protocol stack. An
ECS isacommunication service and’roughly speaking-addressesithe highest layers of the SO/OSI stack. In order to
connect a user connects to both an ECS and an ECN:

The basic model shows that the CPE may consist of:more than one equipment type and that the NT has two connection
points, one for services (SpoA) and one for Trangport (or network) (TpoA).

Content provider

CPE / NT \ A

o ®
N

Figure 1. Basic ECN&S model for the NGN
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4.1.2 IMS scenarios

4121 3GPP IMS

The 3GPP IMS model does not in general distinguish ECS and ECN but there is a broad assumption that IMS lies on
top of the PS subsystem which is an implementation of ECN using 3GPP specific access technology. The trusted
domain therefore encompasses each of the NT, ECN (the GPRS network) and ECS (the IM S network), see figure 2 for
asimplified IMS scenario.

| The content provider may or may not be in the trusted domain

/ Trusted domain \

é Content provider 3
e CPE with NT ™
IMS
I ,‘/ (ECS:technology)

GPRS
(ECN technology)

Authentication brings the CPE into the trusted domain
i but not necessarily all applications at the CPE

Figure 2. Simplified view of 3GPP IMS domains mapped to ECNS
The authentication mechanism does not provide separate authentication of each service on the broad assumption that all

services are offered to the same identity and therefore there is no need to give authorization and authentication on a
per-service basis.

ETSI


8��՘�����⓲�! ����B���H
u\S[�����`���;�������.E'�R�����N��9����h��u�:N�-���ږ��ċP����]}"���},=0����F�,��
?z�����

