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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Telecommunications and I nternet
converged Services and Protocols for Advanced Networking (TISPAN).

Introduction

The NGN isrequired to operate within a regulated environment..hn Europe theprivacy directive EC/2002/58 [i.1]
appliesand article 5 states:

1) Member States shall ensure the confidentiality ‘©of communications and the related traffic data by means of a
public communications network and-publiclyravailable electronic communications services, through national
legislation. In particular, they shall‘prohibit listenifg, tapping, storage or other kinds of interception or
surveillance of communications and the rel ated:traffic data by)persons other than users, without the consent of
the users concerned, exceptivhen legally authorized to'da:so in accordance with article 15(1). This paragraph
shall not prevent technical storage which is necessary for the conveyance of a communication without
prejudice to the principle of confidentiality:

2) Paragraph 1 shall not affect any legal ly"authorized recording of communications and the related traffic data
when carried out in the course of lawfulbusiness practice for the purpose of providing evidence of a
commercial transaction or of any:othef business communication.

3) Member States shall ensure that the use of electronic communications networks to store information or to gain
access to information stored in the terminal equipment of a subscriber or user is only allowed on condition that
the subscriber or user concerned is provided with clear and comprehensive information in accordance with
Directive 95/ 46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such
processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of
carrying out or facilitating the transmission of a communication over an electronic communications network,
or as strictly necessary in order to provide an information society service explicitly requested by the subscriber
or user.

SR 002 211 [i.2] identifies those aspects of standardization that are required to ensure compliance with the European
Framework Directive. In some instances the right to privacy can be withheld as suggested in paragraph 2 of article 5 of
the privacy directive [i.1] (see clause 5.1). Provisions for the lawful interception of traffic, and for retention of
signalling data are allowed exceptions as defined in article 15(1) of the privacy directive:

1) Member States may adopt |egidlative measures to restrict the scope of the rights and obligations provided for
inarticles 5, 6, 8(1), (2), (3) and (4) and article 9 of this Directive when such restriction congtitutes a
necessary, appropriate and proportionate measure within a democratic society to safeguard national security
(i.e. State security), defence, public security, and the prevention, investigation, detection and prosecution of
criminal offences or of unauthorized use of the electronic communication system, as referred to in article 13(1)
of Directive 95/46/EC. To this end, Member States may, inter alia, adopt legislative measures providing for the
retention of data for alimited period justified on the grounds laid down in this paragraph. All the measures
referred to in this paragraph shall be in accordance with the general principles of Community law, including
those referred to in articles 6(1) and (2) of the Treaty on European Union.
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The obligations from the directive are placed on member states but may be met by the provision of specific capabilities
inthe NGN and for LI and DR these are as follows:

e AnNGN operator should provide mechanisms to ensure the interception and handover of signalling of specific
NGN usersif required to by alawful authority.

. An NGN operator should provide mechanisms to ensure the interception and handover of the content of
communication of specific NGN usersif required to by alawful authority.

. An NGN operator should provide mechanisms to ensure the retention and handover of signalling of specific
NGN usersif required to by alawful authority.

ETSI
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1 Scope

The present document specifies the stage 2 model for Lawful Interception (L1) of TISPAN NGN services as specified
by TR 180 001 [i.3] (for release 1 specific capabilities) and TR 180 002 [i.5] (for release 2 specific capahilities).

The requirement for provision of lawful interception for all Communication Service Providers (CSP) is described in
TS 101 331 [3] and the present document gives the stage 1 and stage 2 definition for provision of an interception
capability in TISPAN NGN R2.

The provisions in the present document apply only when the target of interception is an NGN user identified as
specified in TS 184 002 [7], and when the network supplying services on behalf of the CSPisan NGN as specified by
TISPAN in TR 180 001 [i.3] (for release 1 specific capabilities), TR 180 002 [i.5] (for release 2 specific capabilities)
and ES 282 001 [1].

A guide to the application of the handover specifications is given in informative annexes.

NOTE: Handover aspects are not specified in the present document but are described in TS 133 108 [9],
ES 201 671 [2] and TS 102 232-1 [4], TS 102 232-5 [5], and TS 102 232-6 [6].

2 References

References are either specific (identified by date of publication and/or edition aumber or version number) or
non-specific.

. For a specific reference, subsequent revisions do-rot apply.

. Non-specific reference may be made only.to a complete. document or a part thereof and only in the following
Cases:

- if it isaccepted that it'will be possible to use alfuture changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not foundto be:publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

[1] ETSI ES 282 001: " Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Functional Architecture”.

2] ETSI ES 201 671: "Telecommunications security; Lawful Interception (L1); Handover Interface
for the lawful interception of telecommunications traffic”.

[3] ETSI TS 101 331: "Lawful Interception (L1); Requirements of Law Enforcement Agencies'.

[4] ETSI TS102 232-1: " Lawful Interception (LI); Handover Interface and Service-Specific Details

(SSD) for IP delivery; Part 1. Handover specification for IP delivery”.

[5] ETSI TS 102 232-5: "Lawful Interception (LI1); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 5: Service-specific details for P Multimedia Services'.

ETSI
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(6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

NOTE:

2.2
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ETSI TS 102 232-6: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 6: Service-specific details for PSTN/ISDN services'.

ETSI TS 184 002: "Telecommunications and Internet Converged Services and Protocols for
Advanced Networking (TISPAN); Identifiers (IDs) for NGN".

ETSI TS 133 107: "Universal Mobile Telecommunications System (UMTS); 3G security; Lawful
interception architecture and functions (3GPP TS 33.107)".

ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); 3G security;
Handover interface for Lawful Interception (L1) (3GPP TS 33.108)".

ETSI ES 282 002: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN Emulation Sub-system (PES); Functional
architecture”.

ETSI ES 282 007: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); IP Multimedia Subsystem (IMS); Functional architecture”.

ETSI TS 182 012: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); IMS-based PSTN/ISDN Emulation Subsystem; Functional
architecture”.

ITU-T Recommendation 1.130: "Method forthe characterizatiomof telecommunication services
supported by an ISDN and network capahilities of an ISDN";

ETSI ES 201 158: "Telecommunications seeurity; Lawful*lnterception (L1); Requirements for
network functions".

European Union Council Résolution COM 96/C329/01 of 17 January 1995 on the Lawful
Interception of Telecommunications.

International User Requirement (IUR).

The IUR was providedas an annex to [15)«

Informative references

The following referenced documents are not essentia to the use of the present document but they assist the user with
regard to a particular subject area. For.non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1]

[i.2]

[i.3]

[i.4]
[i.5]

[i.6]

Directive 2002/58/EC of the European Parliament and of the council of 12 July 2002 concerning
the processing of personal data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications).

ETSI SR 002 211 (V1.1.1): "List of standards and/or specifications for electronic communications
networks, services and associated facilities and services; in accordance with article 17 of Directive
2002/21/EC".

ETSI TR 180 001: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Release 1; Release definition".

ETSI TR 102 528: "Lawful Interception (L1); Interception domain Architecture for 1P networks".

ETSI TR 180 002: " Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); Release 2 definition”.

ETSI TR 102 661: "Lawful Interception (L1); Security framework in Lawful Interception and
Retained Data environment".

ETSI


ƞqF������ݖ���T��4PF!1�K��b툑��t��:D{hqƁ�;K��0��8�۝��L��5H�v\\� �({��No��2����Y
��ʽ5�1�$�&����ٷ����0ObWu�IA�

9 ETSI TS 187 005 V2.1.1 (2009-09)

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ES 201 671 [2] and the following apply:

Content of Communication (CC): information exchanged between two or more users of atelecommunications
service, excluding intercept related information

NOTE: Thisincludes information which may, as part of some telecommunications service, be stored by one user
for subsequent retrieval by another.

corresponding party: correspondent of the target

Handover Interface (HI): physical and logical interface across which the interception measures are requested from
Communications Service Provider (CSP), and the results of interception are delivered from a CSP to alaw enforcement
monitoring facility

inter ception: action (based on the law), performed by a CSP, of making available certain information and providing
that information to alaw enforcement monitoring facility

inter ception interface: physical and logical locations within the €SP telecommunications facilities where access to the
content of communication and intercept related information.isprovided

NOTE: Theinterception interface is not necessarity a single, fixed point:

inter cept related infor mation: collection of information.or data associatedwith telecommunication services involving
the target identity, specifically communication.associated'information or .data (e.g. unsuccessful communication
attempts), service associated information or data and\ ocationdnformation

internal network interface: network's.internal-interface between'thelinternal Intercepting Function (11F) and a
mediation device

Law Enforcement Agency (LEA): organization authorized by alawful authorization based on a national law to
request interception measures and to receive the resultS.of telecommunications interceptions

Law Enforcement Monitoring Facility (LEM E)¢ Taw enforcement facility designated as the transmission destination
for the results of interception relating to aparticular interception subject

mediation device: equipment, which realizes the mediation function

M ediation Function (M F): mechanism which passes information between a network operator, an access provider or
service provider and a handover interface, and information between the internal network interface and the handover
interface

target: interception subject

target identity: technical identity (e.g. the interception's subject directory number), which uniquely identifies a target
of interception

NOTE: Onetarget may have one or several target identities.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ADMF ADMinistration Function

AF Administration Function

AGCF Access Gateway Control Function
A-MGF Access Media Gateway Function
ASF Application Server Function
ASN.1 Abstract Syntax Notation 1

ETSI
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C-BGF
CC
CCcCl
CCTF
CCTI
CID
CIN
CR
CSP
DF
DR

FE
GPRS
GSN
HI

HI1
HI2
HI3
IBCF
I-BGF
ID

IF
IMS
IP

IRI
ISDN
IUR
LEA
LEMF
LI
LIAF
LIID
MF
MGCF
MRFC
MRFP
NGN
NGN-R2
NID
P-CSCF
PES
PLMN
Pol
PSTN
RTCP
RTP
S-CSCF
SDL
SDP
SIP
SPDF
TDM
T-MGF
UPSF
URL

10

Core Border Gateway Function

Content of Communication

Content of Communication Control Interface
Content of Communication Trigger Function
Content of Communication Trigger Interface
Communication Identifier

Communication ldentity Number

Change Request

Communications Service Provider

Delivery Function

Data Retention

Functional Entity

General Packet Radio Service

GPRS Support Node

Handover Interface

Handover Interface Port 1 (for Administrative Information)
Handover Interface Port 2 (for Intercept Related Information)
Handover Interface Port 3 (for Content of Communication)

Interconnection Border Control Function
I nterconnection Border Gateway Function
| Dentity

Internal Interception Function

IP Multimedia core network Subsystem
Internet Protocol

Intercept Related Information

Integrated Services Digital Network
International User Requirement

Law Enforcement Agency

Law Enforcement Monitoring Facility
Lawful Interception

Lawful Interception Administration;Function
Lawful Interception | Dentifier

Mediation Funetion

Media Gateway Control Function
Multimedia Resource Function Controller
Multimedia Resource Function Processor
Next Generation Network

NGN Release 2

Network | Dentifier

Proxy Call Session Control Function
PSTN/ISDN Emulation Subsystem
Public Land Mobile Network

Point of Interception

Public Switched Telephone Network
Real-time Transport Control Protocol
Real Time Protocol

Serving Call Session Control Function
Specification and Description Language
Session Description Protocol

Session Initiation Protocol

Service based Policy Decision Function
Time Division Multiplexing

Trunking Media Gateway Function

User Profile Server Function

Uniform Resource L ocator

ETSI
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4 Interception in the NGN

4.0 Structure of analysis

The analysis presented in the present document is based on the recommendations for stage 2 of the method for the
characterization of telecommunication services supported by an ISDN and network capabilities of an ISDN defined in
ITU-T Recommendation 1.130 [13]. The steps in expanding a stage 2 specification are listed below:

e Step2.1: Derivation of afunctional model from requirements stated in stage 1.
. Step 2.2:  Information flow diagrams.

. Step 2.3:  SDL diagrams for functional entities.

. Step 2.4:  Functional entity actions.

. Step 2.5:  Doesnot apply (see note).

NOTE: Step 2.5inITU-T Recommendation 1.130 [13] addresses the ISDN environment. The NGN specifications
do not describe physical locations, but NGN Functional-Entities (NGN-FES). The present document gives
examples of the allocation of Lawful Interception Ftinctional Entities (LI<FES) to NGN-FEs.

The primary points of the stage 1 requirements are stated in-clause 4.0.1 as a starting point for the further devel opment
of stage 2.

The structure for L1 within the NGN should be mapped-to the-structure for-handover of telecommunications defined in
ES 201 158 [14] and provisioned by each of ES 201:671.[2], TS 133 108[9]'and TS 102 232-1 [4].

4.0.1 Review of stage L fequirements

The stage 1 analysis approach is defined in ITU-T Recommendation'l.130 [13] and consists of the following steps:
. Step 1.1:  Service prose definition and deseription.
. Step 1.2:  Static description of the sefvice'using attributes.
. Step 1.3:  Dynamic descriptionsof the service using graphic means.

For the purposes of the present document only step 1.1 is summarized.

4.0.1.1 Provision/withdrawal

The LI service shall always be provided.

401.2 Activation/deactivation

The LI service shall be activated upon issue of avalid interception warrant from an LEA. The LI service shall be
deactivated when the interception warrant expires or as defined by the LEA.

4.0.1.3 Invocation and operation

The LI service shall be invoked on any communication from or to the target visible to the network.

4.0.1.4 Interrogation

Interrogation shall be possible only from an authorized user. Where audit records are maintained for the service
(required by the IUR [16]) access shall be possible only from an authorized user.

An authorized user for the purposes of interrogation is one who is allowed by both LEA and the CSP to administer the
LI interface.
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