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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form thespecialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate inthe development of International
Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of
mutual interest. Other international organizations, governmental and non-governmental, in liaison
with ISO and IEC, also takepart inthe work.

In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.Draft International Standards adoptedby the joint technical committee are
circulated to national bodies for voting. Publication as an International Standard requires approval
by at least 75 % ofthe national bodies castingavote.

International Standard ISO/IEC 15408-2 was prepared by Joint Technical Committee ISO/IEC
JTC 1, Information technology, in collaboration with CommonCriteria Project Sponsoring
Organisations. The identical text of ISO/IEC 15408-2 is published by the Common Criteria Project
Sponsoring Organisations as Common Criteria for Information Technology Security Evaluation.
Additional information on the Common Criteria Project and contact information on its Sponsoring
Organisations is providedin AnnexA of ISO/IEC 15408-1.

ISO/IEC 15408 consists of the following parts, under the general title Information technology —
Security techniques — Evaluation criteria for IT security:

-  Part 1: Introduction and general model

-  Part 2: Security functional requirements

-  Part 3: Security assurance requirements

Annexes Ato M of thispart of ISO/IEC 15408 are for information only.

This LEGAL NOTICE has been placed in all Parts of ISO/IEC 15408 by request:
The seven governmental organisations (collectively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 15408-1 Annex A, as the joint holders of the
copyright in the Common Criteria for InformationTechnology Security Evaluation, Parts 1
through 3 (called the “CC”), hereby grant non-exclusive license to ISO/IEC to use the CC in the
development of theISO/IEC 15408 international standard.  However, the Common Criteria
Project Sponsoring Organisations retainthe right to use, copy,distribute, or modify the CC as they
see fit.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.
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Information technology — Security techniques — Evaluation
criteria for IT security —
Ingo

1  Scope

Security functionalcomponents,as defined in this part of ISO/IEC 15408, are the basis for theTOE
IT security functional requirements expressed in a Protection Profile(PP) or a Security Target
(ST). Theserequirements describe the desired security behaviour expected of a Target of
Evaluation (TOE) andare intended to meetthe securityobjectives as stated inaPP oran ST. These
requirements describe security properties that users can detect by direct interaction with theTOE
(i.e. inputs, outputs) or by theTOE’s responseto stimulus. 

Security functional components express security requirements intended to counter threats in the
assumed operating environment of the TOE and/or cover any identified organisational security
policies and assumptions.

The audience forthis part of ISO/IEC 15408 includes consumers, developers, and evaluatorsof
secureIT systems and products. ISO/IEC 15408-1 clause 3 provides additional information onthe
target audience of ISO/IEC 15408, and on the use of the standard by thegroups that comprise the
target audience. These groups may usethis part ofISO/IEC 15408 as follows:

- Consumers who use ISO/IEC 15408-2 when selecting components to express
functional requirementsto satisfythesecurity objectives expressedin a PP or ST. ISO/
IEC 15408-1 subclause 4.3 provides more detailed information on the relationship
between security objectives andsecurity requirements.

- Developers, who respond to actual or perceived consumer security requirements in
constructing a TOE, may find a standardised method to understand those requirements
in thispart of ISO/IEC 15408. They can also use the contents of this part of ISO/IEC
15408 as a basis for further defining the TOE security functions and mechanisms that
complywith those requirements.

- Evaluators, who use the functional requirements defined in this part of ISO/IEC 15408
in verifying that the TOE functional requirements expressed in the PP or ST satisfy the
IT security objectives and that all dependencies are accounted for and shown to be
satisfied. Evaluators also should use this part of ISO/IEC 15408 to assist in
determining whether a given TOE satisfies stated requirements.

1.1  Extending and maintaining functional requirements

ISO/IEC 15408 and the associated security functional requirements described herein are not meant
to be a definitive answerto all the problems ofIT security. Rather, the standard offers a setof well
understood security functional requirements that can be used to create trusted products or systems

INTERNATIONAL STANDARD  ISO/IEC

Part 2:
Security functional requirements
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reflecting the needs of the market. These security functional requirements are presented as the
current state of the art in requirements specification and evaluation.

This part of ISO/IEC 15408 does not presume to include all possible security functional
requirements but rather contains those that are known and agreed to be of value by the ISO/IEC
15408-2 authors at the time of release. 

Since the understanding and needs of consumers may change, the functional requirements in this
part of ISO/IEC 15408 will need to be maintained. It is envisioned that some PP/ST authors may
have security needs not (yet) covered by the functional requirement components in ISO/IEC
15408-2. In those cases the PP/ST author may choose to consider using functional requirements
not taken from the standard (referred to as extensibility), as explained in Annexes B and C of ISO/
IEC 15408-1.

1.2  Organisation of ISO/IEC 15408-2

Clause 1 is the introductory material for ISO/IEC 15408-2.

Clause 2 introduces the catalogue of ISO/IEC 15408-2 functional components while clauses 3
through 13 describe the functional classes.

Annex A provides additional information of interest to potential users of the functional
components including a complete cross reference table of the functional component dependencies.

Annexes B through M provide the application notes for the functional classes. They are a
repository for informative supporting material for the users of this part of ISO/IEC 15408, which
may help them to apply relevant operations and select appropriate audit or documentation
information.

Those who author PPs or STs should refer to Clause 2 of ISO/IEC 15408-1 for relevant structures,
rules, and guidance:

- ISO/IEC 15408-1, clause 2 defines the terms used in ISO/IEC 15408.

- ISO/IEC 15408-1, Annex B defines the structure for PPs.

- ISO/IEC 15408-1, Annex C defines the structure for STs.

1.3  Functional requ irements paradigm

This subclause describes the paradigm used in the security functional requirements of this part of
ISO/IEC 15408. Figures 1.1 and 1.2 depict some of the key concepts of the paradigm. This
subclause provides descriptive text for those figures and for other key concepts not depicted. Key
concepts discussed are highlighted in bold/italics. This subclause is not intended to replace or
supersede any of the terms found in the ISO/IEC 15408 glossary in ISO/IEC 15408-1, clause 2. 
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Figure 1.1  -  Secur ity functional requirements paradigm (Monolithic TOE)

This part of ISO/IEC 15408 is a catalogue of security functional requirements that can be specified
for a Target of Evaluation (TOE). A TOE is an IT product or system (along with user and
administrator guidance documentation) containing resources such as electronic storage media (e.g.
disks), peripheral devices (e.g. printers), and computing capacity (e.g. CPU time) that can be used
for processing and storing information and is the subject of an evaluation.

TOE evaluation is concerned primarily with ensuring that a defined TOE Security Policy (TSP) is
enforced over the TOE resources. The TSP defines the rules by which the TOE governs access to
its resources, and thus all information and services controlled by the TOE. 

The TSP is, in turn, made up of multiple Security Function Policies (SFPs). Each SFP has a scope
of control, that defines the subjects, objects, and operations controlled under the SFP. The SFP is
implemented by a Security Function (SF), whose mechanisms enforce the policy and provide
necessary capabilities. 
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Those portions of a TOE that must be relied on for the correct enforcement of the TSP are
collectively referred to as the TOE Security Functions (TSF). The TSF consists of all hardware,
software, and firmware of a TOE that is either directly or indirectly relied upon for security
enforcement.

A reference monitor is an abstract machine that enforces the access control policies of a TOE. A
reference validation mechanism is an implementation of the reference monitor concept that
possesses the following properties: tamperproof, always invoked, and simple enough to be
subjected to thorough analysis and testing. The TSF may consist of a reference validation
mechanism and/or other security functions necessary for the operation of the TOE.

The TOE may be a monolithic product containing hardware, firmware, and software.

Alternatively a TOE may be a distributed product that consists internally of multiple separated
parts. Each of these parts of the TOE provides a particular service for the TOE, and is connected
to the other parts of the TOE through an internal communication channel. This channel can be as
small as a processor bus, or may encompass a network internal to the TOE.

Figure 1.2  -  Diagram of security functions in a distributed TOE
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When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF
which exchanges user and TSF data over internal communication channels with other parts of the
TSF. This interaction is called internal TOE transfer. In this case the separate parts of the TSF
abstractly form the composite TSF, which enforces the TSP.

TOE interfaces may be localised to the particular TOE, or they may allow interaction with other
IT products over external communication channels. These external interactions with other IT
products may take two forms:

a) The security policy of the ‘remote trusted IT product’  and the TSP of the local TOEs
have been administratively coordinated and evaluated. Exchanges of information in
this situation are called inter-TSF transfers, as they are between the TSFs of distinct
trusted products. 

b) The remote IT product may not be evaluated, indicated in Figure 1.2 as ‘untrusted IT
product’, therefore its security policy is unknown. Exchanges of information in this
situation are called transfers outside TSF control, as there is no TSF (or its policy
characteristics are unknown) on the remote IT product.

The set of interactions that can occur with or within a TOE and are subject to the rules of the TSP
is called the TSF Scope of Control (TSC). The TSC encompasses a defined set of interactions
based on subjects, objects, and operations within the TOE, but it need not encompass all resources
of a TOE.

The set of interfaces, whether interactive (man-machine interface) or programmatic (application
programming interface), through which resources are accessed that are mediated by the TSF, or
information is obtained from the TSF, is referred to as the TSF Interface (TSFI). The TSFI defines
the boundaries of the TOE functions that provide for the enforcement of the TSP.

Users are outside of the TOE, and therefore outside of the TSC. However, in order to request that
services be performed by the TOE, users interact with the TOE through the TSFI. There are two
types of users of interest to the ISO/IEC 15408-2 security functional requirements: human users
and external IT entities. Human users are further differentiated as local human users, meaning
they interact directly with the TOE via TOE devices (e.g. workstations), or remote human users,
meaning they interact indirectly with the TOE through another IT product.

A period of interaction between users and the TSF is referred to as a user session. Establishment
of user sessions can be controlled based on a variety of considerations, for example: user
authentication, time of day, method of accessing the TOE, and number of allowed concurrent
sessions per user.

This part of ISO/IEC 15408 uses the term authorised to signify a user who possesses the rights
and/or privileges necessary to perform an operation. The term authorised user, therefore, indicates
that it is allowable for a user to perform an operation as defined by the TSP. 

To express requirements that call for the separation of administrator duties, the relevant ISO/IEC
15408-2 security functional components (from family FMT_SMR) explicitly state that
administrative roles are required. A role is a pre-defined set of rules establishing the allowed
interactions between a user and the TOE. A TOE may support the definition of any number of roles.
For example, roles related to the secure operation of a TOE may include “Audit Administrator”
and “User Accounts Administrator”. 
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