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Foreword

ISO the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwidedastization.
National bodies tt aremembers of IS@r IEC participate inthe developnent of Internatioal
Standards througlethnical committeegstablishel by the respect® organization taleal with
particular felds of technicakbctivity. 1ISO and IEC techna committees codborate in fields of
mutual inteest Othe international eganizationsgovenmental and nogovanmental, in liaison

with 1SO andIEC, also take part in the wik.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

In thefield of information technologylSO and IEC have establishedjoint technical committee,
ISO/IEC JTC 1. Draft International Staards adopted by the joint technical committee are
circulated to national bodies for voting. Pulation asan International Standare@quires approa

by atleast75 % of the nationdbodies casting a vote.

International Sandard ISO/IEC 1548-3 was prepard by Joint Tehnical Committe ISO/IEC

JTC 1, Information technologyin_ collabostion with Common Criteria Project Sponsoring
OrganisationsTheidentical’iext of ISO/IEC 15408+ publishedoby the'CommonCiriteria Projet
Sponsoring Orgnisations asCommonCriteria for, Information.Technology Securitw&uation.
Additional information on th€ommon Criteria Project-and«contact information on its Sponsoring
Organisations is provided in Annex A of ISO-IEC 15408-1.

ISO/IEC 15408&onsists: of:thefollowing gts; under the generaltitlaformation technology —
Security techniques — Evaluationccriteria for | xaefty:

- Part 1: Introduction and general model
- Part 2: Securityfunctionalrequirernents
- Part 3 Securityassurance requirements
Annexes A and B of this part ofSO/IEC 15408 aréor informatian only.

This LEGAL NOTICE has been placed in all Partd ¢6SO/IEC 15408 by request:

The seven governmental organisatioreelléctively called “the Common Criteria Praje
Sponsoring Organisations”) @htified in ISO/EC 154081 Annex A, as the joint ha of the
copyright in the Common Criteria for Informatio Technology Securitfvaluation, Pars 1
through 3 (called the“CC"), h ereby grant non-exclusive license t8O/IEC to use #CC in the
developrant of the ISO/IEC 15408 international standard. Hoere the Common Criteria
Project Sponsoring Organisations retatine rightto use, copyistribute, or modify taCC as they
see fit.

viii
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance requirements

1 Scope

This part of ISO/IEC 15408dfines theassurance requireants of the standard. It incles the
evaluation asswance levels (EALS) that dfine a scale for measugrassuraoe, the individial
assurancecomponents from which the assurance levels are composed, and the fwiteria
evaluation of PPs and STs.

1.1 Organisation of ISO/IEC 15408-3

Clause 1 is the introductioncand paradigm for past of ISO/NEC:15408.

Clause 2 desibes the presentatiomstructuretiogéassurance adses, familiescomporents, and
evaluation assurance levels along with thelationships.”Italso chaeacteries the assurance

classes ard families fourd in clauses 8hroudh 14.

Clauses 34 and 5 povide a brief introduction to the evaluatiameriafor PPs and STsfollowed
by detailed explanatiorsf the families and compents thatare used fothose evaluations.

Clause 6 provides detailed definitions of the EALSs.

Clause 7 providga brief introdwtion tothe assuranceadssand is followed by clauss through
14 thatprovide detailed definitions dhose classes.

Clauses 15 and 16 provide brief introdation to the evaluatioreriteria for maintenance of
assurancdollowed bydetailed definitions of thodamiliesandcomponents.

Annex Aprovides a summarnyf the depenéncies betweetheassurance components.

AnnexB provides a cross refence letween the EALs and the assurance components.

1.2 ISO/IEC 15408 assurance paradigm

The purpose fothis subclause is to document the philosophy that underpihS@HEC 15408-3
approad to assurace. An understanding of this subclaus#l permit the eader to understand the
rationak behind tle ISO/IEC 15408-3 assurance reganrents.
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1.2.1 ISO/IEC 15408 philosophy

The ISO/IEC 15408 philosophy is that the threatsetuisty and organisationaksurity policy
commitments should beearly articulaéd and tle proposed smirity measures be&lemonstrably
sufficient fa their intended purpose.

Furthermoe, measues should bedopted that reduce the likelihoaof vulnerabilites, the ability
to exercise (i.e. intentionally exploit or unintentionally trigger) a valoiéty, and theextent of
the damage that could occur from a \aséibility being exercised. Additi@ily, measures should
be adoptd that facilitate the subsequent identfition of vulnerabilitis and the elimination,
mitigation, and/omotification that a vulnerability Isbeenexploited ortriggered.

1.2.2 Assurance approach

The ISO/IEC 15408 philsophy is to provide ssurance based upon an evaluation (active
investigation) of the IT product or system that is to beedudtvaluation hasden the traditional
means of providig assurance and is the tsf&ir prior evaluation criteria dcuments. In aligning

the existing apmpachesISO/IEC 15408 adopts the same philosoph@/IEC 15408 proposes
measuing the validity of the documentation and of the resulting IT product or system by expert
evaluators with ioreasing emphasis oscope, depth, and rigour.

ISO/IEC 15408 does not exclude rrdwes it coiment upon, theelative meits of other measof
gaining assurace. Research continues,with respect tojalternative ways of gainingreessuis
maturealternativeapproaches emerge from these redeactivities, they will be considered for
inclusion in thestandard, whicls so structured as to allotleir future introduction.

1.2.2.1 Significance of vulnerabilities

It is assumed that ¢he are thret agents that will activelyegk to exploit opportunities to violate
security polcies both for illicit gains and for well-intentioned, but ethreless insecure actions.
Threat agents maylso acciderdly trigger security vulnerabiligs, causing harm to the
organisation. Due to the need to processsiive information and the lack of awability of
sufficiently trusted prodts or systems, there is signdit risk due todilures of IT. Itis, therefore,
likely that IT security brezhes could lead to significant loss.

IT security bre@hes arise througthe intentionakxploitation or the unintentional triggng of
vulnerabilities in tle application of ITwithin busines concerns.

Steps shouldbe taken tgrevent vulnerabilities arising in IT prods andsystems. To thextent
feasible, vulnaabilities should ke:

a) eliminated— thatis, active steps should beken toexpose andremove or neutralise,
all exercisable vulerabilities;

b) minimised — that is, active steps shouldta&en to educe, toan acceptableesidual
level, the potential impact of any exie of a vulerability;

c) monitored — thatis, active stgps $ould betaken to ensure hat ary attenpt to exercise
a residual vularability will be deteted so that steps can taien to limit the damage.



© ISO/IEC ISO/IEC 15408-3:1999(E)

1.2.2.2 Cause of vulnerabilities
Vulnerabilities can arise throudhilures in:

a) requirenents — tha is, an IT produtor system may posseald the functions and
features required of it and stitontain vulnerabilities that render it unsuitable or
ineffective with respect to security;

b) construction — that is, an IT product or system does not meet its sgiemifd@nd/or
vulnerabilities have been introdad as a result of poor constructional standards or
incorrect designchoices;

c) operation — thatisan IT produtor systen has be@ constricted correctly tacorrect
specification but vulerabilities have ben introduced saresult of inagquate controls
upon the operation.

1.2.2.3 ISO/IEC 15408 assurance

Assurance is grounds for confidenthd an IT product or system nets its seurity objectives.
Assurance can be derived fromereince to sources & as unsubahtiated assertions, prior
relevantexperience;ospecificexperierce..However, the: standar@rovides assuraedhrough
active investigation. Active 'insstigation-is an evaluatmof the T product or system in order to
detemine itssecurity properties:

1.2.2.4 Assurance through evaluation

Evaluation has beeathe traditional means of gaining assurance, and is tseskof the ISO/IEC
15408 approach. Evaluatisechniges an include, but are not limited to:

a) analysis and checking pfocess(esdnd procedure(s);

b) checking thaprocess(es) and procedure(s) laeeng applied;

c) analysis of the correspondebetween TOE esign representations;
d) analysis of the TOE design representation ag#mestequirements;
e) verification of proofs;

f) analysis of guidance documents;

g) analyssof functional testdeveloped amthe results provided;

h) independent functional testing;

i) analysis for vulnerabilities (including flalaypothesis);

j) penetration testing.
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1.2.3 The ISO/IEC 15408 evaluation assuran ce scale

The ISO/IEC 15408 philosophy asserts that greaesmsuence results from the applicatiaf
greaterevaluation effort, and that the goal is to apbly minimum effort required to providthe
necessary level of assurance. The increasmgl bf effort is kased upon:

a) scope — that is, theffert is greater because a largeortion of the IT poduct or
system is included;

b) depth—tha is, the effort is geater becausit is deployed t@ finer level odesignand
implementation etail;

c) rigour — that isthe effortis greater bcause iis applied ira morestructuredformal
manner.
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2 Security assurance requirements

2.1 Structures

The following subclauses describe the com$trwsed in re@senting the assance classes,
families, componentand EALs aong with the relationships among them.

Figure 21 illustrates the assance requirements defined in this part of IKQ/ 15408. Note that
the most abstract collection of assurance requiremerg®isad to as a class. Each clasatains
assurancdamilies, whch then contain assures components, which in turontain assurance
elements. Classes and families are used to provide a tayommmclassifying assurance
requirements, whil comporents are used tepecifyassuance requirements ia PP/ST.

2.1.1 Class stru cture

Figure 2.1 illustrates thassurancelass structure.

2.1.1.1 Class name

Each assurane class is assigned a unguoame..The nammndicates the topics caved by the
assurance class.

A unique shorform of the assurance) clasameis-also provided. Thiss the primary measifor
referencing the assurandass:The:convention adoptedis-an “A™followed by two lettersectlat
to the chss name.

2.1.1.2 Class introduction

Each assuance class has an introductory subclause thatitles the composition of the class and
contairs supportive textoveringthe intent of tle class.

2.1.1.3 Assurance families

Each assurance class cant atleast one assureafamily. The strgture of treassuance families
is described in the following subclause.



ISO/IEC 15408-3:1999(E) © ISO/IEC

Common criteria assurancerequirements

Class name
Class ntroduction

Assurance family

Family name
|
Objectives

V

(Stanﬁlﬁﬁdﬁ.“@h.ai)
Assurané%@&ﬁw

flards

0 bjetlves
Appllcqtlon notes
Depepdencies

Assuanceelement

Figure2.1 - Assurance class/family/component/element hierachy
2.1.2 Assuranc e family structu re

Figure 2.1 illustrates the assuranamify structure.
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2.1.2.1 Family name

Every assuance family is assigned a unique name. The name provieesigtive information
abou the topics cogred by theassurance family. Eh assurancdamily is placed within the
assurancelass that comins otter families withthe same intent.

A unique short form of the assurance family name is also provided. This is the primary nedans us
to referencehe assurance family. €ltonvention adopted is thattkhot form of theclass name
is used, followedby an underscore, aiden thredetters related to the familyame.

2.1.2.2 Objectives

The objetives subclause dheassuance family presents the intenttbie asswance family.

This subclause describes the objectives, particularly tietsted to the ISDEC 15408 assurance
paradigm, that the family is intended to address. The description for the assamnatyces kept at

a generaldvel. Any specific details required for objectiveare incorporated in the particular
assurance component.

2.1.2.3 Component levelling

Each assurance family” contains one” or more assurance componkistssubchuse of the
assurance family describesstbtomponents-availableldexplairs the distinctios between them.
Its main purpose is to differentiatetiyeen the assurance components once it has been deggrmin
that theassuran@ family is a necessary or usefart of the assurarcequrements foa PP/ST.

Assurance famiéis'containing more than one componentlevelled and rationale is provided as
to howthe components are levelled. This rationai@ i®rms of sope, depth, and/or rigour.

2.1.2.4 Application notes

The application notes suldoke ofthe assurase family, if present, contains additidnaformation

for the assuranceamily. Thisinformationshould be oparticular interest tasers othe assurance
family (e.g. PP and ST authorestgners of TOEs, evaluators). Theggntation is informal and
covers, forexample, warnings about limitations of use and areas where specific attentidre may
requred.

2.1.2.5 Assurance components

Each asswance family has at least one assurance component. The structure of the assurance
comporents is provided in the following sulzcise.

2.1.3 Assurance component structure

Figure 2.2 illustrates thassurance&omponent streture.
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