ETS| TS 101 733 V1.7.4 (2008-07)

Technical Specification

Electronic Signatures and Infrastructures (ESI);
CMS Advanced Electronic Signatures (CAdES)

D



�C�+8�#�a�F&�����@\�I��n�����9�gHzaǺ������Nsj�A(��&�9�����*�E�
��hCh|�?�:ߔ�]q�@8G�����<1q^W��~��
�⚵������L����]�

2 ETSI TS 101 733 V1.7.4 (2008-07)

Reference
RTS/ESI-000061

Keywords
e-commerce, electronic signature, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00~ Fax: +33 4 93 65 47-16

Siret N° 348 628 562 00017 - NAF 742.C
Association adutinon lucratif enregistrée-a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of thetpresent document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2008.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered

for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


���v�*���3�,��]!���"
���`���.��n���������m��?����L�ۏr�0[0�Ϛ�nM�U�c�@8�9j���b9�M���
�	�eI��@�;��
l��wQ�D�L���U�

3 ETSI TS 101 733 V1.7.4 (2008-07)

Contents

INtellectual Property RIGNES.... ..ottt b e b b nenn e 7
0 Yo (o OSSR 7
gLl [N o1 o] o IO 7
1 o010 PSS 8
2 L= £ 101 S 9
21 NOFMEBLIVE FEFEIEINCES ......cueiteiteite ittt sttt he et et e e et besbeeb e e st e s e e e e s e b e sh e eb e s Rt ebeeae e s e neese e besaeebenneeneennens 9
2.2 INFOrMELIVE FEFEIEINCES..... .ottt bbb h e a et e e s e e b e bt sh e et e e e besheebesaeene e e enrees 10
3 Definitions and @DDreVIaLiONS...........coveieieieeres e ettt 12
31 D= T 0T (0] 1 12
3.2 F Y o] 1= V7= (0] 1P 14
4 L@ < = TS 15
4.1 MBI O PAITIES ...ttt b e e b e h e b e h bt e e s bt e bt bt s et b e e et bt b e e bt e e e ens 15
4.2 SIGNBEUNE POIICIES. ...t s e e estesseesteesteeseeeneeeneesaeesseenseenseenteeneesneessensreas 16
4.3 EleCtroniC SIgNaLUre FOMMIBES .......eiveiieiee et e e e eeestee st steesee e bote e s re e seenteenteesaessaesseesseeseensennennnns 16
431 CAdES Basic Electronic Signature (CAAES-BES)".......cccovieveveee s e et s 16
432 CAdES Explicit Policy-based Electronic Signatures (CAAES-EPES)..cc.cvcvveeeeceeicecece e 18
4.4 Electronic Signature Formats with ValidalionData. ..o ...cveeeee im0 e e see st eteete e see e e ste e e see s 19
441 Electronic Signature With Time (CAAES:T) ...olueiuieieieeies et e e e eaesteste e sreste s e eseeaessessesressesnnensessens 19
4.4.2 ES with Complete Validation Data References (CAUES-C) L4 i 20
443 Extended Electronic Signature FOFMEES. i, ....opiir sty St eeesiere ettt 21
4431 EXtended Long Electronic Signature (CAAES-X;L0RG) ..c.vcvevvirieeiiireeinereeee e 22
4432 EXtended Electronic Signaturewith Time Type L(CAAES-X TYPE L) ..ccoveerircierereiee e 22
4433 EXtended Electronic Signature with Time Type2 (CAAES-X TYPE2) ..coveeiereeririeenierieneeiesie e 23
4434 EXtended Long Eléctronic Signature with Time (CAJES-X Long TYPE 1 OF 2)....c.cccvevveeeveesrereeiiennens 23
4.4.4 Archival Electronic SIgnature (CAGES-AY . i ettt eena e raesraesnees 24
4.5 N g o1 (= o] o Y o S PSR TSTUP TP 24
4.6 VAliABLION PrOCESS. .....eiiteiieeieeierieie e a8 ettt sttt ettt ettt b e bt b et et e s e e b e sbeeb e e ae e s e b e nb e e b e sbeene e e e e es 24
5 ElectroniC SIgNature AtriDULES .. i ettt 25
51 €1 g TC = IO Y - O o oo TSP VTSP 25
52 Data CONLENE TYPE....ceeeee i e 8 ettt sttt st r e et e r bt et e e s et R Rt ee e se e n e neer e nr e aeenn e e enre s 25
5.3 SIgNE0-0AEA CONTENE TYPE ... cvtiteeettete ettt ettt sttt et b e e bt b s et b e se bt b e e st e b e st et et et et nb e b e 25
54 S o gIc s [D = Y oSSR TSPV SR PROR 25
55 ENcapsul atedCONtENTINTO TYPE ....cveeieeceee sttt ettt e te et e e sae e s re e teenteestessaesseesseesteeseensenneennes 26
5.6 S0 = o I8/ =SSP 26
5.6.1 Message Digest CalCUlatioN PrOCESS.........c.cccueiieiieieeiese et e e e ste s sae et e s e e aeeaessaessaeste e te e seeseeneesneesnes 26
5.6.2 Message Signature GENEration PrOCESS ..........cvccuiiuiiieseeseesesteseeseeseesaeessesaesseesseasseesteessessseesesnessneesnes 26
5.6.3 Message Signature VerifiCation PrOCESS..........cciiciiiieiie e erese e e sae e ste e se e et teense s e eaeseesneesnes 26
5.7 Basic ES Mandatory Present AITDULES ..........oocui ittt et 26
571 (60010 01 1Y OO PP 27
572 IMESSAGE DIGESL ...ttt ettt bbbt et b et b e e et b e et b s bRt b e et b bbb 27
573 Signing Certificate Reference AtIDULES ..........coiiii e 27
5731 ESS signing-certificate Attribute DEfinitioN .........cocoeierieiieresere e 27
5732 ESS signing-certificate-v2 Attribute DEfiNitioN...........coeoiiieiieese e 28
5733 Other signing-certificate Attribute DEfiNiTiON...........coviiriiiie s 28
5.8 Additional Mandatory Attributes for Explicit Policy-based Electronic Signatures...........ccoevevveeveceeseesieenn. 29
58.1 SIGNALUFE-POlT CY-TAENLITIEY ...eiueeiie et s e e st e et e et e ereesseesneesseesreesneenseensenns 29
5.9 CMS Imported Optional AttHIDULES............eoieee et s era e e e nreenneas 30
59.1 LS o 0T o T TSP 30
5.9.2 oo 10 01 = 1= 0 [ PSP 30
5.10 ESS-Imported Optional AFDULES ..........oo i e 30
5.10.1 CONENE-TEFErENCE ATITDULE.......c. ettt sttt et et e st e besaesae s e eneeneeneas 31
5.10.2 content-identifier ATHIDULE ..ottt ne e 31
5.10.3 CONEENE-NINES ATITDULE ...t ettt st e et e n e e e e seesbesaeeneeneeneeneeneas 31

ETSI


g�� F��s��1����ቶ������j��V����
��=*�a8U$�:�2s������Hc�������j��<��`3�;k��T�F�cc���n�Θ�>��Z��m9�o�\�n����<S

4 ETSI TS 101 733 V1.7.4 (2008-07)

511 Additional Optional Attributes Defined in the Present DOCUMENT ...........ccooi i ieeseesece e 32
5111 commitment-type-indication AttHIDULE ............cv e 32
511.2 S o aTc g o Tor= i1 I A L] 01U (S PTR 33
5.11.3 SIGNEr-attriDULES ATIITDULE ..ot e st et e teeteeaesseesneesreenseenreens 33
5114 content-time-StampP AtEHDULE..........c.ooi et e e e s e e e sreenreere e 34
5.12 SUPPOIt FOr MUIIPIE SIGNBIUMNES.........eeieeeiieeitee sttt st e ste e te e e e et e e e e tesstessaesaeesseeseeseesseenseensenseesneesseessens 34
5121 INEPENAENT SIGNAEUMES......c.eeuiiteieeieete ettt ettt b e et b e h e s b s e b e b e e bt b e e e st e bese et et e b et eb e b 34
5122 EMDEAEA SIGNALUMES ..ottt b e et b et b e et b et b e et eb e st 34
6 Additional Electronic Signature Validation AttriDULES ...........ooeiiriniiireeeee s 35
6.1 signature time-stamp AttriDULE (CATES-T) ..oove ettt e e e nraenneas 36
6.1.1 signature-time-stamp Attribute DefiNitioN...........cccoiieii e e 36
6.2 Complete Validation Data References (CAUES-C) ......ccoiv i iceiriiciesieseee e ste et esreesnees 36
6.2.1 complete-certificate-references Attribute DEfiNItION ..........cccveviiciiceesecc e 37
6.2.2 compl ete-revocation-references Attribute DefinitioN .........ccccoov v e 37
6.2.3 attribute-certificate-references Attribute DEfiNitioN .........cocooeririeiiier s 38
6.2.4 attribute-revocation-references Attribute DefiNitioN............oociiiriiriicne s 39
6.3 Extended Validation Data (CAUES-X) ..ottt 39
6.3.1 Time-Stamped Validation Data (CAJES-X TYPE L OF TYPE 2) ...cveveueriirieirienieieesiesiee e 39
6.3.2 Long Validation Data (CAJES-X Long, CAAES-X LoNg TYPE 1 OF 2) ....ceeuervirieeniinieeniesieesie e 39
6.3.3 certificate-values AttribUte DEfiNItION .........cooiriiiie it 40
6.34 revocation-values Attribute DEfiNITiON ..........ooeieeoodie ettt s e e 40
6.3.5 CAJES-C-time-stamp Attribute DefiNitioN .......... 87 e B e 41
6.3.6 time-stamped-certs-crls-references Attribute DefiNition ..ot e 41
6.4 Archive Validation Data..........coocererieeneeieeies@be e he e sk b et e sb et sr b s sne e e 42
6.4.1 archive-time-stamp AttribDULE DefiNitiON.cm... it e eree e iioies A meees e eresaesseesree e ssseseesseesseesseenseensenns 42
7 Other Standard Data SETUCLUIES. ...........e i s tbee et see s et e s seesessessesseseessessesseseesessessessessessensenens 43
7.1 Public Key Certificate FOrMAL........., e S Kttt 43
7.2 Certificate ReVOCaLiON LiSt FOMMEite, r. ...tk b Fite sttt et e e e e seeste st see s ne e e e e s e tesaeseeeneeneeneeneas 43
7.3 OCSP RESPONSE FOIMEL ... i ¥t mai e g e g2 g e P eseessesresreeresseese e s e s e resreeresseess e e e s e s resneerenneesee e ennes 44
7.4 Time-Stamp TOKEN FOMMEL 4y e L0 e et e s e e ettt ettt b e e bbb e b b ne b b neene s 44
75 Name and AttriDULE FOrMIALS.........ooiieeee e BT ettt sttt ettt sb e eb e b e e bt ene e e s 44
7.6 ALITDULE CertifiCate.........lue i@ e e 44
8 ConformanCe REQUITEMENTS...........eecueiisiesaiereessesteestestesseestesseesesseesessesseessessesssessesseesessessessessesnsessesses 44
8.1 CAdES-Basic Electronic Signature (CAAES-BES).........cccoiiiiiiiiieee e e 45
8.2 CAdES-Explicit Policy-based EIECIIONIC SIGNALUIE. .......c.oivriiirieisierieie ettt 45
8.3 Verification USING TimMe-StamPiTIGn 2. c.ceverveuerrereerertereetesieeeteseee st sttt e be e s b e b b e e ebesbe e e ebesbe e ebesreneenens 45
8.4 Verification USING SECUINE RECOITS ........cueiueuerterieiite ettt sttt sttt sttt st b e et et se e e b s b e e ebesreneene s 46
Annex A (normative): ASN.L DEfINITIONS......cciceici e e 47
A.1 Signature Format Definitions USing X.208 ASN.L SYNEBX.......ccueererrereereeieeerisesiessesreseeseeseesesesneseens 47
A.2 Signature Format Definitions USing X.680 ASN.L SYNEBX........cccererrerrereeieresesiesiesresie s esesneseens 52
Annex B (informative): Extended Forms of EIectroniC SIignatures..........ccceceeeeeineneneneesieseeseees 58
B.1 Extended FOrms of Validation Data..........cccorereeeeirininiesise ettt s 58
B.1.1 L0710 SISy G 1o oo ST 58
B.1.2 L7 A0 SISy 1Y/ o= ST RPS 59
B.1.3 CAUES X TYPE 2 .ttt ettt sttt h et b e s b e h e b e h e b s e e bt b e e e bt e E e s e e Rt e b e s e e Rt e bt e neebenb e st eb e s e e nenbenrenees 60
B.1.4 CAdES-X Long Type 1 and CAAES-X LONG TYPE 2 ....eoveuirieieiniereeie sttt sttt 61
B.2  Time-StAMP EXIENSIONS ...ttt sttt bbb e st e es e bt bbb nn s 62
B.3 Archive Validation Data (CAUES-A) ...ttt sttt sre e besre e neene s 62
B.4 Example Vaidation SEQUENCE..........ccoieeieieciece sttt sttt sttt r e s ae e tesreeaaesbenbesaeenneeneens 64
B.5 Additiona Optional FEALUIES ..........coiiiiee ettt eeste e saesseeeensesreensenneens 67
Annex C (informative): General DESCIIPLION ...ccuicieiicice e re e 68
C.l  The SIGNAIUIE POICY .. .eeiiieeeiesie ettt sttt st et este s ee et e s aeese e tesneeeesteeneenseseeeneensensenn 68

ETSI


Z�P����SOc��#���-ߖ�e�ӫ���l���=������}��+MTt��d��	]����s��CF��x���)�(���4�h�����Ӧ:�v�	n�䡰O6zT��=WR�Fmb����;�

5 ETSI TS 101 733 V1.7.4 (2008-07)

LORZS T 1= o 1 o1 L0207 o] o TSSOSO 69
C.3  Components of an EIECIrONIC SIGNELUIE............eciiiieeeei ettt e ee ettt e e te e e re e e aesreeaeenrenre s 69
C31 Reference t0 the SIGNAUIE POLICY ........couiiiirieiiieeer e bbb e 69
C3.2 CommitmENt TYPE INTICALTON.......ccuiiieiitiieeeeie ettt et b et eb e b et b et nbenn s 69
C33 Certificate ldentifier from the SIGNET ..o 70
c34 L0 =N 1] o101 RSRSRN 70
C341 (O =TT 0= ol oSO S 70
C.34.2 COrtifIE ROIE. ...ttt bt e bRt n e b 70
C35 o < g o= 4o o SRS 71
C.36 o o T N 2= SRS 71
C37 L0010 0o 07 TSP PPTUP PR 71
C.38 CONMEENE-NINES ...t bt a et e bbb e ae e s e e e e b e bt ee e eb e s Rt e he e e e s e beeeeebesaeene e e eneas 71
C39 CONtENt CroSS-REFEIENCING ....eveeuierieieiteeteeeeeee ettt e e s e be ettt et eseeseesseseesaeesesneeneeneensensesaessesneeneeneenes 71
C.4  Components Of Validation D@ala...........ceeriereemeiirieinie st nn e enes 71
c41 RevOoCation StatUS INFOIMELION ........co.eiieie ettt sttt te s e e e seesbesaesreeneeneeneens 71
c411 (@0 LI 1 o) {0107 (o o ISP 72
Cc4.1.2 OCSP INFOIMIALTON ...ttt et h et b e et b e bt bt e b e e e e e se et e sbeeh e et e s e besbenbesaeenee s ennas 72
c4.z2 CartifICATON PALN.....cceeeeee bbbttt et eb e a e h e e s et sr b neeae e neas 72
c43 Time-Stamping for LoNg Life Of SIgNALUIMES.........eciiiieie ettt naesnaesnees 73
c44 Time-Stamping for Long Life of Signature before CA Key:COMPromMISES .......c.cccueveereereerieerieereeeeseeseeeseens 73
c44.1 Time-Stamping the ES with Complete Validation Bata (CAJES-X TYPEDL) ....ccccvevveeveeeneerieeie e see e 74
C44.2 Time-Stamping Certificates and Revocation Information References(CAAES-X TYPe 2)....ccccvvvvrveeernnne 74
C45 Time-Stamping for Archive of SIgNALUre........... 8 e e et 75
c46 Reference to AdditionNal Data..........coeeeeeeepeare P pe e ibre e eeneesie s 2 g Boa e nee e eeeseeseeseesneeneesseseeseesseeneeneeneens 75
cax Time-Stamping for Mutual RECOgNITION ... ke s et 300ttt 76
c48 TSA KEY COMPIOMISE ...ttt sns et inrateseeneeraisees S50 e et steseebesseseese s b e e ebesbese et e see e ebesbeneebesreneenens 76
C.5  MUILIPIE SIQNALUIES ......eeeiieieeeeieepaiye e e eesiabdt e s\ o35 e sg b eeneeseeeseensesseeneessesseensesseensnssnsseensessesnennsensenn 76
Annex D (informative): Data Protocals to | nteroperate with TSPS........ccocviviiiiciciceecece 78
D.1  Operational PrOtOCOIS. ..o ieeeeeeueeuereesuese et e ssesseseessesessesessessessessessessensenseseesessessessessensensens 78
D.11 CeartifiCaE REIMEVEL ... 0 8 e ettt sa bt h e e st bt bt et e e e ennes 78
D.1.2 CRL REITEVEL ..ottt ¥ egnde ettt b et b et h et e bt e et b b e e n bt b bt enn e e nn e 78
D.1.3 ONlINE CtIfICAE SEAIUS .....veveeeeeee e ittt ettt ettt e e sttt te et et e e se et e s besaesbesaeesee e enseseesaeseesneeneenenneas 78
D.14 TIME-SEAIMPING ...ttty e oo ettt sttt ettt s e bt bt st bt b e se bt eb e s oo bt s b e seeb e s b e s e eb e ebesb e e ebesb e e eb e s b e neebeebenneneas 78
D.2  Management PrOtOCOIS.......... i ittt ettt sttt b st b e e st e e e bt nr e b nr s 78
D.21 Request for CertifiCate REVOCAIION ...........civeuiriireeiiriiietese ettt b e ss e bt b s e ene e ens 78
Annex E (informative): SeCUrity CONSIAEN ALIONS .......ovieiieiee e 79
E.1l  ProteCtion Of PriVAIE KEY .......ceoiiieieeiieese sttt sttt s e st e e saesneeeeseeenaensesseensenneens 79
I @ oo o =X AN Lo o 11 0100 SR 79
Annex F (informative): Example Structured Contentsand MIME ... 80
F.1  USeof MIME {0 ENCOOE D@LA........c.cceieriiiiiriisieie ettt sttt 80
F.1.1 (=== L= g 1o 7= 1 o] o PRSI 80
F.1.2 CONEENE ENCOTING ...ttt ettt b et b e et b et b e s e et b e bt e b e et b e s e et eb e s b et eb e b 81
F.1.3 YU T g = | PSR 81
FL2  SIMIME. ... oottt te sttt a et e s ae et e s Eeeae et e Eeente e Rt eR e e EeeReeteeReene e tenEeeneentenneeneenneens 81
F.2.1 USiNG appli CaliON/PKCS7-IMIME.......veieeieeiteeste e see st e st e te e e st e st e e e te s eesaeesreesseenseenseaseesseesseesseesseeseensenneennns 82
F.2.2 Using appliCation/PKCS7-SIGNALUIE ........c.eeiieiteeieeeeeeesteesteetesseesseesteesteesseseesseesseesseanseassesseessenssesssenssessesnessnes 83
Annex G (infor mative): Relationship to the European Directiveand EESS ... 84
(€200 R 1 1o (U o i o o S 84
G.2 Electronic SIgnatures and the DITECLIVE .........ccueeiiiiieiice ettt st st eaaenrenre s 84
G.3 ETSI Electronic Signature Formats and the DIr€CLIVE ..........voceie e 85

ETSI


Z�ݔ���%���@�.=Β�9��x����0V��9GN#g�������_�#@��_Bv�0��\��'y�����d�7
��/t"�%Xoi�81^�����=�m��ּ����+�$6��1�Co�yq

6 ETSI TS 101 733 V1.7.4 (2008-07)

G.4 EESSI Standards and Classes of EI€CtrONiC SIGNatUre...........cceeieiieeieese st st esae e snes 85
G441 Structure of EESS] StANAArdiZBHION ........c..eieiiiieiieieesieses ettt s e sr e b e e 85
G.4.2 Classes Of EIECIIONIC SIGNALUINES .......ueieeiieeiee e esieeeeseesee st este e et e s saesteeste e teetesnaesaeesaeesseenseenseensenneesneesseessnns 85
G43 Electronic Signature Classes and the ETSI Electronic Signature FOrmat ...........cooeeverecnineinieneeseseeees 86
Annex H (informative): APlsfor the Generation and Verification of Electronic Signatures
JLIEE = TSSO 87
o PO D = = =1 11 0o PO USSP PPTTPP 87
H.2 IDUP-GSS-APISDEfiNed Dy the IETF......cci ettt 88
H.3 CORBA Security Interfaces Defined by the OMG.........coviuieiiiiccc e 89
Annex | (informative): Cryptographic AIQOrithms.........cococieii e 20
S A 0 T (== N Lo o 11 0SSO 90
1.1.1 S SRR 90
.1.2 LT 0T PSSR 90
[.2  Digital SIgNature AIGOTTNMS ......c.ooiiiiii e et sr e n e 91
.2.1 D S A e R e e et E R e SR e e R e oA Rt eR Rt e R e e ARe e ARe e AR e e Rt e Rt ea Rt eR e e nReenRe e Re e reenenanennes 91
1.2.2 T PP PR PRSP 91
1.2.3 GBNETEL ..o B ettt et R e et bttt r b 91
Annex J (infor mative): Guidance 0N NamMIiNg ;.52 ceeeeeererenena o e 93
N oo 1o g ) A S S 93
J.2  Providing Accessto Registration INformation.. v ......ccee @i 93
J:3  NAMING SCHEMES. ... T et Eh e eiE e ettt n e e e e et st e b bt st e ns e s e e e se e st ebenn e nenn e e s 9
J31 Naming Schemes for INdividual CitiZENS. ... c0 L ettt a e e enes 94
J.3.2 Naming Schemes for EmployeeS of an OrganiZati On:...f0 . i ereeeeeereresiese e e se e sre e e st sre e re e eee s 94
Annex K (informative): Changes from the previoUSVEr SION ... 95
Annex L (informative): BibliOgr aPNY i e 96
[ 1T (e D ST P PP PR 97

ETSI


��C��I��U�����C���-�-*	��}���p��`h2R~�ד��s��O}k��@�^��|v�
̫����o��n5'���H�aG.2�E�~�����ȱ����e���O�S?��'r��

7 ETSI TS 101 733 V1.7.4 (2008-07)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESl).

Introduction

Electronic commerce is emerging as the future way of doing business between-companies across local, wide area and
global networks. Trust in this way of doing business.is.essentia for the suecess.and continued devel opment of
electronic commerce. It is, therefore, important that'companies using this electronic means of doing business have
suitable security controls and mechanismsin placeto protect their transactions and to ensure trust and confidence with
their business partners. In this respect the electronic.signatureis animportant security component that can be used to
protect information and provide trust in electronic business.

The present document is intended to<cover electronic signaturesforvarious types of transactions, including business
transactions (e.g. purchase requisition, contract, and inveice@pplications) where long-term validity isimportant. This
includes evidence asto its validity even if the signeror verifying party later attemptsto deny (i.e. repudiates; see
ISO/IEC 10181-5 [i.1]) the validity of the signature.

Thus, the present document can be used forany transaction between an individual and a company, between two
companies, between an individual and agovernmental body, etc. The present document is independent of any
environment; it can be applied to any eavironment, e.g. smart cards, GSM SIM cards, special programs for electronic
signatures, etc.

The European Directive on a community framework for Electronic Signatures defines an electronic signature as. "Data
in electronic form which is attached to or logically associated with other electronic data and which serves as a method
of authentication".

An electronic signature, as used in the present document, is aform of advanced electronic signature as defined in the
Directive.
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1 Scope

The scope of the present document covers el ectronic signature formats only, previous versions of the present document
covered both Electronic Signature Formats and Electronic Signature Policies. The aspects of Electronic Signature
Policies covered by previous versions of the present document are now defined in TR 102 272 [i.2].

The present document defines a number of electronic signature formats, including electronic signatures that can remain
valid over long periods. Thisincludes evidence asto its validity even if the signer or verifying party later attemptsto
deny (repudiates) the validity of the electronic signature.

The present document specifies use of Trusted Service Providers (e.g. Time-Stamping Authorities) and the data that
needs to be archived (e.g. cross certificates and revocation lists) to meet the requirements of long-term electronic
signatures.

An electronic signature, as defined by the present document, can be used for arbitration in case of a dispute between the
signer and verifier, which may occur at some later time, even years later.

The present document includes the concept of signature policies that can be used to establish technical consistency
when validating electronic signatures, but it does not mandate their use.

The present document is based on the use of public key cryptography to produce digital.signatures, supported by public
key certificates. The present document also specifies the use of«time-stamping and timie-marking services to prove the
validity of a signature long after the normal lifetime of criticalielements of an electronic signature. The present
document also, as an option, defines ways to provide veryJlong-term protection.against key compromise or weakened
algorithms.

The present document builds on existing standardsithat are widely-adopted..These include:
o RFC 3852 [4]: "Cryptographic Message Syntax (CMS)';

. I SO/IEC 9594-8/ITU-T Recommendation X.509 [1]."Lhformation technology - Open Systems
Interconnection - The Directory: Public-key and attribute'certificate frameworks";

o RFC 3280 [2]: "Internet X.509 Public Keydnfrastructure (PKIX) Certificate and Certificate Revocation List
(CRL) Profile";

. RFC 3161 [7]: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
NOTE: Seeclause 2 for afull setof references.

The present document describes formats for advanced electronic signatures using ASN.1 (Abstract Syntax Notation 1).
These formats are based on CM S (Cryptographic Message Syntax) defined in RFC 3852 [4]. These electronic
signatures are thus called CAdES, for "CM S Advanced Electronic Signatures'.

Another document, TS 101 903 [i.3], describes formats for XML Advanced Electronic Signatures (XAdES) built on
XMLDSIG.

In addition, the present document identifies other documents that define formats for Public Key Certificates, Attribute
Certificates, and Certificate Revocation Lists and supporting protocols, including protocols for use by trusted third
parties to support the operation of electronic signature creation and validation.

I nformative annexes include:

. illustrations of extended forms of Electronic Signature formats that protect against various vulnerabilities and
examples of validation processes (annex B);

. descriptions and explanations of some of the concepts used in the present document. giving arational for
normative parts of the present document (annex C);

. information on protocols to interoperate with Trusted Service Providers (annex D);

. guidance on naming (annex E);
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. an example structured content and MIME (annex F);

e therelationship between the present document and the directive on electronic signature and associated
standardization initiatives (annex G);

. APIsto support the generation and verification of electronic signatures (annex H);
. cryptographic algorithms that may be used (annex 1); and

. naming schemes (annex J).

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
Cases:

- if it isaccepted that it will be possible to use al future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly.available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

For online referenced documents, information’sufficient to.identify and locate the source shall be provided. Preferably,
the primary source of the referenced document.should be'cited, in‘order to ensure traceability. Furthermore, the
reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the
method of access to the referenced decument and the full” network address, with the same punctuation and use of upper
case and lower case |etters.

NOTE: Whileany hyperlinks included inthisclause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

[1] ITU-T Recommendation X.509 (2000) / 1SO/IEC 9594-8 (2001): "Information technology - Open
Systems Interconnection - The Directory: Public-key and Attribute Certificate frameworks'.

[2] IETF RFC 3280 (2002): "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile".

[3] IETF RFC 2560 (1999): "X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP".

[4] IETF RFC 3852 (2004): " Cryptographic Message Syntax (CMS)".

[5] IETF RFC 2634 (1999): "Enhanced Security Servicesfor SMIME".

[6] IETF RFC 2045 (1996): "Multipurpose Internet Mail Extensions (MIME) Part One: Format of
Internet Message Bodies'.

[7] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".

ETSI


�~�ʄ�����;j�3����ZL��bZ���L�hd����`&w��#^oSR�#��Hi9ƴ��l%�@ϔ�����J1�&0�����(��q���ed�?J	R]_���Z��J�
��ٷPZ=�,�/��

(8]
[9]

[10]
[11]

[12]

[13]
[14]
NOTE:

[15]
[16]

NOTE:

2.2
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ITU-T Recommendation X.680 (1997): "Information technology - Abstract Syntax Notation One
(ASN.1): Specification of basic notation".

ITU-T Recommendation X.501 (2000) / ISO/IEC 9594-1 (2001): "Information technology - Open
Systems I nterconnection - The Directory: Models".

IETF RFC 3370 (2002): " Cryptographic Message Syntax (CMS) Algorithms®.

ITU-T Recommendation F.1: "Operationa provisions for the international public telegram
service'.

ITU-T Recommendation X.500: "Information technology - Open Systems Interconnection - The
Directory: Overview of concepts, models and services'.

IETF RFC 3281 (2002): "An Internet Attribute Certificate Profile for Authorization".
ITU-T Recommendation X.208 (1988): " Specification of Abstract Syntax Notation One (ASN.1)".

ITU-T Recommendation X.208 has been withdrawn on 30 October 2002 as it has been superseded by
ITU-T Recommendations X.680-683. All known defectsin X.208 have been corrected in ITU-T
Recommendations X.680-683 (1993) further revised in 1997 and 2002. However, the reference is kept in
the current to ensure compatibility with RFC 3852 [4].

IETF RFC 5035 (2007): "ESS Update: Addifig'CertID AlgorithmiAgility"..

ITU-T Recommendation X.690 (2002): “Information technefogy' ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), CanonicalxEncoding Rules (CER) and
Distinguished Encoding Rules (DER).

This Internet Draft is due to be shortly published asian Internet RFC. The present document will be
re-issued with the RFC referencewheniit'becomes available.

Informative reférences

The following referenced documents are not essential.to the use of the present document but they assist the user with
regard to a particular subject area. For non-specificireferences, the latest version of the referenced document (including
any amendments) applies.

[i.1]

[i.2]

[i.3]
[i.4]

[i.5]

[i.6]
[i.7]
[i.8]

[i.9]
[i.10]

ISO/IEC 10181-5 (April, 1997): " Security Frameworks in Open Systems. Non-Repudiation
Framework".

ETSI TR 102 272: "Electronic Signatures and Infrastructures (ESI); ASN.1 format for signature
policies’.

ETSI TS 101 903: "XML Advanced Electronic Signatures (XAdES)".

1SO 7498-2 (1989): "Information processing systems - Open Systems I nterconnection - Basic
Reference Model - Part 2: Security Architecture”.

Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

ISO/IEC 13888-1 (2004): "IT security techniques - Non-repudiation - Part 1: General".

ETSI TR 102 038: "TC Security - Electronic Signatures and Infrastructures (ESI); XML format for
signature policies’.

IETF RFC 3125 (2000): "Electronic Signature Policies'.
ETSI TS 101 861: "Time stamping profile".

IETF RFC 3494 (2003): "Internet X.509 Public Key Infrastructure Operational Protocols -
LDAPvV2".
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[i.11]

[i.12]

[i.13]

[i.14]

[i.15]

[i.16]

[i.17]

[i.18]

[i.19]

[i.20]

[i.21]

[i.22]
[i.23]
[i.24]

[i.25]

[i.26]

[i.27]

[i.28]

[i.29]

[i.30]

[i.31]

[i.32]

[i.33]
[i.34]
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IETF RFC 4523 (2006): " Lightweight Directory Access Protocol (LDAP). Schema Definitions for
X.509 Certificates'.

IETF RFC 4210 (2005): "Internet X.509 Public Key Infrastructure Certificate Management
Protocols".

IETF RFC 3851: "Secure/Multipurpose Internet Mail Extensions (SYMIME) Version 3.1 Message
Specification”.

IETF RFC 2743 (2000): "Generic Security Service Application Program Interface Version 2,
Update 1".

IETF RFC 2479 (1998): "Independent Data Unit Protection Generic Security Service Application
Program Interface (IDUP-GSS-API)".

ISO/IEC 10118-1: "Information technology - Security techniques - Hash-functions -
Part 1. General".

ISO/IEC 10118-2: "Information technology - Security techniques - Hash-functions -
Part 2: Hash-functions using an n-bit block cipher agorithm".

I SO/IEC 10118-3: "Information technology - Security techniques - Hash-functions -
Part 3: Dedicated hash-functions".

ISO/IEC 10118-4 (1998): "Information technology - Securitytechniques - Hash-functions -
Part 4: Hash-functions using modular-arithmetic".

ANSI X9.30-2 (1997): "Public Key'Cryptography for the Financial Services Industry -
Part 2: The Secure Hash Algorithm (SHA-1)".

ANSI X9.31-2 (1996): "Public ey Cryptography WJsing Reversible Algorithms for the Financia
Services Industry - Part 2: Hash'Algorithms':

IETF RFC 2437 (1998):\'"PKCS #1. RSA Cryptography Specifications Version 2.0".
|EEE 1363 (2000): " Standard Specificationsfor Public-Key Cryptography".

ISO/IEC 9796: "Informationtechrnology - Security techniques - Digital signature scheme giving
message recovery".

ISO/IEC 9796-2: "Information technology - Security techniques - Digital signature schemes giving
message recovery'= Part 2: Integer factorization based mechanisms'.

I SO/IEC 9796-4: "Digital signature schemes giving message recovery - Part 4: Discrete logarithm
based mechanisms”.

I SO/IEC 14888-1 (1998): "Information technology - Security techniques - Digital signatures with
appendix - Part 1: Genera".

I SO/IEC 14888-2 (1999): "Information technology - Security techniques - Digital signatures with
appendix - Part 2; Identity- based mechanisms".

I SO/IEC 14888-3 (1998): "Information technology - Security techniques - Digital signatures with
appendix - Part 3: Certificate-based mechanisms'.

I SO/IEC 15946-3 (2002): "Information technology - Security techniques - Cryptographic
techniques based on eliptic curves - Part 3: Key establishment".

ANSI X9.30.1 (1997): "Public Key Cryptography Using Irreversible Algorithms -
Part 1. The Digital Signature Algorithm".

ANSI X9.62 (2005): "Public Key Cryptography for the Financial Services Industry - The Elliptic
Curve Digital Signature Algorithm (ECDSA)".

IETF RFC 2068: "Hypertext Transfer Protocol - HTTP/1.1".

IETF RFC 4346 (2006): "The TLS Protocol Version 1.1".
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[1.35] IETF RFC 2459: "Internet X.509 Public Key Infrastructure Certificate and CRL Profile".

[1.36] IETF RFC 3369: " Cryptographic Message Syntax (CMS)".

[1.37] ISO/IEC 15946-2: "Information technology - Security techniques - Cryptographic techniques
based on dliptic curves - Part 2: Digital signatures”.

[1.38] CWA 14171:2004: " General guidelines for electronic signature verification”.

[i.39] FIPS Pub 180-2; "Secure Hash Standard (SHS)".

[i.40] ANSI X9.31 (1998): "Digital Signatures Using Reversible Public Key Cryptography for the

Financia ServicesIndustry (rDSA)".

[i.41] ANSI X9.31-1: "American National Standard, Public-Key Cryptography Using Reversible
Algorithms for the Financial Services Industry"”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms-and definitions apply:

arbitrator: arbitrator entity may be used to arbitrate a dispute between a signéer and verifier when thereisa
disagreement on the validity of adigital signature

Attribute Authority (AA): authority that assigns\privileges by issuing attribute certificates
authority certificate: certificate issued to.an authority (e.g:€eitherto acertification authority or an attribute authority)

Attribute Authority Revocation List{AARL): revocation list:éontaining alist of references to certificatesissued to
AAsthat are no longer considered valid by the issuing atithority

Attribute Certificate Revocation List (ACRL): revocation list containing alist of referencesto attribute certificates
that are no longer considered valid by the issuing-authority

Certification Authority Revocation List (CARL): revocation list containing alist of public key certificates issued to
certification authorities that are no longer considered valid by the certificate i ssuer

Certification Authority (CA): authority trusted by one or more users to create and assign public key certificates;
optionally, the certification authority may create the users' keys

NOTE: SeelTU-T Recommendation X.509 [1].

Certificate Revocation List (CRL): signed list indicating a set of public key certificates that are no longer considered
valid by the certificate issuer

digital signature: data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect against forgery, e.g. by the recipient

NOTE: SeelSO 7498-2[i.4].

electronic signature: datain electronic form that is attached to or logically associated with other electronic data and
that serves as a method of authentication

NOTE: SeeDirective 1999/93/EC [i.5] of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

extended electronic signatures: electronic signatures enhanced by complementing the baseline regquirements with
additional data, such astime-stamp tokens and certificate revocation data, to address commonly recognized threats

Explicit Policy-based Electronic Signature (EPES): electronic signature where the signature policy that shall be used
to validateit is explicitly specified
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grace period: time period that permits the certificate revocation information to propagate through the revocation
process to relying parties

initial verification: process performed by a verifier done after an electronic signature is generated in order to capture
additional information that could make it valid for long-term verification

Public Key Certificate (PKC): public keys of a user, together with some other information, rendered unforgeable by
encipherment with the private key of the certification authority that issued it

NOTE: SeelTU-T Recommendation X.509 [1].

Rivest-Shamir-Adleman (RSA): asymmetric cryptography algorithm based on the difficulty to factor very large
numbers using a key pair: a private key and a public key

signature policy: set of rules for the creation and validation of an electronic signature that defines the technical and
procedural requirements for electronic signature creation and validation, in order to meet a particular business need, and
under which the signature can be determined to be valid

signature policy issuer: entity that defines and issues a signature policy

signature validation policy: part of the signature policy that specifies the technical requirements on the signer in
creating a signature and verifier when validating a signature

signer: entity that creates an electronic signature
subsequent verification: process performed by a verifier to.assess the signature validity

NOTE: Subsequent verification may be done evenyyearsafter the electronic-signature was produced by the signer
and completed by the initial verification, and.it might not need.to’ capture more data than those captured at
the time of initial verification.

time-stamp token: data object that binds arepresentation of;a datum to a particular time, thus establishing evidence
that the datum existed before that time

time-mark: information in an auditrail from a Trusted.Service Rrovider that binds a representation of a datum to a
particular time, thus establishing evidence that the datum existed before that time

time-marking authority: trusted third party that-creates recordsin an audit trail in order to indicate that a datum
existed before a particular point in time

Time-Stamping Authority (TSA): trusted third party that creates time-stamp tokens in order to indicate that a datum
existed at a particular point in time

Time-Stamping Unit (TSU): set of hardware and software that is managed as a unit and has a single time-stamp token
signing key active at atime

Trusted Service Provider (TSP): entity that helps to build trust relationships by making available or providing some
information upon request

validation data: additional datathat may be used by a verifier of electronic signatures to determine that the signature is
valid

valid electronic signature: electronic signature that passes validation
verifier: entity that verifies evidence
NOTE 1. SeelSO/IEC 13888-1[i.6].

NOTE 2: Within the context of the present document, thisis an entity that validates an electronic signature.
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