°
BE SLOVENSKI STANDARD

SIST ETS 300 627 E1:2003
0Ol1l-december-2003

Digitalni celilni telekomunikacijski sistem (faza 2) a1 Popis podatkov o narolniku
in opremi (GSM 12.08)

Digital cellular telecommunications system (Phase 2) (GSM); Subscriber and equipment
trace (GSM 12.08)

Ta slovenski standard je istoveten z: ETS 300 627 Edition 1

ICS:

33.070.50 Globalni sistem za mobilno  Global System for Mobile
telekomunikacijo (GSM) Communication (GSM)

SIST ETS 300 627 E1:2003 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST ETS 300 627 E1:2003

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST ETS 300 627 E1:2003
httpsy//standards.iteh.ai/catalog/standards/sist/774 1 6aa4-4d41-424c-80a6-
8da348968142/sist-ets-300-627-e1-2003



ETSI AN
ETSI(C

EUROPEAN ETS 300 627
TELECOMMUNICATION March 1997

STAN DARD

Source: ETSI TC-SMG Reference: DE/SMG-061208P
ICS: 33.020

Key words: Digital cellular telecommunications system, Global System for Mobile communications (GSM)

LS.

GLOBALLSYSTEMIFOR
MOBILE,COMMUNICATIONS

Digital cellulartelecommunications 'system (Phase 2);
Subscriber and equipment trace
(GSM 12.08)

ETSI

European Telecommunications Standards Institute
ETSI Secretariat

Postal address: F-06921 Sophia Antipolis CEDEX - FRANCE
Office address: 650 Route des Lucioles - Sophia Antipolis - Valbonne - FRANCE
X.400: c=fr, a=atlas, p=etsi, s=secretariat - Internet: secretariat@etsi.fr

Tel.: +33 4 92 94 42 00 - Fax: +33 4 93 65 47 16

Copyright Notification:  No part may be reproduced except as authorized by written permission. The copyright and the
foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 1997. All rights reserved.



Page 2
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

Whilst every care has been taken in the preparation and publication of this document, errors in content,
typographical or otherwise, may occur. If you have comments concerning its accuracy, please write to
"ETSI Editing and Committee Support Dept." at the address shown on the title page.



Introduction

Page 3
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

Contents

....................................................................................................................................................... 7
.................................................................................................................................................... 7
.................................................................................................................................................. 9
NOIMALIVE FEIEIEINCES ... eiie e ittt e e ettt e e e e e bbbttt e e e e e s b bbb e et e e e e e e nbnbneeeeaeaaan 9
Definitions and @bhreVIAtIONS ..........o.uuiiiiiie e e et e e e e e e e eb e e e e e e e e e aaane 10
(D=1 011 1 o] o KT PP P PP PPPPT PO 10
ADDIeviations ... ——— 10
THACE OVEIVIEW ....eeiiiee ittt e oottt e oo 44 b e bttt e e e 4o ea kbt et e e e e e e e ek bbbt et e e e e e aanbbb b e e e eeeeeeesnnbnnees 11
Trace activation and AEACHVALION ...........oii i e e s e e e e e nnbenaeeeeeas 13
LCT=T o= - | OO P PP PPPPT TP 13
Subscriber Tracing (Tracing Of IMSI) .......oouiiiiii e 13
5.2.1 1=l o= - | TP U OO PPPPP PP 13
5.2.2 HPLMN Operator Traces Home Subscriber within the HPLMN..................... 13

5.2.3 HPLMN Operator traces the HLR activities of own IMSI roaming in a
VPLIMN Lottt et e et e e et e e e e e e a e e et aean e aaes 14
5.2.4 PLMN Operator wishes fo trace foreign subseribers (IMSI) in own PLMN ...14
Equipment Tracing (Tracing Of IMED)..........uuiiiiiriieiiie et 15
5.3.1 Generall Ll S L 15
5.3.2 Tracing Of IMEI Vi VLR .......oooii e 15
TMN Management Functions for Activation/Deactivation................cuevvvveeieeeieiiieiiieieeeeennn, 16
54.1 LISt Of FUNCHIONS ... ervreeessesonruepeseeseesnsrnsesmmeresassmsssesseessssnsssssneseeessmmssseneeeeesssnns 16
5411 FL R ., ettt ey eneneersansseessssneeessnseneesssseeessnsseeessnsssesssnsseeessnsnenenns 16
541.2 M S IV LR Lttt be bbb bebebebarererersrsrarererene 16
5.4.2 Activate Home SUDSCHDEr TIACE ........vvviiiiiiiiiiiiiiiiicers e 16
543 Deactivate Home SUDSCHDEr TracCe ........oveeiviicciiiiiiiieee e 17
5.4.4 Activate Foreign SUDSCHDEer TracCe .........ooiiiiiiiiii i 17
545 Deactivate Foreign SUbSCHDEr TraCe........ocvvveiiiiiiie i 18
5.4.6 Activate EQUIPMENT TIACE ..ccceii it e ettt ettt e e e e e e e e 18
5.4.7 Deactivate EQUIPMENT TIACE ........cocuvieeieee e e cetiiee e e e e s s st rer e e e e s ee e e e e e 19
HLR Functional ENLILIES ......covvviiiiiiiieeeeee 20
5.5.1 Managed Object Classes in HLR ........cueevieiiiiiieee e 20
55.1.1 tracedHomeSubscriberlnHIr ..., 20
55.1.2 ALIDULES. .. 20
55.1.21 tracedHomeSubscriberInHIr ................. 20
5.5.1.3 NOLIfICALIONS ....eeiiiieiee e 21
VLR FUNctional ENLIEIES........ocooiei e 22
5.6.1 Managed Object Classes iN VLR ......ccuvviiiie e 22
56.1.1 tracedForeignSubscriberinVIr ... 22
5.6.1.2 tracedEquipmentInVIr ..., 22
5.6.1.3 ALFIDULES. ... 23
5.6.1.3.1 tracedForeignSubscriberIinVir ............... 23
5.6.1.3.2 tracedEquipmentinVIr ..........cccceevieene 23
5.6.14 NOHFICAIONS ... 24
TTACE TYPES ..o 25
MSCIBSS TraCe Ty P 25
HLR Trace TYPC. .o 26
R (e (=Tolo] (o Wt 01 1=] | KIS UP TP URTPPPPPP 28

(1T 01T = | R 28



Page 4
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

10

7.2 MSC Trace RECOId CONIENT.........uuiiiiieee ittt e e e e e e r e e e e s s e e e e s e e snrreeeeaees 30
7.3 BSS Trace RECOId CONENT..........eeiiiiiie ettt s e e e e e e sebereeeee s 32
7.4 HLR Trace ReCOI CONLENT.........uuiiiiiie et e ettt e e e e e s s e e e e e s e snnreeeeeaee s 34
7.5 Trace RECOId fIEIAS .....coo it e e e e anees 35
7.5.1 Radio channel iINformation .............cooooiiiiiiee i 35

Creation Of TraCe RECOIS .......coiiiiiieiii et e e e s e e e e e s s e e e e e e e s e e aanneees 36
8.1 LTS 1T - | SO SPEPPRRR 36
8.2 Trace RECOIA CONIIOL ..ottt ettt e e e e e re e e e e e e e anees 36
8.2.1 1= 1= - | SR 36

8.2.2 ALTDULES ..o e e e e an 37

8.2.3 Other Trace RECOId CriteITa ....uuuiiieeiieiiieieee e e e e e s s e e e s nereer e e e e 37

Trace RECOII TIANSTEI ..ottt e et e e e e e e st e et e e e e e e e e snnbe s bbeneaeaeeas 38
9.1 LCT= T =T - | RSO PEPPRRR 38
9.2 Transfer Of RECOIS ......oooieiee et e e 39
9.2.1 BUIK reCOrd tranSer .....cooieieeie e 39

9.2.2 (oo [ oTo] a1 o I TP PTT PP 39

9.2.3 LOQ GCCESS. .. .uuuuiueuiniiiniirerererer e e e e e e e e 39

9.24 EVENt REPOIING ..ot 39

9.2.4.1 Event Forwarding DisCriminators.........ccccceevvvecivieeeeeensnnnns 39

9.2.4.2 Direct Transfer by Trace Control Function................c......... 40

Y= T F= Vo T=To I @] o] 1=Tod i1V o o =Y SRS 41
10.1 NAMING HIBIAICNY ....cciiiiiiieii et e et e e e e e e e tbbae e e e e e e e s annrenes 41
10.2 ] LT =T g ot PP RPUPRP PRI 41
10.3 10 o] [=Tox {0 F= TSI OO PRPTPP 42
10.3.1 tracedHOMESUBSCrDEEMHI 5 a5 i B 750 7T 74 FHe0h F e e e meveeeennveeeesnneeas 42

10.3.2 tracedForeignhSubscriberinVIr. . s e 42

10.3.3 tracedEqQUIPMENTINVIN 5. .8 Bt B e e B e e e e e e s etniee e e e e e e e snrnaneeaeeesnnnes 43

10.3.4 Trace contral:. o e L e 44

10.3.5 B = (o= (oo I (=Tt o ] o 1SR 44

10.3.6 LOg...coceeevvrene e SISTETS- 300 627- 512003 eveeeuvereeravrereesarrereesasenessossesssssennes 46

10.3.7 Event Forwarding DISCHmINators i /774 b sdedddd Lol ddine ikafreeeeeeesnnnnrneneanennn 46

10.4 AUNDULES .. B2 806 24 bt b 3 Ehe b9 T den LM e e eeeeeeanmntneeeeaeeeannnmnenneeeas 46
10.4.1 traCeACHVALEAINVIN ... 46

10.4.2 foreignSubscriberRegisteredinVIr...........oocviiiiiiiiiii e 46

10.4.3 equipmentRegisteredINVIr ..., 47

10.4.4 MAPEIOIONTIACE . ....cii i ittt e e 47

10.4.5 IIMIEL <ttt ettt e e ettt e et bt e et e e e e ba e e e e nnbeee e e nrreeeeans 47

10.4.6 1 S 47

10.4.7 Trace reCord CONENT .......ccoiiiiiiiiiiii et e e e 48

10.4.8 B = (o= o] 1 1 o o SRR 48

10.4.9 [ [ I = Vot 1Y o= OO PSUPPPPRPIN 48

10.4.10 LG TSI (=] (] (= o= S 48

104.11 LILETE SN o[ PP P PP PPPPPPPPPPI 48

10.4.12 LR ToT] (o I'ed ) =1 £ T- RSSO SS 48

10.4.13 EVENTIYPES .o 49

10.4.14 OPEeration SYSLEM ID ......coiuiiiiiiiiiie e 49

10.4.15 OperatioNal STALE ..o 49

10.4.16 AdMINISIIAtiVE STALE ..o e e 49

10.4.17 MSC BSS trace type USEd ......cooueiiiiiieee ettt e 49

10.4.18 HLR trace tyPe USEA .....ccvveeiiiiiiiieie ettt e s s eee e e e e s e e e e e 49

10.4.19 MSC BSS tracCe tyPe ....coooiiiieieieeeee e 49

10.5 [N o) 1] o= 110 £ PP PPR 49
10.5.1 LCT=T o= o= | TSP PRRPT 49

10.5.2 L= T =N T oL 50

10.6 NE= T L= =T o 1 g To LR TR 50
10.6.1 tracedHomeSubscriberInHIr-hirFunction Name Binding...........c.ccccoovvvvveeee.. 50

10.6.2 tracedForeignSubscriberInVIr-virFunction Name Binding ..........cccoccvveeeneee 50

10.6.3 tracedEquipmentInVIir-virFunction Name Binding..........ccccccoovvviiiiiieneecniinns 51

10.6.4 traceLogRecord-Log Name Binding .........ccccoeoviiieiiiiiieiiiiee e 51

10.6.5 traceControl-hlrFunction Name Binding........cccccveveeiiiiiiiiieieee e 51



Page 5
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

10.6.6 traceControl-mscFunction Name Binding .........cccccoviviiieiniiiii e 51
10.6.7 traceControl-bssFunction Name Binding ..........cccoeoeiiiiiiiiiiiiiiiennens 51
S V1] = GO T PP EP PR PPPTPPRPP 52
[ 111 (0 Y25 PP 63



Page 6
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

Blank page

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST ETS 300 627 E122003
https/standards.iteh.ai/catalog/standards/sist/774 1 6aa4-4d41-424c-80a6-
8da348968142/sist-ets-300-627-e1-2003




Page 7
ETS 300 627 (GSM 12.08 version 4.4.1): March 1997

Foreword

This European Telecommunication Standard (ETS) has been produced by the Special Mobile Group
(SMG) Technical Committee of the European Telecommunications Standards Institute (ETSI).

This ETS specifies trace facilities for the Digital cellular telecommunications system. This ETS
corresponds to GSM technical ETS, GSM 12.08, version 4.4.1.

Transposition dates

Date of adoption: 28 February 1996
Date of latest announcement of this ETS (doa): 30 June 1997

Date of latest publication of new National Standard

or endorsement of this ETS (dop/e): 31 December 1997
Date of withdrawal of any conflicting National Standard (dow): 31 December 1997
Introduction

The trace facility enables customer administration and network management to trace the activities of
various entities when specific events occur within the PLMN. This facility should also enable the tracing of
all the information that is available to the PLMN concerning the call path used by the associated entity.
Examples of information that could be in a trace record are:

- the identity of the originating,and terminating equipment of the mobile or fixed subscriber;

- the identity of the incoming and outgoing circuits of the nodes involved,;

- supplementary.Services invoked;

- all A-Interface messages.

The trace facility is a useful maintenance aid and development tool which can be used during system
testing and proving. In particular it may be used in conjunction with test-MSs to ascertain the digital cell
"footprint”, the network integrity and also the network QOS as perceived by the PLMN customers.

The facility may be used by subscriber administration and network management for subscriber
observation, e.g. following a customer complaint or on suspicion of equipment malfunction by the operator
or at the request of the police.

As the amount of information that can be collected for a single call is very large, Network Elements can

limit the number of simultaneous traces by either rejecting a trace request or by only producing a sub-set
of the information required.
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1 Scope

This European Telecommunication Standard (ETS) specifies the Trace facility for GSM where it refers to:
- subscriber tracing (tracing of International Mobile Subscriber Identity (IMSI));

- equipment tracing (tracing of International Mobile station Equipment Identity (IMEI)).

It does not cover:

- types of trace which relate more to network elements than to individual subscribers e.g. tracing
events within a Base Station System (BSS), and so on;

- tracing of all possible parties in e.g. a multi-party call.

It also refers only to tracing activated from the OSF and not to that activated by means of local Man
Machine Interface (MMI).

2 Normative references

This ETS incorporates by dated or undated reference, provisions from other publications. These
normative references are cited at the appropriate places in the text and the publications are listed
hereafter. For dated references, subsequent amendments to or revisions of any of these publications
apply to this ETS only when incorporated in it by amendment or revision. For undated references the latest
edition of the publication referred to applies.

[1] GSM 01.04 (ETR 100): "Digital cellular telecommunications system (Phase 2);
Abbreyiations ‘and acronyms".

[2] GSM(04.08 [ (ETS 300 557):C 'Digitall cellular telecommunications system
(Phase 2); Mobile radio interface layer 3 specification”.

[3] GSM 08.06 . (ETS 300589): - "Digital . cellular, . telecommunications system
(Phase 2); Signalling transport, mechanism specification for the Base Station
System - Mobile-services Switching Centre (BSS - MSC) interface".

[4] GSM 08.08 (ETS 300590): "Digital cellular telecommunications system
(Phase 2); Mobile Switching Centre - Base Station System (MSC - BSS)
interface Layer 3 specification”.

[5] GSM 08.58 (ETS 300596): "Digital cellular telecommunications system
(Phase 2); Base Station Controller - Base Transceiver Station (BSC - BTS)
interface Layer 3 specification".

[6] GSM 09.02 (ETS 300599): "Digital cellular telecommunications system
(Phase 2); Mobile Application Part (MAP) specification".

[7] GSM 12.00 (ETS 300 612-1): "Digital cellular telecommunications system
(Phase 2); Objectives and structure of Network Management (NM)".

[8] GSM 12.01 (ETS 300 612-2): "Digital cellular telecommunications system
(Phase 2); Common Aspects of GSM Network Management (NM)".

[9] GSM 12.02 (ETS 300 613): "Digital cellular telecommunications system
(Phase 2); Subscriber, Mobile Equipment (ME) and services data
administration".

[10] GSM 12.05 (ETS 300 616): "Digital cellular telecommunications system
(Phase 2); Subscriber related event and call data".

[11] GSM 12.20 (ETS 300 622): "Digital cellular telecommunications system
(Phase 2); BSS Management Information”.
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[12] CCITT Recommendation X.227 - 1SO 8650: "Information technology - Open
Systems Interconnection - Connection-oriented protocol for the association
control service element: Protocol specification".

[13] CCITT Recommendation X.721 (ITU-T | ISO/IEC 10165-1): "Information
technology - Open Systems Interconnection - Structure of management
information: Definition of management information”.

[14] CCITT Recommendation X.734 (ITU-T | ISO/IEC 10164-5): "Information
technology - Open Systems Interconnection - Systems Management: Event
report management function".

[15] CCITT Recommendation X.735 (ITU-T | ISO/IEC 10164-6): "Information
technology - Open Systems Interconnection - Systems Management: Log
control function”.

[16] CCITT Recommendation X.731 (ITU-T | ISO/IEC 10164-2): "Information
technology - Open Systems Interconnection - Systems Management: State
management function"”.

3 Definitions and abbreviations
31 Definitions
For the purposes of this ETS, the following definitions apply:

activation of a trace: An action taken at the OSF through MMI commands to allow a trace record to be
produced for a particular IMSIjor IMEI when an [Invocation<Event-oceurs, This equates to "activation of a
trace"” in GSM 09.02 [6].

active pending: The state of an activated trace is called Active Pending in a particular NE when the
subscriber or equipment being traced is not registered. in that NE.

invocation of a trace: An event relating to,a particular IMSI or, IMEJ, that occurs in the network that
causes data to be collected in a trace record in circumstances where trace has been activated for that
IMSI or IMEI. This equates to "tracing subscriber activity" in GSM 09.02 [6] and "Trace Invocation" in
GSM 08.08 [4]. It is possible that an event relating to the IMSI/IMEI may still be active when another event
or events relating to the same IMSI/IMEI occurs which requires additional information to be collected.
These additional events are termed parallel events. This additional trace information for parallel events is
collected in the same trace record as the first event.

trace record: In the NEF a trace record is a set of traceable data collected as determined by the trace
type. The trace record is collected under the trace record criteria specified by the OSF and transferred to
the OSF.

3.2 Abbreviations

For all abbreviations used in this ETS, refer to GSM 01.04 [1].
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4 Trace overview

Figure 1 gives an outline of the subscriber and equipment tracing and shows the relationship between the

inputs on activation and deactivation and the trace record outputs.
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Figure 1: Subscriber and Equipment Trace for 12.08
Trace Activation and Deactivation are described in clause 5.
The Trace Types are defined in clause 6.

The Trace Records are defined in clause 7.
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The following events may invoke a MSC or BSS trace:

- Call set-up within MSC (MOC, MTC) (incl. attempts);
- SS-Action;

- Location Update (Normal and Periodic);

- SMS-MO;

- SMS-MT;

- IMSI attach and detach.

Additionally, the following event may invoke a BSS trace:
- Handover.
An HLR Trace may be invoked by one of the following:

- Location updates/cancellations;

- Insert/delete subscriber data;

- Routing enquiry (speech and SM);

- Provide roaming number;

- SS activity;

- SMS: Alert service centre/Ready for SM;

Trace records are generated within the managed elements by the trace control function according to the
trace type. Once a trace has been invoked and a trace record is being compiled, subsequent invoking
events relating to that IMSI (parallel events) will not cause new records to be compiled simultaneously but
will be contained in the same trace record as the first event.

For operator defined trace types;the, events-on whieh trace, recordsyare generatedyand their contents are
defined within the trace record‘generation control.

These records are then transferred to ‘the ‘OSF-(as" defined by "OMC-Id of the Destination OMC or
forwarded by the EFD) either as notifications (CMISE), or with bulk transfer (FTAM).
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5 Trace activation and deactivation

5.1 General

This document is only concerned with the activation of a trace from an OSF (OMC), and the OSF shall
keep a log of all trace activations and their deactivations. All entries in the log shall be date and time

stamped.

In the case of an OSF (OMC) failure, it may be possible to activate and deactivate the trace at a particular
network element by means of local MMI, but the procedures for doing this are not covered by this ETS.

Facilities shall exist to allow unsolicited trace data to be received by an OSF. This permits the collection of
trace data if the triggering entity (i.e. OSF or network element) is different to the collecting OSF.

5.2 Subscriber Tracing (Tracing of IMSI)
5.2.1 General
The tracing of both home and foreign roaming subscribers can be handled with this function.

If implemented, then the way the trace facility is used and organized, including restrictions due to national
laws and regulations, will be a matter for the PLMN Operator.

All trace records created in the HLR, MSC "A", MSC "B" and BSS are forwarded to the OSF either as
notifications and/or with bulk transfer, as defined in the trace parameters.

The following scenarios are identified from the HPLMN operation viewpoint:
a) HPLMN Operator traces its own (hame) IMSI within the HPLMN;

b) HPLMN Operator traces the HLR activities of its own (home) IMSI while they are roaming in a
VPLMN;

c) HPLMN Operator wishes to,trace, foreign roaming,subscribers (IMSI) within its own HPLMN.
5.2.2 HPLMN Operator Traces Home Subscriber within the HPLMN

The Operator may activate a trace for a home subscriber (IMSI) from any OSF by invoking the
management function Activate Home Subscriber Trace in the HLR where the IMSI is contained. This
request includes the trace parameters in the following list:

a) IMSI to be traced;

b) Trace Reference;

C) OMC-Id of the destination OMC,;
d) Trace Type;

e) HLR Trace Type.

For each IMSI, only one HPLMN subscriber trace can be active, subsequent requests being rejected.

If the IMSI is roaming within its HPLMN, then the trace request is forwarded to the VLR where the
subscriber is registered via a MAP message (MAP-ACTIVATE-TRACE-MODE).

When the HPLMN subscriber trace is activated, a trace record will be created by MSC "A" , MSC "B", HLR
or BSS when certain invoking events occur i.e. MOC, MTC, SS-Action, SMS-MO, SMS-MT, Location
Update, IMSI attach and detach. The trace action and record layout is defined by the trace type
parameters.
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