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1 Scope

1.1 Introduction and Purpose

The present document is part of a series of specifications that define the third generation of high-speed data-over-cable
systems. This series was devel oped for the benefit of the cable industry, and includes contributions by operators and
vendors from North America, Europe, and other regions.

The present document defines the Base Line Privacy Plus (BPI+) architecture which covers CM authentication, key
exchange, and establishing encrypted traffic sessions between the CM and CMTS. Early Authentication and Encryption
(EAE) applies BPI+, earlier in the provisioning process (see clause 8). This specification also defines security features
for the CM provisioning process, which includes Secure Software Download (SSD).

1.2 Requirements

Throughout the present document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"MUST" This word means that the item is an absolute requirement of this specification.
"MUST NOT" This phrase means that the item is an absolute prohibition of this specification.
"SHOULD" This word means that there may exist valid reasons in particular circumstances to

ignore this item, but the full implications should be understood and the case carefully
weighed before choosing a different course.

"SHOULD NOT" This phrase means thatithere may exist valid reasons in/particular circumstances
when the listed behaviour is acceptable or even useful, but the full implications should
be understood/and thecase carefully weighed before implementing any behaviour
described with'this label.

"MAY" This word means that this item is truly optional. One vendor may choose to include the
item because a particular marketplace requires it or because it enhances the product,
for.example;another.vendor.may-omit.the samelitem.

The present document defines many features and parameters and a valid range for each parameter is usually specified.
Equipment (CM and CMTYS) regquirements are always explicitly stated. Equipment must comply with all mandatory
(MUST and MUST NOT) requirements to be considered compliant with the present document. Support of
non-mandatory features and parameter valuesis optional.

1.3 Conventions

In this specification the following convention applies any time a bit field is displayed in afigure. The bit field should be
interpreted by reading the figure from left to right, then from top to bottom, with the M SB being the first bit so read and
the LSB being the last bit so read.

MIB syntax and XML Schema syntax is represented by this code sample font.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.
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