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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International 
Standards adopted by the technical committees are circulated to the member bodies for voting. 
Publication as an International Standard requires approval by at least 75 % of the member bodies 
casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 21091 was prepared by Technical Committee ISO/TC 215, Health informatics.

This first edition cancels and replaces ISO/TS 21091:2005, which has been technically revised.
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Introduction

Health informatics directory services for healthcare providers, subjects of care and other entities are 
intended to support the communication and security requirements of healthcare professionals in the 
conduct of clinical and administrative functions. Healthcare requires extensive encipherment and access 
control requirements for the disclosure and transport of all confidential health information. In support 
of the healthcare public key infrastructure, healthcare will make available a registry of certificates 
including business and professional information necessary to conduct healthcare transactions. This 
information necessarily includes identification of individual roles within the healthcare system as can 
only be identified by the respective healthcare organizations. As such, the registration and management 
functions are to be extensible, and potentially distributed throughout the healthcare community. 
Support for these additional healthcare requirements for security is also to be offered through the 
directory service.

The directory is becoming an increasingly popular method of providing a means for single sign-on 
capabilities to support authentication. This goal has resulted in the inclusion of authentication and 
identity attributes to authenticate the identity of a healthcare person or entity.

The directory also supports the communication of additional attributes that can be used to support 
authorization decisions. This goal has driven directory schema extensions to include organization 
employee management information, healthcare-specific contact information, and healthcare identifiers. 
This International Standard addresses the healthcare-specific requirements of the directory, and defines, 
as appropriate, standard specifications for inclusion of this information in the healthcare directory.

Besides technical security measures that are discussed in other ISO standards, communication of 
healthcare data requires a reliable accountable “chain of trust.” In order to maintain this chain of trust 
within a public key infrastructure, users (relying parties) need to be able to obtain current correct 
certificates and certificate status information through secure directory management.

The healthcare directory will support standard lightweight directory access protocol (LDAP) client 
searches, interface engines for message transformation, and service oriented architecture (SOA) 
implementations to enable the service in any environment. Specific implementation guidance, search 
criteria and support are outside the scope of this International Standard.

While specific security measures and access control specifications are out of scope of this International 
Standard, due to the sensitive nature of health related and privacy information that may be supported 
through the directory services, significant controls need to be enabled at branch, object classes, and 
attribute levels. Processes and procedures should be in place to ensure information integrity represented 
within the health directory, and responsibility for the content of the directory should be clearly 
allocated through policy and process. It is anticipated that appropriate access controls managing who 
can read, write or modify all items in the healthcare directory will be applied. This may be accomplished 
by assigning individuals within the directory to the HCOrganizationalRole and assigning appropriate 
privileges (e.g. read, modify, delete) to that role in directory management configuration.
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Health informatics — Directory services for healthcare 
providers, subjects of care and other entities

1 Scope

This International Standard defines minimal specifications for directory services for healthcare. It can 
be used to enable communications between organizations, devices, servers, application components, 
systems, technical actors, and devices.

This International Standard provides the common directory information and services needed to support 
the secure exchange of healthcare information over public networks where directory information and 
services are used for these purposes. It addresses the health directory from a community perspective 
in anticipation of supporting inter-enterprise, inter-jurisdiction, and international healthcare 
communications. While several options are supported by this International Standard, a given service 
will not need to include all of the options.

In addition to the support of security services, such as access control and confidentiality, this International 
Standard provides specification for other aspects of communication, such as addresses and protocols of 
communication entities.

This International Standard also supports directory services aiming to support identification of health 
professionals and organizations and the subjects of care.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies.

ISO/HL7 27931:2009, Data Exchange Standards — Health Level Seven Version 2.5 — An application 
protocol for electronic data exchange in healthcare environments

3	 Terms	and	definitions

For the purposes of this document, the following terms and definitions apply.

3.1
access control
means of ensuring that the resources of a data processing system can be accessed only by authorized 
entities in authorized ways

[ISO/IEC 2382-8]

3.2
attribute authority
AA
authority which assigns privileges by issuing attribute certificates

[X.509]

INTERNATIONAL STANDARD ISO 21091:2013(E)
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3.3
attribute	certificate
data structure, digitally signed by an attribute authority, that binds some attribute values with 
identification about its holder

[X.509]

3.4
authentication
process of reliably identifying security subjects by securely associating an identifier and its authenticator

[ISO 7498-2]

3.5
authorization
granting of rights, which includes the granting of access based on access rights

[ISO 7498-2]

3.6
availability
property of being accessible and useable upon demand by an authorized entity

[ISO 7498-2]

3.7
certificate
public key certificate

3.8
certificate	distribution
act of publishing certificates and transferring certificates to security subjects

3.9
certificate	issuer
authority trusted by one or more relying parties to create and assign certificates

Note 1 to entry: Optionally the certification authority may create the relying parties’ keys.

[ISO/IEC 9594-8]

3.10
certificate	management
procedures relating to certificates, i.e. certificate generation, certificate distribution, certificate 
archiving and revocation

3.11
certificate	revocation
act of removing any reliable link between a certificate and its related owner (or security subject owner) 
because the certificate is not trusted any more, even though it is unexpired

3.12
certificate	revocation	list
CRL
published list of the suspended and revoked certificates (digitally signed by the CA)

3.13
certificate	verification
verifying that a certificate (3.7) is authentic
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3.14
certification	authority
CA
authority trusted by one or more relying parties to create and assign certificates and which may, 
optionally, create the relying parties’ keys

Note 1 to entry: Adapted from ISO/IEC 9594-8.

Note 2 to entry: Authority in the CA term does not imply any government authorization, but only denotes that 
it is trusted.

Note 3 to entry: “Certificate issuer” may be a better term, but CA is very widely used.

3.15
confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or 
processes

[ISO 7498-2]

3.16
data integrity
property that data has not been altered or destroyed in an unauthorized manner

[ISO 7498-2]

3.17
digital signature
data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data 
unit to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient

[ISO 7498-2]

3.18
identification
performance of tests to enable a data processing system to recognize entities

[ISO/IEC 2382-8]

3.19
identifier
piece of information used to claim an identity, before a potential corroboration by a corresponding 
authenticator

[ENV 13608-1]

3.20
integrity
property that data has not been altered or destroyed in an unauthorized manner

[ISO 7498-2]

3.21
key
sequence of symbols that controls the operations of encipherment and decipherment

[ISO 7498-2]
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