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Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies 
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO 
technical committees. Each member body interested in a subject for which a technical committee has been 
established has the right to be represented on that committee. International organizations, governmental and 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of technical committees is to prepare International Standards. Draft International Standards 
adopted by the technical committees are circulated to the member bodies for voting. Publication as an 
International Standard requires approval by at least 75 % of the member bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO shall not be held responsible for identifying any or all such patent rights. 

ISO 19153 was prepared by Technical Committee ISO/TC 211, Geographic information/Geomatics. 

Geographic Information — Geospatial Digital Rights Management Reference Model (GeoDRM RM) was 
originally developed within the Open Geospatial Consortium, Inc. (OGC). ISO 19153 was prepared by 
ISO/TC 211 jointly with OGC. 
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Introduction 

To create a marketplace, individuals who own something of value (here a resource) must have some level of 
assurance that they will be able to obtain fair value for its use or purchase. In a digital world, due to the nature 
of digital resources and commerce, most digital entities are not sold in the usual sense. When a user acquires 
an application, he actually acquires the right to use a copy of the application. Possession does not equate with 
ownership, and a system of software and resource licensing has grown up in the digital world that ensures the 
following types of things: 

 The user may legitimately act upon a resource if he has a corresponding licence for that act. 

 The owner should maintain the resource, fixing error (―bug-fix‖) and assuring a guaranteed level of 
functionality.  

 Optionally, the user may be asked to pay the owner of the resource based upon agreed criteria, whether 
that is a one-time fee, a per-machine fee, a usage fee or some other mechanism stated in the legal 
contract or licence between user and owner. 

 The user agrees to protect the owner‘s rights based on the agreement. This usually means he cannot 
backward engineer code or resource, nor redistribute the resource without proper permission. 

 The owner agrees to maintain the resource and allow a reasonable access to the users for any fixes that 
may be required. Again, the extent or degree of maintenance is stated in the user agreement. 

 To create and support a large-scale, open market in geospatial resources, this type of protection is 
needed to assure that a ―fair value for work (investment)‖ ethic can be guaranteed so that suppliers can 
be sure of fair return on individual sales, and users can be sure of fair value for purchases of uses of 
resources.  

This International Standard describes how this is to be done.  

This International Standard does not replace any previous ISO or OGC standards, but it is dependent upon 
them. Each resource and service standard that exists or will exist becomes a resource description in this 
International Standard, and hopefully shall be subject to the same sorts of protection that is afforded to other 
digital resources. 
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Geographic information — Geospatial Digital Rights 
Management Reference Model (GeoDRM RM) 

1 Scope 

This International Standard is a reference model for digital rights management (DRM) functionality for 
geospatial resources (GeoDRM). As such, it is connected to the general DRM market in that geospatial 
resources must be treated as nearly as possible like other resources, such as music, text, or services. It is not 
the intention here to reinvent a market nor the existing technology that already exists and is thriving, but to 
make sure that a larger market has access to geospatial resources through a mechanism that it understands 
and that is similar to and consistent with the ones already in use.  

The normative content of this International Standard lies mainly in its descriptions.  

This International Standard does not replace any previous standards, but it is dependent upon them. Each 
resource and service standard that exists or will exist becomes a resource description in this International 
Standard, and hopefully will be subject to the same protection that is afforded to other resources.  

This International Standard defines: 

 A conceptual model for digital rights management of geospatial resources, providing a framework and 
reference for more detailed specification in this area. 

 A metadata model for the expression of rights that associate users to the acts that they can perform 
against a particular geospatial resource, and associated information used in the enforcement and 
granting of those rights, such as owner metadata, available rights and issuer of those rights. 

 Requirements that are placed on rights management systems for the enforcement of those rights. A rights 
management system must be necessary and sufficient: it must implement only those restrictions 
necessary to enforce the rights defined therein, and it must be sufficient to enforce those rights.  

 How this is to work conceptually in the larger DRM context to assure the ubiquity of geospatial resources 
in the general services market.  

A resource in this context is a data file, or service for geographic information or process. 

This abstract descriptive standard builds on and complements the existing standards, and defines at an 
abstract level a Rights Model to enable the digital rights management of standards-based geospatial 
resources. Future GeoDRM Standards will be written to implement the concepts defined in this International 
Standard. 
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