
 

 

 

 

 

 

ETSI TS 102 690 V1.2.1 (2013-06) 

Machine-to-Machine communications (M2M); 
Functional architecture 

 

  

 

Technical Specification 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

����7�W�PUS�;�@��t�j�>:���X�s��/�[������Ʒ�~�cl���a;V�d�I�d��������{$[=��<zO��@�֐�������6�j���H�r��}�+8~&ћɑ�hBh


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)2 

 

 

 

Reference 
RTS/M2M-00002ed121 

Keywords 
architecture, M2M 

ETSI 

650 Route des Lucioles 
F-06921 Sophia Antipolis Cedex - FRANCE 

 
Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16 

 
Siret N° 348 623 562 00017 - NAF 742 C 

Association à but non lucratif enregistrée à la 
Sous-Préfecture de Grasse (06) N° 7803/88 

 

Important notice 

Individual copies of the present document can be downloaded from: 
http://www.etsi.org 

The present document may be made available in more than one electronic version or in print. In any case of existing or 
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF). 

In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive 
within ETSI Secretariat. 

Users of the present document should be aware that the document may be subject to revision or change of status. 
Information on the current status of this and other ETSI documents is available at 

http://portal.etsi.org/tb/status/status.asp 

If you find errors in the present document, please send your comment to one of the following services: 
http://portal.etsi.org/chaircor/ETSI_support.asp 

Copyright Notification 

No part may be reproduced except as authorized by written permission. 
The copyright and the foregoing restriction extend to reproduction in all media. 

 
© European Telecommunications Standards Institute 2013. 

All rights reserved. 
 

DECTTM, PLUGTESTSTM, UMTSTM and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members. 
3GPPTM and LTETM are Trade Marks of ETSI registered for the benefit of its Members and 

of the 3GPP Organizational Partners. 
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association. 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

5(DPh��z�������,_����������ͧ�/Q�_�%(ݎ\ޙ��K�;�tW5_��#9��%�}H�kZ�����]�9�g�L�U��t������8U��y��J:����f��h�H�ΜC��W��


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)3 

Contents 

Intellectual Property Rights .............................................................................................................................. 11 

Foreword ........................................................................................................................................................... 11 

1 Scope ...................................................................................................................................................... 12 

2 References .............................................................................................................................................. 12 

2.1 Normative references ....................................................................................................................................... 12 

2.2 Informative references ...................................................................................................................................... 14 

3 Definitions, symbols and abbreviations ................................................................................................. 15 

3.1 Definitions ........................................................................................................................................................ 15 

3.2 Symbols ............................................................................................................................................................ 15 

3.3 Abbreviations ................................................................................................................................................... 15 

4 High level architecture ........................................................................................................................... 15 

5 Functional architecture ........................................................................................................................... 17 

5.1 Framework ....................................................................................................................................................... 18 

5.1.1 Functions and reference points ................................................................................................................... 18 

5.1.2 High level flow of events ............................................................................................................................ 20 

5.2 M2M Service Capabilities in the Network Domain ......................................................................................... 22 

5.2.1 Network Application Enablement (NAE) capability .................................................................................. 22 

5.2.2 Network Generic Communication (NGC) capability.................................................................................. 22 

5.2.3 Network Reachability, Addressing and Repository (NRAR) Capability .................................................... 23 

5.2.4 Network Communication Selection (NCS) Capability ............................................................................... 23 

5.2.5 Network Remote Entity Management (NREM) Capability ........................................................................ 23 

5.2.6 Network Security Capability (NSEC) ......................................................................................................... 24 

5.2.7 Network History and Data Retention (NHDR) capability .......................................................................... 25 

5.2.8 Network Transaction Management (NTM) capability ................................................................................ 25 

5.2.9 Network Interworking Proxy (NIP) capability ........................................................................................... 25 

5.2.10 Network Compensation Brokerage (NCB) capability ................................................................................ 25 

5.2.11 Network Telco Operator Exposure (NTOE) Capability ............................................................................. 26 

5.3 Service Capabilities in the M2M Gateway ....................................................................................................... 26 

5.3.1 Gateway Application Enablement (GAE) capability .................................................................................. 26 

5.3.2 Gateway Generic Communication (GGC) capability ................................................................................. 26 

5.3.3 Gateway Reachability, Addressing and Repository (GRAR) capability .................................................... 27 

5.3.4 Gateway Communication Selection (GCS) capability ................................................................................ 27 

5.3.5 Gateway Remote Entity Management (GREM) capability ......................................................................... 27 

5.3.6 Gateway SECurity (GSEC) capability ........................................................................................................ 28 

5.3.7 Gateway History and Data Retention (GHDR) capability .......................................................................... 28 

5.3.8 Gateway Transaction Management (GTM) capability ............................................................................... 29 

5.3.9 Gateway Interworking Proxy (GIP) capability ........................................................................................... 29 

5.3.10 Gateway Compensation Brokerage (GCB) capability ................................................................................ 29 

5.4 Service Capabilities in the M2M Device .......................................................................................................... 29 

5.4.1 Device Application Enablement (DAE) capability ..................................................................................... 29 

5.4.2 Device Generic Communication (DGC) capability .................................................................................... 30 

5.4.3 Device Reachability, Addressing and Repository (DRAR) capability ....................................................... 30 

5.4.4 Device Communication Selection (DCS) capability ................................................................................... 30 

5.4.5 Device Remote Entity Management (DREM) capability ........................................................................... 30 

5.4.6 Device SECurity (DSEC) capability ........................................................................................................... 31 

5.4.7 Device History and Data Retention (DHDR) capability ............................................................................. 31 

5.4.8 Device Transaction Management (DTM) capability .................................................................................. 32 

5.4.9 Device Interworking Proxy (DIP) capability .............................................................................................. 32 

5.4.10 Device Compensation Brokerage (DCB) capability ................................................................................... 32 

6 Reference points ..................................................................................................................................... 32 

6.1 Overview .......................................................................................................................................................... 32 

6.2 mIa.................................................................................................................................................................... 33 

6.3 dIa ..................................................................................................................................................................... 34 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

��g�`�E��w�ʏ� ����y�P���A��i=-��}�T�$`Sq��)����>Ħm��2���;�+��d���8
�c}$�?0e�4J���V���?툊8�������	���Q�C��H���6j��


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)4 

6.4 mId ................................................................................................................................................................... 34 

7 M2M Identification and addressing ....................................................................................................... 34 

7.1 Introduction ...................................................................................................................................................... 34 

7.2 M2M Identification .......................................................................................................................................... 35 

7.2.1 M2M Identifiers .......................................................................................................................................... 35 

7.2.1.1 Application Identifier ............................................................................................................................ 35 

7.2.1.2 M2M Node Identifier ............................................................................................................................ 35 

7.2.1.3 SCL Identifier ....................................................................................................................................... 35 

7.2.1.4 M2M Service Connection Identifier ..................................................................................................... 35 

7.2.1.5 M2M Service Provider Identifier .......................................................................................................... 35 

7.2.1.6 MSBF Identifier .................................................................................................................................... 35 

7.2.2 M2M Identifiers lifecycle and characteristics ............................................................................................. 35 

7.3 M2M Application Addressing .......................................................................................................................... 38 

7.3.1 Introduction................................................................................................................................................. 38 

7.3.2 Application Reachability ............................................................................................................................ 38 

7.3.2.1 M2M Communication Point of Contact (M2M PoC) ........................................................................... 38 

7.3.2.2 Principles guiding Locating Applications ............................................................................................. 38 

7.3.2.3 Usage of M2M PoC by the M2M System ............................................................................................. 38 

7.3.2.3.1 M2M PoC related to M2M SCLs associated with a Fixed Network ............................................... 39 

7.3.2.3.2 M2M PoC related to M2M SCLs associated with Mobile Networks .............................................. 39 

7.3.2.3.3 M2M PoC to M2M SCLs associated with multiple access networks .............................................. 39 

8 M2M Security, M2M Service Bootstrap, Service Provisioning and M2M Service Connection 
procedures .............................................................................................................................................. 39 

8.1 Introduction ...................................................................................................................................................... 39 

8.2 M2M Security Framework ............................................................................................................................... 40 

8.2.1 Overview .................................................................................................................................................... 40 

8.2.2 Key hierarchy and realization ..................................................................................................................... 40 

8.2.2.1 Description of M2M keys ..................................................................................................................... 40 

8.2.2.2 M2M Root Key Provisioning ................................................................................................................ 41 

8.2.2.3 Secured Environment Domains ............................................................................................................. 42 

8.2.3 M2M Node Security Functionalities ........................................................................................................... 42 

8.2.3.1 Network M2M Node Security Functionalities ...................................................................................... 42 

8.2.3.2 Device/Gateway M2M Node Common Security Functionalities .......................................................... 43 

8.2.3.3 Gateway M2M Node Specific Security Functionalities ........................................................................ 43 

8.2.4 M2M Device/Gateway Integrity Validation (Optional) .............................................................................. 44 

8.2.4.1 Integrity Validation Functional Description .......................................................................................... 44 

8.2.4.2 Integrity Validation prior to M2M Service Bootstrap (Optional) ......................................................... 44 

8.3 M2M Service Bootstrap procedures ................................................................................................................. 46 

8.3.1 Introduction................................................................................................................................................. 46 

8.3.2 Access Network Assisted M2M Service Bootstrap procedures .................................................................. 46 

8.3.2.1 GBA based M2M Service Bootstrap procedure .................................................................................... 46 

8.3.2.2 EAP-based Bootstrap Procedure using SIM/AKA-based Credentials .................................................. 48 

8.3.2.3 Bootstrap Procedure Utilizing EAP-based Network Access Authentication ........................................ 48 

8.3.3 Access Network Independent M2M Service Bootstrap procedures ............................................................ 49 

8.3.3.1 M2M Service Bootstrap required properties ......................................................................................... 49 

8.3.3.2 M2M Service Bootstrap Authentication and Transport Options ........................................................... 50 

8.3.3.3 Description of EAP over PANA as the M2M Service Bootstrap Transport ......................................... 50 

8.3.3.3.1 EAP-IBAKE over PANA ................................................................................................................ 52 

8.3.3.3.2 EAP-TLS over EAP/PANA............................................................................................................. 55 

8.3.3.4 TLS over TCP ....................................................................................................................................... 56 

8.3.3.4.1 Detailed procedures ......................................................................................................................... 57 

8.3.3.5 Common Aspects of TLS/Certificates-Based M2M Service Bootstrap procedures .............................. 58 

8.3.3.5.1 Overview ......................................................................................................................................... 58 

8.3.3.5.2 Bootstrapping credentials when Using Device Certificates ............................................................. 58 

8.3.3.5.3 Architecture ..................................................................................................................................... 59 

8.3.3.5.4 MSBF Certificate Status Verification Methods ............................................................................... 60 

8.4 M2M Service Connection procedures .............................................................................................................. 61 

8.4.1 Overview .................................................................................................................................................... 61 

8.4.2 M2M Service Connection procedure based on EAP / PANA ..................................................................... 62 

8.4.3 M2M Service Connection procedure based on TLS-PSK .......................................................................... 63 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

0�A�R��K�0�ܤ��GFĽƻ�5�B�f�)���:� c����-x?E�`@��W�Nz��+س7d�\�r�x��H�gjWW�siX�w��Q����f@�D��Mx:#��B����T+'��	���p�y


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)5 

8.4.3.1 Overview ............................................................................................................................................... 63 

8.4.3.2 High Level Call Flow ............................................................................................................................ 63 

8.4.4 M2M Service Connection procedure based on GBA .................................................................................. 65 

8.5 mId Security ..................................................................................................................................................... 67 

9 M2M Resource Management and Procedures ........................................................................................ 67 

9.1 Introduction ...................................................................................................................................................... 67 

9.1.1 Usage of resources in a RESTful architecture ............................................................................................ 67 

9.1.2 Definitions .................................................................................................................................................. 69 

9.2 Resource structure ............................................................................................................................................ 69 

9.2.1 Types of resources to be used in a SCL ...................................................................................................... 69 

9.2.1.1 SclBase Resource .................................................................................................................................. 70 

9.2.1.2 SCL Resource ....................................................................................................................................... 70 

9.2.1.3 Application Resource ............................................................................................................................ 70 

9.2.1.4 AccessRight Resource ........................................................................................................................... 70 

9.2.1.5 Container Resource ............................................................................................................................... 70 

9.2.1.6 LocationContainer Resource ................................................................................................................. 70 

9.2.1.7 Group Resource ..................................................................................................................................... 70 

9.2.1.8 Subscription Resource ........................................................................................................................... 70 

9.2.1.9 M2MPoC Resource ............................................................................................................................... 71 

9.2.1.10 MgmtObj Resource ............................................................................................................................... 71 

9.2.1.11 MgmtCmd Resource ............................................................................................................................. 71 

9.2.1.12 AttachedDevices Resource .................................................................................................................... 71 

9.2.1.13 AttachedDevice Resource ..................................................................................................................... 71 

9.2.1.14 Announced Resource ............................................................................................................................ 71 

9.2.1.15 NotificationChannel Resource .............................................................................................................. 72 

9.2.1.16 Discovery Resource .............................................................................................................................. 72 

9.2.1.17 Collection Resource .............................................................................................................................. 72 

9.2.2 Common attributes ...................................................................................................................................... 72 

9.2.3 Tree structure modelling relationship of different resource types .............................................................. 73 

9.2.3.1 Overview ............................................................................................................................................... 73 

9.2.3.2 Resource <sclBase> ............................................................................................................................. 74 

9.2.3.3 Resource scls ......................................................................................................................................... 77 

9.2.3.4 Resource <scl> ..................................................................................................................................... 78 

9.2.3.5 Resource applications............................................................................................................................ 81 

9.2.3.6 Resource <application> ......................................................................................................................... 83 

9.2.3.7 Resource <applicationAnnc> ................................................................................................................ 84 

9.2.3.8 Resource accessRights .......................................................................................................................... 85 

9.2.3.9 Resource <accessRight> ....................................................................................................................... 86 

9.2.3.10 Resource <accessRightAnnc> ............................................................................................................... 87 

9.2.3.11 Resource containers .............................................................................................................................. 88 

9.2.3.12 Resource <container> ........................................................................................................................... 90 

9.2.3.13 Resource <containerAnnc> ................................................................................................................... 91 

9.2.3.14 Resource <locationContainer> ............................................................................................................. 91 

9.2.3.15 Resource <locationContainerAnnc> ..................................................................................................... 93 

9.2.3.16 Resource contentInstances .................................................................................................................... 94 

9.2.3.17 Resource <contentInstance> ................................................................................................................ 95 

9.2.3.18 Resource groups .................................................................................................................................... 96 

9.2.3.19 Resource <group> ................................................................................................................................ 97 

9.2.3.20 Resource <groupAnnc> ........................................................................................................................ 98 

9.2.3.21 Resource membersContent .................................................................................................................... 99 

9.2.3.22 Resource subscriptions .......................................................................................................................... 99 

9.2.3.23 Resource <subscription> ..................................................................................................................... 100 

9.2.3.24 Resource m2mPocs ............................................................................................................................. 101 

9.2.3.25 Resource <m2mPoc> ......................................................................................................................... 102 

9.2.3.26 Resource mgmtObjs ............................................................................................................................ 103 

9.2.3.27 Resource <mgmtObj> ......................................................................................................................... 104 

9.2.3.28 Resource <parameters> ....................................................................................................................... 106 

9.2.3.29 Resource <mgmtCmd> ....................................................................................................................... 106 

9.2.3.30 Resource execInstances ....................................................................................................................... 108 

9.2.3.31 Resource <execInstance> .................................................................................................................... 108 

9.2.3.32 Resource attachedDevices ................................................................................................................... 109 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

�� -w�ŋ\�i:1�)�������g����n��S�FH�^
U�����8��QC�a��]I�B�a'��*@��}x!���-.:�y��y��� ��O��K�\�ƭ(n�|����]ҟ�d*�ih�+�


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)6 

9.2.3.33 Resource <attachedDevice> ................................................................................................................ 110 

9.2.3.34 Resource notificationChannels ............................................................................................................ 111 

9.2.3.35 Resource <notificationChannel> ......................................................................................................... 112 

9.2.3.36 Resource discovery ............................................................................................................................. 113 

9.3 Interface Procedures ....................................................................................................................................... 113 

9.3.1 General concept and procedures ............................................................................................................... 113 

9.3.1.1 General responses ............................................................................................................................... 113 

9.3.1.2 General mechanisms ........................................................................................................................... 113 

9.3.1.3 Accessing resources in SCLs .............................................................................................................. 113 

9.3.1.4 Client-2-server and server-2-server communication ........................................................................... 115 

9.3.1.5 Aggregation of requests to access remotely hosted resources by store-and-forward handling ........... 120 

9.3.1.5.1 General principle of store-and-forward handling for accessing remotely hosted resources .......... 120 

9.3.1.5.2 Request issuer indicates no TRPDT and no RCAT ....................................................................... 121 

9.3.1.5.3 Request issuer indicates TRPDT only ........................................................................................... 121 

9.3.1.5.4 Request issuer indicates RCAT only ............................................................................................. 121 

9.3.1.5.5 Request issuer indicates a combination of TRPDT and RCAT ..................................................... 122 

9.3.1.5.6 Policies governing SAF handling .................................................................................................. 122 

9.3.2 Procedure description ............................................................................................................................... 125 

9.3.2.1 General ................................................................................................................................................ 125 

9.3.2.2 Logical sequence of procedures .......................................................................................................... 125 

9.3.2.3 Resource name allocation ................................................................................................................... 126 

9.3.2.4 Discovery of <sclBase> ..................................................................................................................... 126 

9.3.2.5 SCL collection management ............................................................................................................... 126 

9.3.2.5.1 Introduction ................................................................................................................................... 126 

9.3.2.5.2 Retrieve scls .................................................................................................................................. 126 

9.3.2.5.3 Update scls .................................................................................................................................... 127 

9.3.2.5.4 Subscribe/Un-Subscribe to scls ..................................................................................................... 127 

9.3.2.6 SCL management ................................................................................................................................ 127 

9.3.2.6.1 Introduction ................................................................................................................................... 127 

9.3.2.6.2 Create <scl> (Register SCL) ......................................................................................................... 127 

9.3.2.6.3 Retrieve <scl> ............................................................................................................................... 130 

9.3.2.6.4 Update <scl> ................................................................................................................................. 130 

9.3.2.6.5 Delete <scl> (De-Register SCL) ................................................................................................... 131 

9.3.2.6.6 Subscribe/Un-Subscribe to <scl> ................................................................................................. 132 

9.3.2.7 Applications collection management .................................................................................................. 132 

9.3.2.7.1 Introduction ................................................................................................................................... 132 

9.3.2.7.2 Retrieve applications ..................................................................................................................... 132 

9.3.2.7.3 Update applications ....................................................................................................................... 133 

9.3.2.7.4 Subscribe/Un-Subscribe to applications ........................................................................................ 133 

9.3.2.8 Application management .................................................................................................................... 133 

9.3.2.8.1 Introduction ................................................................................................................................... 133 

9.3.2.8.2 Create <application> (Register Application) ............................................................................... 133 

9.3.2.8.3 Retrieve <application> .................................................................................................................. 134 

9.3.2.8.4 Update <application> .................................................................................................................... 135 

9.3.2.8.5 Delete <application> (De-register Application) ........................................................................... 136 

9.3.2.8.6 Subscribe/Un-Subscribe to <application> .................................................................................... 137 

9.3.2.8.7 Create <applicationAnnc> (Announce/de-announce an <application>) ........................................ 137 

9.3.2.9 accessRights collection management .................................................................................................. 137 

9.3.2.9.1 Introduction ................................................................................................................................... 137 

9.3.2.9.2 Retrieve accessRights .................................................................................................................... 137 

9.3.2.9.3 Update accessRights ...................................................................................................................... 138 

9.3.2.9.4 Subscribe/Un-Subscribe accessRights ........................................................................................... 138 

9.3.2.10 Access Right management .................................................................................................................. 138 

9.3.2.10.1 Introduction ................................................................................................................................... 138 

9.3.2.10.2 Create <accessRight> .................................................................................................................... 138 

9.3.2.10.3 Retrieve <accessRight> ................................................................................................................ 139 

9.3.2.10.4 Update <accessRight> ................................................................................................................... 140 

9.3.2.10.5 Delete <accessRight> .................................................................................................................... 141 

9.3.2.10.6 Subscribe/Un-subscribe to <accessRight>.................................................................................... 142 

9.3.2.10.7 Create <accessRightAnnc> (Announce/de-announce an <accessRight>) .................................... 142 

9.3.2.11 Container Collection management ...................................................................................................... 142 

9.3.2.11.1 Introduction ................................................................................................................................... 142 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

������03.��c��S�������V.-���u�Փ�=Ԙ�M��f��AZ�ܖڢ��������׈%�$SR���⛄�В��Y�fv�B�P�3��E�2MK*�#��
s;ʺ�����s����^l


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)7 

9.3.2.11.2 Retrieve containers ........................................................................................................................ 143 

9.3.2.11.3 Update containers .......................................................................................................................... 143 

9.3.2.11.4 Subscribe/un-subscribe to containers ............................................................................................ 143 

9.3.2.12 Container management ........................................................................................................................ 143 

9.3.2.12.1 Introduction ................................................................................................................................... 143 

9.3.2.12.2 Create <container> ....................................................................................................................... 143 

9.3.2.12.3 Retrieve <container> ..................................................................................................................... 145 

9.3.2.12.4 Update <container> ....................................................................................................................... 146 

9.3.2.12.5 Delete <container> ........................................................................................................................ 147 

9.3.2.12.6 Subscribe/Unsubscribe to <container> ......................................................................................... 148 

9.3.2.12.7 Create <containerAnnc> (Announce/De-announce a <container>) .............................................. 148 

9.3.2.13 Location Container management ........................................................................................................ 148 

9.3.2.13.1 Introduction ................................................................................................................................... 148 

9.3.2.13.2 Create <locationContainer> .......................................................................................................... 148 

9.3.2.13.3 Retrieve <locationContainer>........................................................................................................ 148 

9.3.2.13.4 Update <locationContainer> ......................................................................................................... 149 

9.3.2.13.5 Delete <locationContainer> .......................................................................................................... 149 

9.3.2.13.6 Subscribe/Un-subscribe to <locationContainer> ......................................................................... 149 

9.3.2.13.7 Create <locationContainerAnnc> (Announce/De-announce a <locationContainer>) ................. 149 

9.3.2.14 Content Instances collection management .......................................................................................... 149 

9.3.2.14.1 Introduction ................................................................................................................................... 149 

9.3.2.14.2 Retrieve instances in contentInstances .......................................................................................... 149 

9.3.2.14.3 Retrieve meta-data from contentInstances .................................................................................... 150 

9.3.2.14.4 Retrieve instances from contentInstances of <locationContainer> of type "application 
generated" matching filter criteria ................................................................................................. 151 

9.3.2.14.5 Retrieve meta-data of instances in a <locationContainer> of type "application generated" 
matching filter criteria ................................................................................................................... 151 

9.3.2.14.6 Retrieve instances from contentInstances of <locationContainer> of type "location server 
based" ............................................................................................................................................ 151 

9.3.2.14.7 Retrieve meta-data from <contentInstances> of <locationContainer> matching of type 
"server generated" matching filter criteria ..................................................................................... 153 

9.3.2.14.8 Subscribe/Unsubscribe to a contentInstances in a <container> ................................................... 153 

9.3.2.14.9 Subscribe/Unsubscribe to contentInstances in a <locationContainer> .......................................... 153 

9.3.2.15 Content Instance management ............................................................................................................ 153 

9.3.2.15.1 Introduction ................................................................................................................................... 153 

9.3.2.15.2 Create <contentInstance> in a <container> ................................................................................... 154 

9.3.2.15.3 Create <contentInstance> in a <locationContainer> ..................................................................... 155 

9.3.2.15.4 Retrieve <contentInstance> from a <container> ......................................................................... 155 

9.3.2.15.5 Retrieve <contentInstance> from a <locationContainer> ............................................................ 155 

9.3.2.15.6 Delete <contentInstance> .............................................................................................................. 155 

9.3.2.16 Group collection management ............................................................................................................ 156 

9.3.2.16.1 Introduction ................................................................................................................................... 156 

9.3.2.16.2 Retrieve groups ............................................................................................................................. 156 

9.3.2.16.3 Update groups ............................................................................................................................... 156 

9.3.2.16.4 Subscribe/Un-Subscribe groups .................................................................................................... 156 

9.3.2.17 Group management ............................................................................................................................. 157 

9.3.2.17.1 Introduction ................................................................................................................................... 157 

9.3.2.17.2 Create <group> .............................................................................................................................. 157 

9.3.2.17.3 Retrieve <group> .......................................................................................................................... 158 

9.3.2.17.4 Update <group> ............................................................................................................................ 158 

9.3.2.17.5 Delete <group> .............................................................................................................................. 159 

9.3.2.17.6 Subscribe/Un-subscribe to <group> ............................................................................................. 160 

9.3.2.17.7 Create <groupAnnc> (Announce/de-announce a <group>) .......................................................... 160 

9.3.2.17.8 Verify group membership .............................................................................................................. 160 

9.3.2.17.9 Add/Delete a specific member to/from a group ............................................................................. 161 

9.3.2.17.10 Retrieve all members ..................................................................................................................... 161 

9.3.2.17.11 Delete all members ........................................................................................................................ 161 

9.3.2.17.12 Create membersContent ................................................................................................................ 161 

9.3.2.17.13 Retrieve membersContent ............................................................................................................. 163 

9.3.2.17.14 Update membersContent ............................................................................................................... 163 

9.3.2.17.15 Delete membersContent ................................................................................................................ 164 

9.3.2.17.16 Subscribe/Un-Subscribe membersContent .................................................................................... 164 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

=A]��í�F$<-���~�����Q�fB6��R���+�I����r�@�A��]�����7��&kZr,*|�������z�/�LV���q�;ݢj����	U�����Ш!��,Pl<
S��3,���&�t


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)8 

9.3.2.18 Subscriptions collection management ................................................................................................. 165 

9.3.2.18.1 Introduction ................................................................................................................................... 165 

9.3.2.18.2 Retrieve subscriptions ................................................................................................................... 165 

9.3.2.18.3 Update subscriptions ..................................................................................................................... 165 

9.3.2.18.4 Subscribe/Un-Subscribe to subscriptions ...................................................................................... 165 

9.3.2.19 Subscription management ................................................................................................................... 165 

9.3.2.19.1 Introduction ................................................................................................................................... 165 

9.3.2.19.2 Create <subscription> (Subscribe for modifications to a resource).............................................. 166 

9.3.2.19.3 Update <subscription> ................................................................................................................. 167 

9.3.2.19.4 Retrieve <subscription>................................................................................................................. 168 

9.3.2.19.5 Delete <subscription> (Unsubscribe) ............................................................................................ 169 

9.3.2.19.6 Notification .................................................................................................................................... 169 

9.3.2.19.7 Deletion of the Subscribed-to Resource ........................................................................................ 174 

9.3.2.20 M2M Pocs Collection management .................................................................................................... 174 

9.3.2.20.1 Introduction ................................................................................................................................... 174 

9.3.2.20.2 Retrieve m2mPocs ......................................................................................................................... 174 

9.3.2.20.3 Update m2mPocs ........................................................................................................................... 174 

9.3.2.20.4 Subscribe/Un-Subscribe to m2mPocs ............................................................................................ 175 

9.3.2.21 M2M PoC management ...................................................................................................................... 175 

9.3.2.21.1 Introduction ................................................................................................................................... 175 

9.3.2.21.2 Create <m2mPoC> ........................................................................................................................ 175 

9.3.2.21.3 Retrieve <m2mPoC> ..................................................................................................................... 176 

9.3.2.21.4 Update <m2mPoC> ....................................................................................................................... 176 

9.3.2.21.5 Delete <m2mPoC> ........................................................................................................................ 177 

9.3.2.22 Management Objects collection management ..................................................................................... 178 

9.3.2.22.1 Introduction ................................................................................................................................... 178 

9.3.2.22.2 Retrieve mgmtObjs ........................................................................................................................ 178 

9.3.2.22.3 Update mgmtObjs .......................................................................................................................... 178 

9.3.2.22.4 Subscribe/Un-Subscribe to mgmtObjs ........................................................................................... 178 

9.3.2.23 Management Object management ....................................................................................................... 178 

9.3.2.23.1 Introduction ................................................................................................................................... 178 

9.3.2.23.2 Create <mgmtObj> ........................................................................................................................ 178 

9.3.2.23.3 Retrieve <mgmtObj> .................................................................................................................... 181 

9.3.2.23.4 Update <mgmtObj> ....................................................................................................................... 182 

9.3.2.23.5 Delete <mgmtObj> ........................................................................................................................ 184 

9.3.2.23.6 Execute <mgmtObj> ..................................................................................................................... 186 

9.3.2.23.7 Subscribe/Un-subscribe to <mgmtObj> ........................................................................................ 188 

9.3.2.23.8 Manage a group of <mgmtObj> resources on different remote entities ........................................ 190 

9.3.2.24 Management Command management ................................................................................................. 190 

9.3.2.24.1 Introduction ................................................................................................................................... 190 

9.3.2.24.2 Create <mgmtCmd> ...................................................................................................................... 190 

9.3.2.24.3 Retrieve <mgmtCmd> .................................................................................................................. 191 

9.3.2.24.4 Update <mgmtCmd> .................................................................................................................... 192 

9.3.2.24.5 Delete <mgmtCmd> ..................................................................................................................... 193 

9.3.2.24.6 Execute <mgmtCmd> .................................................................................................................... 195 

9.3.2.24.7 Subscribe/Un-subscribe to <mgmtCmd> ....................................................................................... 197 

9.3.2.24.8 Retrieve <execInstance> ............................................................................................................... 197 

9.3.2.24.9 Delete <execInstance>................................................................................................................... 198 

9.3.2.24.10 Cancel <execInstance> ................................................................................................................. 199 

9.3.2.25 Notification Channels Collection Management .................................................................................. 200 

9.3.2.25.1 Introduction ................................................................................................................................... 200 

9.3.2.25.2 Retrieve notificationChannels ....................................................................................................... 201 

9.3.2.25.3 Update notificationChannels ......................................................................................................... 201 

9.3.2.25.4 Subscribe/Un-Subscribe to notificationChannels .......................................................................... 201 

9.3.2.26 Notification Channel Management ..................................................................................................... 201 

9.3.2.26.1 Introduction ................................................................................................................................... 201 

9.3.2.26.2 Create <notificationChannel> ....................................................................................................... 201 

9.3.2.26.3 Retrieve <notificationChannel> .................................................................................................... 203 

9.3.2.26.4 Update <notificationChannel> ...................................................................................................... 204 

9.3.2.26.5 Delete <notificationChannel>........................................................................................................ 204 

9.3.2.26.6 Long polling based notifications delivered to issuer ..................................................................... 205 

9.3.2.27 Resource Discovery ............................................................................................................................ 207 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

����-Z�� ��A���3�?�"�(�f,��S��-��,s�M+D^��+�I����d�&p۱����P}H�U�ȡ���Z������q�R�Hf,�Sa-�}�i����c��r��R�����tW�y�n 


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)9 

9.3.2.27.1 Introduction ................................................................................................................................... 207 

9.3.2.27.2 Resource discovery ........................................................................................................................ 207 

9.3.2.28 Announce/De-Announce ..................................................................................................................... 208 

9.3.2.28.1 Procedures to Announce Resource ................................................................................................ 208 

9.3.2.28.2 Procedures to Update Announced Resources ................................................................................ 212 

9.3.2.28.3 Procedures to De-Announce Resources ......................................................................................... 213 

9.3.2.29 Partial addressing ................................................................................................................................ 215 

9.3.2.29.1 Introduction ................................................................................................................................... 215 

9.3.2.29.2 Retrieve an attribute or part of an attribute .................................................................................... 216 

9.3.2.29.3 Delete an attribute .......................................................................................................................... 216 

9.3.2.29.4 Delete a part of an attribute ........................................................................................................... 217 

9.3.2.29.5 Replace a attribute or part of an attribute ...................................................................................... 217 

9.3.2.29.6 Add new values to collection attribute .......................................................................................... 217 

9.3.2.29.7 Subscribe to an attribute or part of an attribute ............................................................................. 218 

9.3.2.29.8 Notify on an attribute or part of an attribute .................................................................................. 218 

9.3.2.30 Collection management ....................................................................................................................... 218 

9.3.2.30.1 Introduction ................................................................................................................................... 218 

9.3.2.30.2 Read all resources in a collection .................................................................................................. 218 

9.3.2.30.3 Update collection attributes ........................................................................................................... 219 

9.3.2.30.4 Add a child resource to a collection .............................................................................................. 220 

9.3.2.30.5 Delete a child resource from a collection ...................................................................................... 220 

9.3.2.30.6 Subscription management for a collection..................................................................................... 221 

9.3.2.31 SCL retargeting mechanism ................................................................................................................ 221 

9.3.2.31.1 Introduction ................................................................................................................................... 221 

Annex A (informative): Access Network Consideration within the M2M Framework ................. 224 

A.1 Void ...................................................................................................................................................... 224 

A.2 Void ...................................................................................................................................................... 224 

A.3 Void ...................................................................................................................................................... 224 

A.4 Void ...................................................................................................................................................... 224 

A.5 Access Networks and the M2M PoC ................................................................................................... 224 

A.5.1 M2M PoC for M2M SCLs associated with a Fixed Network ........................................................................ 225 

A.5.2 M2M PoC for M2M SCLs associated with Mobile Network ......................................................................... 225 

A.5.3 Routing to M2M SCLs associated with multiple access networks ................................................................. 226 

Annex B (normative): <mgmtObj> Resource Instances Description ............................................ 227 

B.1 M2M Management Function List ......................................................................................................... 227 

B.2 ETSI M2M specific <mgmtObj> resource instances ........................................................................... 231 

B.2.1 Resource etsiSclMo ........................................................................................................................................ 231 

B.2.1.1 sclMoAction resource ............................................................................................................................... 233 

B.2.1.2 <safPolicySet> resource ........................................................................................................................... 234 

B.2.1.3 <anpPolicy> resource ............................................................................................................................... 235 

B.2.1.4 m2mSpPolicy resource ............................................................................................................................. 236 

B.2.1.5 <rcatParamList> resource ......................................................................................................................... 237 

B.2.2 Resource etsiDeviceInfo ................................................................................................................................. 239 

B.2.3 Resource etsiDeviceCapability ....................................................................................................................... 240 

B.2.3.1 <capabilityInstance> resource .................................................................................................................. 241 

B.2.3.2 capabilityAction resource ......................................................................................................................... 242 

B.2.4 Resource etsiBattery ....................................................................................................................................... 243 

B.2.4.1 Resource <batteryInstance> ...................................................................................................................... 244 

B.2.5 Resource etsiMemory ..................................................................................................................................... 244 

B.2.6 Resource etsiTrapEvent .................................................................................................................................. 245 

B.2.6.1 Resource <trapInstance>........................................................................................................................... 246 

B.2.6.2 trapEventAction resource ......................................................................................................................... 247 

B.2.7 Resource etsiPerformanceLog ........................................................................................................................ 248 

B.2.7.1 Resource perfLogAction ........................................................................................................................... 249 

B.2.8 Resource etsiFirmware ................................................................................................................................... 250 

B.2.8.1 Resource <fwInstance> ............................................................................................................................ 251 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

K�^ǐ��3^��7�����v>�����X�R���=&�VL�e!ھIS�$���4��_p��5����P�$�<I��pQ��s���j��Y��aôr���I���S��z6�C
rF��������n


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)10 

B.2.8.2 Resource firmwareAction ......................................................................................................................... 252 

B.2.9 Resource etsiSoftware .................................................................................................................................... 253 

B.2.9.1 Resource <swInstance> ............................................................................................................................ 254 

B.2.9.2 Resource softwareAction .......................................................................................................................... 255 

B.2.10 Resource etsiReboot ....................................................................................................................................... 256 

B.2.10.1 Resource rebootAction ............................................................................................................................. 257 

B.2.11 Resource etsiAreaNwkInfo ............................................................................................................................ 258 

B.2.11.1 Resource <areaNwkInstance> .................................................................................................................. 259 

B.2.12 Resource etsiAreaNwkDeviceInfo ................................................................................................................. 260 

B.2.12.1 Resource <areaNwkDeviceInfoInstance>................................................................................................. 261 

Annex C (normative): Optional incorporation of Integrity Validation in SCL Registration ..... 263 

C.1 Introduction .......................................................................................................................................... 263 

C.2 Pre-Requisites ....................................................................................................................................... 263 

C.3 Procedure for Use of IVal in Registration of Issuer (Local) SCL to Receiver SCL ............................ 263 

Annex D (normative): Interworking with XDMS ........................................................................... 267 

D.1 Reference Architecture for Interworking with XDMS ......................................................................... 267 

D.1.1 Option1: Network Domain and Core Network Nodes Owned by Different Providers .................................. 267 

D.1.2 Option2: Network Domain and Core Network Nodes Owned by the Same Provider .................................... 268 

D.2 Reference Points ................................................................................................................................... 270 

Annex E (normative): Reuse existing OMA-DM/BBF TR-069 for M2M REM ........................... 272 

E.1 Reference Architecture ......................................................................................................................... 272 

E.2 Reference Architecture for Managing M2M Area Networks and M2M Devices behind M2M 
Gateway ................................................................................................................................................ 273 

E.3 Reference Points ................................................................................................................................... 275 

Annex F (informative): Pre-Configurations and Triggers for Security Procedures ...................... 276 

Annex G (informative): Bibliography ................................................................................................. 278 

History ............................................................................................................................................................ 279 

 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/fd
ae

76
59

-

41
e7

-40
c6

-9c
c6

-25
6c

7a
6d

60
4b

/et
si-

ts-
10

2-6
90

-v1
.2.

1-

20
13

-06

�*4��υ%&o!!h��� �苨d�D\���)�R�|:�T�2��6��ɫ���<��t�T�������ӑ�%
�����
�VIэM��wu���^�?�f���`x#��Yfx�5ߵ�IDx�������


 

ETSI 

ETSI TS 102 690 V1.2.1 (2013-06)11 

Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://ipr.etsi.org). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Machine-to-Machine 
communications (M2M). 
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1 Scope 
The present document describes the overall end to end M2M functional architecture, including the identification of the 
functional entities and the related reference points. 

The M2M functional architecture is designed to make use of an IP capable underlying network including the IP network 
service provided by 3GPP, TISPAN and 3GPP2 compliant systems. The use of other IP capable networks is not 
intentionally excluded. Non IP data services are used in the context of the present document for the purpose of out of 
band communication. Details of such usage are not depicted in the present document. 

2 References 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
reference document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
http://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication ETSI cannot guarantee 
their long term validity. 

2.1 Normative references 
The following referenced documents are necessary for the application of the present document. 

[1] ETSI TS 102 921: "Machine-to-Machine communications (M2M); mIa, dIa and mId interfaces". 

[2] IETF RFC 6267: "MIKEY-IBAKE: Identity-Based Authenticated Key Exchange (IBAKE) Mode 
of Key Distribution in Multimedia Internet KEYing (MIKEY)". 

[3] IETF RFC Draft: "An EAP Authentication Method Based on Identity-Based Authenticated Key 
Exchange". 

NOTE: Available at http://tools.ietf.org/html/draft-cakulev-emu-eap-ibake. 

[4] IETF RFC Draft: "IBAKE: Identity-Based Authenticated Key Exchange". 

NOTE: Available at http://tools.ietf.org/html/draft-cakulev-ibake. 

[5] ETSI TS 124 109: "Universal Mobile Telecommunications System (UMTS); LTE; Bootstrapping 
interface (Ub) and network application function interface (Ua); Protocol details  
(3GPP TS 24.109)". 

[6] OMA-AD-DM-V1-3 (Version 1.3): "Device Management Architecture". 

[7] OMA-TS-DM-Notification-V1-3 (Version 1.3): "Device Management Notification Initiated 
Session". 

[8] OMA-TS-DM-Protocol-V1-3 (Version 1.3): "Device Management Protocol". 

[9] OMA-TS-DM-Sessionless-V1-3 (Version 1.3): "Device Management Sessionless Message". 

[10] Broadband Forum TR-069: "CPE WAN Management Protocol" Version 1.3, Issue: 1 
Amendment 4. Issue Date: July 2011. 

NOTE: Available at http://www.broadband-forum.org/technical/download/TR-069_Amendment-4.pdf 

[11] OMA-TS-MLP-V3-3-20110719-A (Version 3.3): "Mobile Location Protocol 3.3". 
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[12] ETSI TS 123 271: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 
Telecommunications System (UMTS); LTE; Functional stage 2 description of Location Services 
(LCS) (3GPP TS 23.271)". 

[13] OMA-TS-DM-StdObj-V1-3-20101207-C (Draft Version 1.3): "OMA Device Management 
Standardized Objects". 

[14] Broadband Forum TR-106: "Data Model Template for TR-069-Enabled Devices, Issue: 1 
Amendment 6". 

[15] OMA-TS-DM-TND-V1-3 (Version 1.3): "Device Management Tree and Description". 

[16] OMA-TS-DCMO-V1-0 (Version 1.0): "Device Capability Management Object". 

[17] Broadband Forum TR-157: "Component Objects for CWMP, Issue: 1 Amendment 3". 

[18] OMA-TS-DiagMonFunctions-1-0 (Version 1.0): "DiagMon Functions Supplemental 
Specification". 

[19] Broadband Forum TR-181: "Device Data Model for TR-069", Issue 2 Amendment 2. 

[20] OMA-TS-LAWMO-V1-0 (Version 1.0): "Lock and Wipe Management Object". 

[21] OMA-TS-DiagMonTrapMOFrame-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap 
Framework Management Object". 

[22] OMA-TS-DiagMonTrapEvents-V1-2 (Version 1.2): "Diagnostics and Monitoring Trap Events 
Specifications". 

[23] OMA-TS-DiagMonMO-V1-0 (Version 1.0): "Diagnostics and Monitoring Management Object". 

[24] OMA-TS-DM-FUMO-V1-0 (Version 1.0): "Firmware Update Management Object". 

[25] OMA-TS-DM-SCOMO-V1-0 (Version 1.0): "Software Component Management Object". 

[26] OMA-TS-GwMO-V1-0 (Version 1.0): "A Gateway Management Object technical Specification". 

[27] ETSI TS 102 671 (V9.0.0): "Smart Cards; Machine to Machine UICC; Physical and logical 
characteristics (Release 9)". 

[28] ETSI TS 102 310 (V9.0.0): "Smart Cards; Extensible Authentication Protocol support in the UICC 
(Release 8)". 

[29] ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile 
Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic 
Bootstrapping Architecture (GBA) (3GPP TS 33.220)". 

[30] ETSI TS 187 003 (V2.3.2): "Telecommunications and Internet Converged Services and Protocols 
for Advanced Networking (TISPAN); NGN Security; Security Architecture". 

[31] ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal 
(Release 9)". 

[32] IETF RFC 2046: "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types". 

[33] IETF RFC 2560: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - 
OCSP". 

[34] IETF RFC 2663: "IP Network Address Translator (NAT) Terminology and Considerations". 

[35] IETF RFC 2716: "PPP EAP TLS Authentication Protocol". 

[36] IETF RFC 4366: "Transport Layer Security (TLS) Extensions". 

[37] IETF RFC 3748: "Extensible Authentication Protocol (EAP)". 
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