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Intellectual Property Rights

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, ispublicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 4 of a multi-part deliverable covering CAdES digital signatures - Testing Conformance
and Interoperability. Full details of the entire series can be found in part 1 [i.1].

A tool implementing the present document has been devel oped and is accessible at http://signatures-conformance-
checker.etsi.org/.

Modal verbs terminology

In the present document "shall", "shall not", tshould®; " should net", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as describedin clause 3.2 of the ETS:Drafting Rules (Verba forms for the expression of
provisions).

"must" and "must not" are NOT allewed in ETSI deliverables except when used in direct citation.

ETSI


��C���W�x��9�χ���N����#�vK������,9y�vߋMǹɲ}	��wӴUoR��jd?����w���x���%������<BS��8����ځ�试*d����^�L��E~2���k'=�

6 ETSITS 119 124-4 V1.1.1 (2016-06)

1 Scope

The present document defines the set of checks to be performed for testing conformance of CAdES signatures against
CAdES baseline signatures as specified in ETSI EN 319 122-1 [1].

The present document does not specify checks leading to conclude whether a signature is technically valid or not (for
instance, it does not specify checks for determining whether the cryptographic material present in the signature may be
considered valid or not). In consegquence, no conclusion may be inferred regarding the technical validity of a signature
that has been successfully tested by any tool conformant to the present document.

Checks specified by the present document are exclusively constrained to elements specified by CAJES [1].

Regarding CAdES attributes, the present document explicitly differentiates between structural requirements that are
defined on building blocks, and the requirements specified for CAdES baseline signatures conformance.

The present document is intentionally not linked to any software development technology and is also intentionally
agnostic on implementation strategies. Thisis one of the reasons why the test assertions set specified in the present
document includes tests on the correctness of the structure of all the elements specified by CAJES [1].

2 References

2.1 Normative references

References are either specific (identified by date of publicétion and/or edition.number or version number) or
non-specific. For specific references,only the cited version applies: For-hon-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found’to be publicly available inthe expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clausewere valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary<for the application of the present document.

[1] ETSI EN 319 122-1:"Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures'.
[2] ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 2: Extended CAdES signatures’.
[3] IETF RFC 5652 (09-2009): " Cryptographic Message Syntax (CMS)".
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references,only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 124-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital signatures -
Testing Conformance and Interoperability; Part 1. Overview".

[i.2] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".
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[i.3] OASIS Committee Notes. "Test Assertions Guidelines Version 1.0" Committee Note 02,
19 June 2013.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [i.2] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TR 119 001 [i.2] apply.

4 Overview

The present clause describes the main aspects of the technical approach used for specifying the whole set of checks to
be performed for testing conformance to ETSI EN 319 122-1 [1].

ETSI EN 319 122-1 [1] defines requirements for building blocks-and CAdES haseline signatures. For the purpose of
identifying the whole set of test assertions required for testing conformance against CAdES baseline signatures as
specified in ETSI EN 319 122-1 [1], the present document.classifies the whole set of requirements specified in ETSI
EN 319 122-1 [1] in two groups as follows:

1) Requirements"CAdES BS"' (after "€AdESbasdinesignatures"): requirements defined in clauses 5 and 6 of
ETSI EN 319 122-1 [1]. These aré requirements specific ta’CAdES baseline signatures.

2) Reguirements"CAdES BB (after "CAdES buildingblocks"): requirements defined in clauses 4, 5 and
annex A of ETSI EN 319 122-1 [1] that have to be satisfied by both CAJES baseline signatures as specified in
ETSI EN 319 122-1 [1] and extended CAdES signatures as specified in ETS| EN 319 122-2 [2].

a) Inorder to test conformance against the af aremeritioned specification, several types of tests are identified, namely:
1) Testson the signature structure.
2) Testson values of specific elements and/or attributes.
3) Testsoninterrelationship between different elements present in the signature.

4)  Tests on computations reflected in the contents of the signatures (message imprints for a time-stamping
service, computed by digesting the concatenation of a number of elements of the signature, for instance).

b) No testsareincluded testing actual validity of the cryptographic material that might be present at the signature or to
be used for its verification (status of certificates for instance).

c) Testsare defined as test assertions following the work produced by OASIS in "Test Assertions Guidelines
Version 1.0" [i.3]. Each test assertion includes:

1) Uniqueidentifier for further referencing. The identifiers of the assertions defined within the present documents
start with "CAdES _BS", after "CAdES baseline signatures’ and "CAdES_BB", after "CAdES building
blocks".

2) Reference to the Nor mative sour ce for the test.

3) TheTarget of the assertion. In the normative part, this field identifies one of the four CAdES baseline
signatures[1] levels.
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4) Prerequisite (optional) is, according to [i.3], "alogical expression (similar to a Predicate) which further
qualifies the Target for undergoing the core test (expressed by the Predicate) that addresses the Normative
Statement”. It is used for building test assertions corresponding to requirements that are imposed under certain
conditions.

5)  Predicate fully and unambiguously defining the assertion.

6) Prescription level. Three levels are defined: mandatory, recommended and permitted, whose semanticsisto
be interpreted as described in clause 3.1.2 of [i.3].

7) Tag: information on the element tested by the assertion.

5 Testing conformance to CAJES-B-B signhatures

5.1 Introduction

The present clause specifies the set of assertions to be tested on applications claiming conformance to CAJES-B-B
signatures as specified in ETSI EN 319 122-1[1].

Clause 5.2 specifies assertions for testing those constraints imposed by the CAdES baseline signatures specification [1]
to the CM S Signature elements.

Clause 5.3 specifies assertions for testing those constraintsimposed or permitted bythe CAdES signatures
specifications [1] or [2] to the CM S Signature elements;

5.2 Testing CMS Signature elements

5.2.1  Testing algorithmrequirements

This clause defines the test assertion for algorithm used as digest a gorithm.

TA id: CAJES BS/ALG 1

Nornative source: [1] — Clause 6.2.1

Target: CAdES signature generator claisn ng-conformance to CAdES signatures as specified in [1]
Predi cate: For new signatures, applicati.ons do not use MD5 al gorithm as digest algorithm
Prescription | evel: nandatory

Tag: CAdES basel i ne signatures.

5.2.2  Testing content-type

5221 General

The following clauses define the test assertions for content-type attribute presence in CM S signature.

5.2.2.2 Test assertions common to CAdES baseline and extended signatures

TA id: CAdES_BB/CTY/ 1

Normati ve source: [1] — Clause 5.1.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include ContentType attribute in CVMS signature.
Prescription level: nandatory

Tag: CAdES baseline and extended signatures.
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5.2.2.3 Test assertions specific to CAJES baseline signatures

TA id: CAdES_BS/ CTY/ 1

Nor native source: [1] — O ause 6.3

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1]
Predi cate: For new signatures, applications set the value id-data in ContentType attribute in CMS
si gnature.

Prescription level: nandatory

Tag: CAdES basel i ne signatures.

5.2.3  Testing message-digest

This clause defines the test assertions for message-digest attribute presence in CMS signature.

TA id: CAJES BB/ MY 1

Nor native source: [1] — Cause 5.1.2

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include nessage-digest attribute in CMS signature.
Prescription level: nandatory

Tag: CAdES baseline and extended signatures.

5.2.4  Testing CMSversion

This clause defines the test assertions for SignedData. CM Sversion attribute presencein CM S signature.

TA id: CAdES_BB/ CMsV

Nor native source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformanCe to CAJESc<si gnatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications\i'nclude SignedData..€MSversion attribute in CMS

si gnature.

Prescription level: nandatory

Tag: CAdES baseline and extended si gnatiuress

5.2.5 Testing DigestAlgorithmldentifiers

This clause defines the test assertions for SignedData.DigestAlgorithmldentifiers attribute presence in CM S signature.

TA i d: CAJES BB/ DAl

Nor native source: [3] — Cause 5.1

Target: CAdES signature generator clai m.ng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include SignedData.DigestAl gorithmdentifiers attribute
in CVM5 signature.

Prescription level: nandatory

Tag: CAdES baseline and extended signatures.

5.2.6 Testing EncapsulatedContentinfo

This clause defines the test assertions for SignedData.EncapsulatedContentInfo attribute presence in CM S signature.

TA i d: CAJES BB/ ECI

Nor native source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include SignedData. Encapsul atedContentInfo attribute in
CMS signat ure.

Prescription level: nandatory

Tag: CAdES baseline and extended signatures.
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5.2.7  Testing SignedData.certificates

5271 General

The following clauses define the test assertions for SignedData.certificates attribute presence in CM S signature.

5.2.7.2 Test assertions common to CAdES baseline and extended signatures

TA id: CAdES_BB/ SDC/ 1

Nor native source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include all certificates needed for path building in the
Si gnedData. certificates attribute.

Prescription level: reconmmended

Tag: CAdES baseline and extended signatures.

TA id: CAdES_BB/ SDC/ 2

Nornative source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications avoid duplication of certificate values in the

Si gnedData. certificates attribute.

Prescription level: recomended

Tag: CAdES basel i ne and extended signatures.

5.2.7.3 Test assertions specific to CAJES baseline signatures

TA id: CAdES_BS/ SDC/ 1

Normative source: [1] — O ause 6.3

Target: CAdES signature generator claim ng confiormance;to €AdES si gnatures as specified in [1]
Predi cate: For new signatures, applications._imnelude the si‘gnishg certificate in the

Si gnedData. certificates attribute.

Prescription level: nandatory

Tag: CAdES basel i ne signatures.

5.2.8  Testing SignedData.crls

This clause defines the test assertions for SignedData.crls attribute presencein CM S signature.

TA id: CAdES_BB/ SDCRL/ 1

Normative source: [3] — Cause 5.1

Target: CAdES signature generatoryclarm ng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the full set of CRL values needed for the

val idation of the signature itself in the SignedData.crls.crl attribute.

Prescription level: permtted

Tag: CAdES basel i ne and extended signatures.

TA id: CAdES_BB/ SDCRL/ 2

Normative source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the full set of OCSP responses val ues needed for
the validation of the signature itself in the SignedData.crls.other attribute.

Prescription level: permtted

Tag: CAdES baseline and extended signatures.

TA id: CAJES BB/ SDCRL/ 3

Normative source: [3] — Clause 5.1

Target: CAdES signature generator claimng confornmance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications avoid duplication of revocation values in the

Si gnedData.crls attribute.

Prescription | evel: recomended

Tag: CAdES baseline and extended signatures.
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5.2.9 Testing Signerinfos

This clause defines the test assertions for SignedData. SignerI nfos attribute presence in CM S signature.

TA id: CAdES BB/ SI/1

Nor native source: [3] — Cause 5.1

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include one or nore Signerinfos attributes in

Si gnedDat a.

Prescription level: nandatory

Tag: CAdES basel i ne and extended signatures.

5.3 Testing basic attributes for CAJES signatures
5.3.1  Testing signing-time

5311 General

The following clauses define the test assertions for signing-time attribute presence in CM S signature.

5.3.1.2 Test assertions common to CAdES baseline and extended signatures

TA id: CAdES BB/ STI/1

Normati ve source: [1] — Clause 5.2.1

Target: CAdES signature generator claimng confiormance to CAJES'si gnatures as specified in [1] or in
[2]

Predi cate: For new signatures, the val ue toybe 4 ncl udedyin SgniyngTime attribute in CV5 signature by
applications is encoded as UTC tine for..dates <betweenql January 1950 and 31 Decenber 2049
(inclusive) and as GeneralizedTi me forwany dates w tth year.val ues before 1950 or after 2049.
Prescription level: nandatory

Tag: CAdES baseline and extended signatures.

5.3.1.3 Test assertions specific to CAJES baseline signatures

TA id: CAJES BS/STI/1

Nor native source: [1] — O ause 6.3

Target: CAdES signature generator claidnng conformance to CAdES signatures as specified in [1]
Predi cate: For new signatures, applications include SigningTine attribute in CV5 signature.
Prescription | evel: nandatory

Tag: CAdES basel i ne signatures.

5.3.2  Testing Enhanced Security Services (ESS)

5321 General

The following clauses define the test assertions for ESS attribute presence in CM S signature.

5.3.2.2 Test assertions common to CAdES baseline and extended signatures

TA id: CAdES_BB/ ESS/ 1

Normati ve source: [1] — Cause 5.2.2

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the ESS signing-certificate or signing-
certificate-v2 attribute in signedAttrs for every signerinfo in CMS signature.

Prescription level: nandatory

Tag: CAdES baseline and extended signatures.

TA id: CAdES_BB/ ESS/ 2

Nor native source: [1] — Cause 5.2.2

Target: CAdES signature generator claimng conformance to CAdES signatures as specified in [1] or in
[2]

Predi cate: For new signatures, applications include the ESS-signing-certificate in signedAttrs for
every signerinfo in CMS signature if SHA-1 hash algorithmis used.

Prescription level: nandatory
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