°
w SLOVENSKI STANDARD

SIST-TS ETSI/TS 102 657 V1.10.1:2013
01-marec-2013

Zakonito prestrezanje (LI) - Ravnanje z zadrzanimi podatki - Izro€ilni vmesnik za
zahtevo in izro¢anje zadrzanih podatkov

Lawful Interception (LI) - Retained data handling - Handover interface for the request and
delivery of retained data

Ta slovenski standard je istoveten z: TS 102 657 Version 1.10.1

ICS:

33.040.40 Podatkovna komunikacijska Data communication
omrezja networks

35.200 VmesniSka in povezovalna Interface and interconnection
oprema equipment

SIST-TS ETSI/TS 102 657 V1.10.1:2013 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST-TS ETSI/TS 102 657 V1.10.1:2013

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST-TS ETSI/TS 102 657 V1.10.12013
httpsy//standards.iteh.ai/catalog/standards/sist/e498061d-a0d2-479¢-ae19-
954cc2ed980by/sist-ts-etsi-ts- 102-657-v1-10-1-2013



ETS| TS 102 657 V1.10.1 (2012-09)

" - _'___:;___,.;_
e
Technical Specification

Lawful Interception (LI);
iTeRa(inBR T hERIANGEW
Handover interface'for thewrequest and
delivery of retained data

https//standards.iteh.ai/catalog/standards/sist/e498061d-a0d2-479¢-ac19-
954cc2ed980b/sist-ts-etsi-ts- 102-657-v1-10-1-2013




2 ETSI TS 102 657 V1.10.1 (2012-09)

Reference
RTS/LI-00095

Keywords
handover, retention

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Saus-PRréfectlre de Grasse (06) N°7803/88

Important.notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2012.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI



3 ETSI TS 102 657 V1.10.1 (2012-09)

Contents

INtellectual Property RIGNES.... ..ottt b e b nr e nen e 8
0 Yo (o SRS 8
1 o010 SR 9
2 REFEIBINCES ...ttt sttt e et et e e et e bt e bt e bt s b e se e ae e e se e st e benbeebeneeneente e 9
21 NOIMBLIVE FEFEIENCES ... ceeeeeiieeete ettt ettt st a et e e e e s testesae et e esees e e e eseseeseeebesaeeseeneenseneeseesbesaeesenneeneensens 9
22 INfOrMEEIVE FEFEIENCES..... .ottt ettt sttt ettt e et et e e se e te s tesae e e e eesteseeseeeneeneeneaneees 10
3 Definitions and @DBreVIaLiONS...........cccoiiiriie et 11
31 DT 1oL TSP 11
3.2 ADBDIEVIBLIONS ...ttt h e Rt R R Rt e e r e r e r e r e n e e e ere s 11
4 Overview Of NANOVES INEEITACE........ciieeeeee e sr e 13
41 REFEIENCE MOUE ...ttt e et e st et e et e te et ese e e e e e seeseeebesaeeneeneeneenes 13
4.2 Structure of document and applicable commuNiCation dOMAINS........c.cccviiririreiene e 14
4.3 Categories Of FELAINEA TALA. ........c ettt b e et b et b e bbb 15
4.4 Handover Interface port 1 (HI-A) and Handover Interface port 2 (HI-B) ......ccccvvireinineininenceseseee 15
4.5 MOdEl USEA FOr thE RDHI ... 16
5 Handover interface MESSAgE FIOWS........ceciiiiiee ettt st reere s 16
51 g1 [8ot [l TSRS 16
51.1 SUMMENY Of ThiS ClALSE. ......eceee ettt e et e s e e s e e ae e teesaeeseesse e seeteeneesneesnes 16
512 Message flow mMOdes:. ... %ol b Bl A ittt it ey bbb 16
513 DEIIVENY CBSES ..ottt sttt b e et h e h ek eehe b e e bt e b e s e bt e b et e bt e b e s b e Rt b e e e et bbb b 17
514 "Active" requests and "closed! Ireguests & 1l G B R L e 17
515 Errors and fallure SITUBLTONS..........ooeii e ettt te s e ee e e besneese e e eneeneens 17
5151 EXTOr QN0 TQIIUMNE LYPES.....vnve s aeeeremmressrramess sargsss sems sgom ees paessogass g eseseesesseseesessessesessessesessessensesessensesessensasens 17
5152 Request process fallure TEEANACK ... ..o o e rare e gar e e et eseesser e sresresseeseeaessesseseessesnnenseseans 18
5153 L0101 = (0] T TSSO SE TP ST P 18
5154 M SSINQ MNIESSAJES. ... .ot eiers reeneeaserssesnsesssersaesseessesattasssassnaseesseestenssesssesssesssssssesseesssenseensesssesssessenssenssens 18
5.1.6 (0= aTorc T T I = (1 S 19
5.1.7 DElIVENY Of FESUILS......veceie ettt et e et e e s aee s e saeesaeeseeneeeneeeseesseesteesseesseenseennenneennes 19
5.1.8 RS = =0 [>T | = 20
519 SUPPIEMENTAIY IMESSAJES. ... cveeeueetereeieete sttt sttt ettt st it b s e bt sbese ekt s b e seeb e e b e seebe s b e neebesbeshe e ebesbe e ebesbennenen 21
52 Message flOWS fOr general SITUBLION ..........ceiireiiiieci et 21
521 DElIVENY OF BTESPOMNSE ....ccveeeeete ettt et b et b e et b e et b et e bt b e s e e st b e ee et b e e et ebe b 21
522 CanCEllation OF FEOUESE .......o.eeieiieiet ettt ettt b e et s e et b e et b e s b e e eb e s b e e ebesbennenea 22
523 MU -PEIT AEIIVENY ..ottt b et b e et b e bbbt b e bbb 23
53 Message flows for Authorized-Organization-initiated SCENAMO.........ccervruireiirieeriee e 24
531 Delivery of results Or afaillure FESPONSE ........ccui ettt s e teeteeeesneeenes 24
5.3.2 (O TgTorc = e g I = (11 S 25
533 U =T e = Y o 25
54 Message typeS fOr HI-A @ HI-B..........oo oot ettt et e e e nnes 27
55 [ L N oo I o | = o [0 =SS o o 28
6 Definition of the elements for retained data MESSAgES........ccceivriririreriirie e 28
6.1 HEBAEN INFOMMIBLION. ... e ettt ettt e et e et e et eae e e emeeseeeeesbesaeeneeeeneeseeseeeneeneeneaneeses 28
6.1.1 Use of header INFOIMELION .........oiiiiie ettt e e e e e s e e beseesbe e e eneeeens 28
6.1.2 RequestD field SPECITICATON. ..o bbbt et b e 28
6.1.3 (00 e T L= 0 1) 1= £ OSSO RT PRSPPI 29
6.1.3.1 Use of CSPidentifiers (CSPID) ....ccvvcuiiiiieireeeiiseie s 29
6.1.3.2 Third Party CSP Identifier (thirdPartyCSPID) .........ccviueirrieirrieireseesesie s 29
6.1.4 L= = g O 1= =T ] ) S S 29
6.2 R e o I = =S o0 1 29
6.2.1 (€71 O RS 29
6.2.2 Additional information iN rESPONSE MESSAGES. ......c.cruerveuertirieierierieieriess ettt sbe et se e be e se b e ene 30
6.221 Record number (reCOrdNUMDEL) ........c.iiiiiie ettt b e 30
6.2.2.2 ReSPONSE StALUS (RESPONSESLALUS) .......veveeverereeiente ettt sbe ettt sttt s b e et b et sbesn e 30

ETSI



4 ETSI TS 102 657 V1.10.1 (2012-09)

6.2.3 VOl@HHTE TNFOIMBLION. ...ttt bbbttt e bbbt e ae e e e b e sb e ebesaeene e e enne e 30
6.24 UNaVai |8l € PAraIMELENS.......c.eeieeieeee ettt ettt ee s et e e e s e s e e saeesae e eeenaeeseeereansaesteesseeseeseennenneennes 30
6.3 e e o I = (1S £ 30
6.3.1 Information contained Within @TEQUESE ..........c.eeceiiiiiieiee e sae et e et teeee e e 30
6.3.2 O T 0 = o [ S 31
6.3.3 Additional iNformMation IN FEOUESES .......ccueiee e eieeecee e st et este et e s e e testesaesreesaeesseenseenseenaessenssaeseens 32
6.3.3.1 PrIOMTY OF IEOUESE ...ttt b bbb et b e st eb e b e e bt sae e ebesbe e ene 32
6.3.3.2 =T 10 0 I USRS 32
6.4 EITON MESSAOES ... e s e e e s s sh e s r e e a e sr e e e e 32
7 Data exChange tECNNIGUES..........oouiieee et r e 32
7.1 GBNEYEL ... ettt bt et h R R e e e R bR e R e eRe R £ oA e e R e Rt Rt eR e e Rt R e et e s e EeeReebenneene e e ennas 32
7.2 L I I o = = o 33
721 (B S Lol oto g1 110U = 1 oo R 33
7.2.2 S T le Lo TT= 17 Y 33
723 IMIULUBL CHIENE/SEIVEL ...ttt e bbbttt e et sb e bt bt e st e e e ee e ke sbeeb e e e ennennea 33
724 Details common to both single and MULUEI CASES .........ccceiiiririieeee e 33
7.3 DireCt TCP data EXChANGE......ce ettt ettt bt b et b bbb et b s e st b e e e bt e e eb e e ens 34
731 APPHCALTON TAYEY ...t bbbt bbbt et b b et b b se bbb b 34
732 THNSPONT LAYEN ...ttt bbb bbbt bt a bbbt b et b e b et e ae e b e b et e b bt b n e 34
7321 0100 1 1 o R 34
7322 RO s 1] 0o TSR U SO R PR SRTRP T 34
733 L= Y0 Q= Y 35
734 T YL N 07 AT &S 35
8 SECUIMTY IMEBBSUIES ........eeeueeteceee sttt ete sttt sttt e e s te s ae e be s beeaeeebeeasesbeeaeeasesbeeaeestesaeentestesasensesneennesrennes 35
8.1 LT 0T PSSR 35
8.2 Connection Level SeCUrity ... .ol A I B A L B L s e 35
8.3 APPIICALTON LEVE] SECUMTY ..ottt sttt sttt ettt b b b ettt s b et e en e e ens 35
8.4 Technical Security Measures.. £, & i B S0 B & BB B F b 36
84.1 (€71 PSR 36
8.4.2 CONNECHTION LEVEL ...ttt st te st emt et sea et snesageeeeneesee e eseseeseesseeneeneeneensenseseessesneeneensenees 36
8.4.3 APPHCEHION LEVEL ... e e i e i et e et e e e et s e st e s te e teesteeneesaeesaeenseenteenteentesneennensaens 36
8431 Hashes... e 36
8.4.3.2 Digital Signatures.: . e 36
8.4.3.3 [ | = N[0 (= 010 [ = 1 o] o S 37
8.4.34 Digital Signatures and MESSAgE SITUCIUIE..........ccuiiieriereeseeesseeseeseeseeesaeeeeseesse e s e e e esaessaesseesseeseens 37
Annex A (normative): D= = B = [ SR 38
N R U 1011 7= YOS 38
A.l1l (Fplugele (WwinTo gl (o Xo =i =N 11 o ST 38
A.l2 Choice of data mOdelliNG [ANQUBGE .........civeerieriei ettt 38
A.13 L@ =PSRRI 38
A.2  Parameter definition for COMMON fIElUS........ccviieii e e 39
A.21 RELAINEADBIAHEAHE ...ttt bbbttt b e bt b e e bt st e ae et e e e e e b e sbesbeebe e e ennennen 39
A211 L (= 10 1< (= £ P TRP R PR PP 39
A212 REOUESLID PAraIMELENS. ... eiitii ittt et st e st e e s ae e e sb b e e s te e sabe e s be e e nbbe e saaeenbeeenneeenaeas 39
A.2.2 RetaiNEADEIAPAYIOBA .........coueeieiiie et et e e et b et b et n b b nreene e nne e 39
A.221 ReqUESIM ESSAgE PAIaIMELEIS......c.eeiiiiiieee et e s e s s e e s s 39
A.2.2.2 RequestAcKNOwWI edgemMENt PAraMELES. .......cci ittt sttt st b et et b 39
A.2.2.3 ReSPONSEM ESSAJE PArAIMELETS. .......cveiiiiiicei et s s s e e s e e 40
A.2.24 GEtSIEtUSIM ESSA0E PAIBIMELENS ....e.viiveeieeee sttt r et s e resa e r bt e e e nr e s e resreeresneenn e e enes 40
A.2.25 SEAUSM ESSATE PAIAIMELENS ......ceveviireeieeieete sttt ettt sr et ee e e e e resr e bt b e e ee e e e e s e resreeresaeeen e e ennes 40
A.2.2.6 ErrorMeSSage PAIAIMELENS .........ooiiiiieie e e e s s r e s 41
A.2.3 GENENTICSUDSTITDEITITO. ...ttt se bt ae e e bbb b e s e e e e ennes 41
A.231 L (= 10 1< (= £ P TRP R PR PP 41
A.2.3.2 Organi zatiONINFO PAIAMELENS .......oieeieeie e ee s ee st te e ee e e s e et e e te e te e tesseesneesaesneesseesneesseenseensenns 41
A.233 INAIVIAUAIINFO PArBIMELEIS......ccveeieeeciee et s ee e e e st e s te e teesteenteeraesteesbe e reeseeneesneennes 41
A24 LS Y11= 011 =TT SRR 42
N B N VI o U= 0T o] TP 42
A31 LT 0T SRS 42

ETSI



5 ETSI TS 102 657 V1.10.1 (2012-09)

A31l1 F NS A I S Y 12 g (= TSP TSP 42
A3.12 General reMarkS ON ASN.L ... .ottt e bbbt ae et et e e b et b e b e aeene e e nnas 42
A.32 ASN.1 Definitions fOr MESSage NEAHENS.........cccv e et esnaesreas 43
A321 S S= o Lo =o)L= PSPPSR 43
A.3.2.2 eSSz o o = o L= PR 43
A.33 ASN.1 definitions for COMMON FIEIAS.........oiiriee e 48
A.34 Schematic representation Of tOP 18VEl ASN.L........o e 50
Annex B (normative): Service-specific detailsfor telephony SErviCes.......ccovvvvveceveecece e, 52
o oo o PSSP 52
B.2  Tel@PNONY FIEIAS. ... .ot et r e 52
B.2.1 LC T g1 - SRR 52
B.2.2 BICE L= 0] 1] ) S o1 o o= SRS 52
B.221 ST ool o1 ol 1 TP OSSO U PP PSPPSR 52
B.2.2.2 ENENTCSUDSCIIEITNTO ...ttt e st e s aeesteeteentesseesneesneenseensenns 53
B.2.2.3 tel ePhoNY SUBSCIIDEITNTO ... ettt s b e e et e e e reesraesreas 53
B.2.24 SUDSCHiDEAT &l €PNONYSEIVICES......cceee ettt e st e s e sreesteeeesaeesreesneenseenseans 53
B.224.1 (D= S'ei g o1 Lo] o [OOSR PSP P ST PPTOUSRPRPRPRON 53
B.2.3 Telephony BilliNG DELAIIS ........coiiiiiiiiiciieet ettt et b e et b e et b et b e b e b e b e ebe s b neene s 53
B.23.1 BillINGRECOITS ...ttt b e et b et b e bt b e e et b e et b bbb 54
B.2.4 TEEPNONY SEIVICEUSAGE .......cveeetiiteeete ittt sttt ettt b ettt b et b e bt b e bt eb e b et eb e s b e e eb e s b e e eb e sb e e ebesbeneebeebennenens 54
B.24.1 PAIFGIMEBLENS. ...ttt ettt b e e b e e et e e e b e e e be e e R e e e R e e eabe e e RR e e aRe e e eRr e e aRr e e enneennreeenreennnas 54
B.2.4.2 L0 10T 07 ) o 55
B.24.3 SMSTNFOIMELION ...tttk bt bt he bt e e e b e b e sh e ebesb e e bt e e e s s e e e nb et e sbenbesneene e s ennas 55
B.24.4 IMIMSINFOIMEEION ...ttt bbbt e e e a e bt bt eb e e aeese e e e e e besbeeb e e e ennenens 56
B.2.5 TelephonyDevice..o i e la. Gl A L A L L L L i i e 56
B.25.1 (=0T o ST SO PTSPSN 56
B.2.6 TelephonyNetWOrkEImENt.....£ i dam mm o e 50 gt e 5 0B a6 e b e eete et e s tee st e ste et e e e e sne e re et e enaeenaenreeneens 56
B.2.6.1 (71 PR 56
B.2.6.2 L OCALTON PAIGIMELENS. ...ttt stttk ettt b et b etk et b e s e st b e s e e st e b e se e bt e b e se e st e b e se et nbesb et eb e s b e e e 57
B.2.6.2.1 GENETEL .. e e L e e e e e e 57
B.2.6.2.2 GSM LocationInformation Lo e e e 57
B.2.6.2.3 UMTS Location Information .2/ sl e el lo L U 0o s e 57
B.2.6.24 [ (= 10 (=0 oo 1] o USRS 58
B.2.6.3 TranSMIttErDELall S PArAMELEN'S......ccuieiieieceeces et e ettt e st e e e e e et e sreeste e teetesnaesseesneesseenseensenns 58
B.2.6.3.1 LC T o1 - TSRS 58
B.3 ASN.1definitions for tlEPNONY .......c.ccecieiiccce et e ne e 58
B.4 Schematic View of ASN.L AEfiNITIONS........ccueiiiriiieee ettt ettt e et e e sbre e sbe e enbeeenreas 71
Annex C (normative): Service-specific detailsfor asynchronous message Services.........ccovneee. 73
LT S o(o ] o =TT PSPPSRSO 73
(O B L= o ] o o] 0 =TSSR PO 73
C21 LC T g1 -SSP 73
c22 TS0 0o o= SR 74
c221 TS0 ST 0o T o o S 74
C222 S0 S (0] = PSR STRPTR 74
C.223 IMISOSEONEID ...ttt et s e e et r bt ae e e et R se e e Rt et e e e nn e r e n e ereer e nenrea 74
C224 IMISGAAIESS .. ...ttt ettt b bbbt b e bbb e e bt s h e eb e b e e bt e b et e bt e b e ss e st e b e ne et ebenb et b e et 74
C.225 s | (1Yo L= o D OO U S POP TSP P SR PS 74
C.23 IVISOSEIVICEUSAE. ... cveneetettae ettt ettt h bttt bkt b st b e bbb e e bt b et bt e b e e bt e b e b e st b et et nb e b 75
C231 IMISOTFBNSIMISS Ottt ettt sttt b et b e et b e e h e b s e e st e b s e e ae e b s e e st e b e e e e st e b e ss e st e b e ne et ebesbene et e s eneee 75
C.23.2 M SO SLOMEOPENBLION......c.eeeete ettt ettt sttt ettt et b et b e se et b e e e st eb e s e et e b e s e e st e b e sb et e b e nb et ebe st et eb e b e e 75
c24 MSOBIINGDELAI S PAraIMELErS.........ceeiiesteeteeieeiesteesee st e e e te s e seesreesteaee st e sae e teesseessessaesnsesneesneesseesseenseensenns 76
c241 TS0 TN T a0 oo o 76
C.3 ASN.1 definitions for asynchronouS MESSAgE SEIVICES. ........uiveieieerireriesie e see e e see s 76
C.4 Schematic View Of ASN.LAEfINITIONS........coooiiieee ettt e e rre e e beeereeeas 80

ETSI



6 ETSI TS 102 657 V1.10.1 (2012-09)

Annex D (normative): Service-specific detailsfor synchronous multi-media services.................. 81
3 00 oo o= USSP 81
D.2  MUIMEAIATIEIAS ... .oeeceeeee ettt s e s e e st e e te e te e sbeesaeesatesnbeeseesseessessnnens 81
D.21 GENEIAl ...ttt ettt e et e et e te e be e teeee et e ehe e bt ebeeateeateeheeateeteebeebeateaaeeaaeeaheeabeenteenteeateereenreeres 8l
D.22 MUITIMEMI A SUDSCIIET ... ettt e et bt b s ae e e s 81
D.221 ST oS ol 1] o1 | D E T TSP PP PSPPSR 81
D.22.2 (oS 0= oS T oS o ] o= o ) SRS 82
D.2.23 MUItIMEdIASUDSCITDEITNTO ... e bbb sb et 82
D.224 SUDSCITDEAM UITIMEIASEIVICES ...ttt b ettt et et sbeeb et ese e enas 82
D.224.1 (01 1 (o) o S 82
D.23 MUItimediaBilliNGDELAIIS. .......c.ciuireieitee bbbt b et sb e e 83
D.231 MUItimMediaBillINGDELAIIS ........c.couereeiiitereeeee bbbttt b e et sb e 83
D.232 MUItiMEi@BITTINGRECOITS.........eiveeeee sttt ettt b e s b et b e bbb 83
D.24 MUITIMEI A SENVICEUSAGE ... ettt ettt sttt ettt b e bbbt bt b e sb e st b s et b b e e eb e b e e ens 84
D.24.1 S =0 1 (< £ PSRRI 84
D.24.2 Pty NFOIMELION. ....cveeeeiite et b et b et b e bt b e e et b et b et et et e et 85
D.243 IIMESTNFOIMBEION ...ttt bbb a s e et e et h e bt eh e e st e st eae et e se e besbesbeeneennennen 85
D.24.4 =0 @0 00 =1 85
D.3 ASN.1definitions for MUIIMEAIAL..........ccoiiiieiiceciece ettt ne s 87
D.4 Schematic view of ASN.L AEfiNItIONS.........cccoieiiieiie et s ee et e b e e re e s reesreesnne s 92
Annex E (normative): Service-specific detailsfor network access SErViCeS.......ovevvveeceeveceesiennns 93
T oo o= TSR P PR TPR TR 93
E.2  DesCriptions............ e e b o o L o e L o L L e, 93
E.2.1 LT 0T s PSSR 93
E.2.2 NASUBSCIIDES ... L i L s 93
E.2.3 N TN VLo W 0o T ) o o 94
E.2.4 NVARSTS AV Tor= U1 [ T sl Sl i s N T B B L T A e 94
E.25 NADEVICE........ s bk bmmmdssmeban shese erpkorrbadescrbatosonderredeskevat denddsRi0da i lovs el 2 dd T evn et e veenreerveereesseesteessessesnnesns 95
E.2.6 NANWEIEMENL ... G chare 2 s behs R eviebn b enseniusio fane ebdihe fo by hanadeesh f2rdasToh I Zunesrensesnsesnsesssessesssesssesssesssesssensesnes 96
E.2.7 NABITTNGDELAINS. ...ttt bbbt bbbt a bbb e st b e bt eb e et s 96
E.3 ASN.1definitions for NEtWOrk aCCESS SEIVICES. ......iceeiirieeesieee e seese et ee e sreeeesae e eeesne e 97
E.4 Schematic View of ASN.L AEfINITIONS........cciiiieie it st s e s s e s sbe e s sb e s e sbessnbeeeas 102
Annex F (informative): Basic set of search routinesfor Retained Data...........ccoccoeveieneneninencnnnee, 103
F.1  Example set of SEArCh FOULINES........cceoiiiece et 103
F1l1 1o L1 (o] o SRS SROTRSSUPRTO 103
F.1.2 SUMMENY OF SEAICH CBSE.....c.ecueitiieiiet bbbt b et b bbbt be b 103
F.1.3 SUBSCIIEI TECOITS ......cceei ettt ettt ettt e et et e et e e atesaeesaeesbeesbeeaseeaseeaseeaeasbeesbaesbeebeensesnnennns 103
F.2  Te@DNONY GAA.... ..ottt b bt b e st e e st bbb n e s 104
F.2.1 BLIK= L= o010 VS U 1= o o R 104
F.2.2 BLIK=: L= o] 070 )V o T T 1 U= = S 104
F.2.3 TElEPNONY SEIVICE USAZE ....veeveeeeeeeeeeeeeteesteete e e sstesteesteesteesteasesneesseasseaseesseanseaseessaesseessesnsesneesnnesseesseansennsenns 104
F.2.4 Telephony NEIWOIK €lEMENL .........cee ettt e et e st et e e teentessaesnnesreesneenseensenns 104
G T Y =S o 1 g [ = = S 105
F.3.1 IMESSAGE SUDSTITDIEN ...ttt bbbt b e et b e et eb e s e et b e s b et ebesb e e ebeebenneneas 105
F.3.2 IMESSA0E SEIVICE USAGE. ... eveveeeteste sttt sttt sbe ettt ebesb e e eb e s e et ebese e st eb e sheseeb e seeseebene e st eb e s b et ebesbe e ebesbe e ebenbeneeneas 105
F.4  NEIWOIK ACCESS QAAL. ... .ccueeiii ettt e te e e st e s e s te e be e s be e s aeesaeesabeeateeteesreesaeesteesaeesneesntennses 105
F4.1 NA SUDSTITDEN ...t e bbb bt b e bt bt e et e s e e e et e s besheeb e e e e s e e enres 105
F.4.2 INA SEIVICE USAJE. ... vt eueeiteeteenteeteestesseesteesteesseatesseesseesseaseasseasseassesseesseentenssesssesseesaeesaeesseenseenseansenssnssenssenssens 106
Annex G (informative): Examples of Search rOULINES ........coeevviiece e 107
L R 1 (oo L1 o 1 o o S 107

ETSI



7 ETSI TS 102 657 V1.10.1 (2012-09)

G.2 Examplefor telephony subscriber query in Clause F.2.1........ccoviieeiiiicecece e 107
G.3 Examplefor telephony service usage query in Clause F.2.3.......oco it 108
Annex H (informative): Further information on data Categories..........cccevvveeveseeiece e 109
L 0 R €= 1= SR 109
H.2  Further information 0N SUDSCITDEN ata..........ceeiiiieiiieee e 109
H.2.1 ST oS o ] o= e = [ (R 109
H.2.2 GENEriC SUDSCIIDEr dBLA TECONTS. .. ... eiveieeeeeeeete ettt e et et sbe e e e 110
H.2.3 Service Specific SUDSCITDEr REPIY DELA. ........ceiiririeieereee et e 110
H.3  Further information 0N USA0E TaaL............eiveieieiririesie sttt 111
H.3.1 L0120 [ 1< 0 (§1C TP PPN 111
H.3.2 USBOE UALA CBLEYONES ...ttt sttt ettt b bt b e bt e e s e bt b e s e bt e e st bt st b e bt e bt e e seeb et e e e nenn e e enis 111
H.3.3 Usage: Traffic Data (REPIY) ....oeeeeieieeeeieeee ettt bbbttt b et nn e ens 111
H.3.4 Usage: Traffic Datarelated information (REPIY).......ceiirieiriiierieee s 111
H.3.5 Usage: communication independent user activitieS (REPIY)......cvvieririiirireseseree s 112
H.3.6 Usage: network ACtiVity Data (REDIY) ..cveeieeieiie ettt sre e saeete e ennesnaesnaesneas 112
H.4  Further information on NEtWOrk element data............cocvvererereneceee s 112
H.4.1 N0 = = 1= R =0 [0S S 112
H.4.2 Network Configuration Data REPIY Data..........cc.eeeiiiiieriiieii et s 112
Annex | (informative): Manual tEChNIQUES.........ccci e s 113
Annex J (infor mative): Informative mapping of data fieldsto the EU Data Retention

DITECVER- A ATIN A TP TN - D ID TN FEO NN v eveeverrrrrerrernerereessesessenses 114
Annex K (informative): Single yersus multi-pant deliVEFIES .. i e 115
N R © 7= 0T - SR 115
K.2 Criteriafor multi-part delivery ..o s 115
K.3  SUDSCriptioNS INtO te TULUIE, ... c.u i) 5ty i sesensmsesisuns o3 e hrnsbent (haeh e} ieduennensensensensensensenessessessessensensenes 116
Annex L (informative): Change REqUESE HiSLOrY .......coviiiiiiieieeeeieee e 117
[ 11 (ST PURRRTR 120

ETSI



8 ETSI TS 102 657 V1.10.1 (2012-09)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).
Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee

can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

The ASN.1 module and XML schema are also available as an electronic attachment to the original document from the
ETSI site (see detailsin clause A.3.1.2).
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1 Scope

The present document contains handover requirements and a handover specification for the data that is identified in

EU Directive 2006/24/EC on Data Retention [1]. The handover requirements from TS 102 656 [2] are derived from the
requirements contained in and implied by the EU Directive [1] and by other national |egislations. The present document
considers both the requesting of retained data and the delivery of the results.

The present document defines an electronic interface. An informative annex describes how thisinterface may be
adapted for manual techniques. Apart from in annex I, the present document does not consider manual techniques.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary, for the-appli cationaf the present document.

[1] Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the
retention of data generated-or processed’in‘connection’with the provision of publicly available
€l ectrionic/.communi cations services or-of public communicationsnetworks and amending
Directive 2002/58/EC:

[2] ETSI TS 102 656: "Lawful Interception (L1); Retained Data; Requirements of Law Enforcement
Agencies for handling Retained Data".

[3] ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific
Details (SSD) for IP delivery; Part 1: Handover specification for 1P delivery".

[4] ISO 3166-1: "Codes for the representation of names of countries and their subdivisions -
Part 1: Country codes".

[5] SO 4217: "Codes for the representation of currencies and funds'.

[6] ETSI TS101 671: "Lawful Interception (LI); Handover interface for the lawful interception of

telecommunications traffic".

NOTE: Periodically TS 101 671 is published as ES 201 671. A reference to the latest version of the TS as above
reflects the latest stable content from ETSI/TC LI.

[7] ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System
No.7 (SS7); ISDN User Part (ISUP) version 4 for the international interface".

[8] ETSI TS 100 974: "Digital cellular telecommunications system (Phase 2+); Mobile Application
Part (MAP) Specification (3GPP TS 09.02)".

[9] ETSI TS 124 008: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Mobile radio interface Layer 3 specification; Core
network protocols; Stage 3 (3GPP TS 24.008)".

[10] Void.
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[11] ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); LTE; 3G security;
Handover interface for Lawful Interception (L1) (3GPP TS 33.108)".

[12] ETSI TS 101 109: "Digital cellular telecommunications system (Phase 2+); Universal
Geographical Area Description (GAD) (3GPP TS 03.32 version 7.2.0 Release 1998)".

[13] FIPS PUB 186-2: "Digital Signature Standard (DSS)".

[14] IETF RFC 2616: "Hypertext Transfer Protocol - HTTP/1.1".

[15] IETF RFC 2818: "HTTP Over TLS'.

[16] ETSI TS 123 040: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Technical realization of the Short Message Service (SMS)
(3GPP TS 23.040)".

[17] IETF RFC 0793: "Transmission Control Protocol”.

[18] IETF RFC 5681: "TCP Congestion Control".

NOTE: |ETF RFC 5681 obsoletes |[ETF RFC 2581: " TCP Congestion Control".
[19] IETF RFC 6298: "Computing TCP's Retransmission Timer".

NOTE: |ETF RFC 6298 obsoletes IETF RFC 2988: "Computing TCP's Retransmission Timer".

[20] IETF RFC 1122: "Requirements for Internet Hosts - Communication Layers".

[21] IETF RFC 0791: "Internet Protocol"”.

[22] ETSI ES 282 002: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking:(THSPAN ); PSTIN/I SN Emulation Sub-system (PES); Functional
architecture”.

[23] IETF RFC 0822: " Standard for the formab of ARPA linternet text messages'.

[24] IETF RFC 5322/ Internet,M essage Format”.

NOTE: |ETF RFC 5322 obsoletes IETF RFC 2822: "Internet M essage Format".

[25] ETSI TS 123 228: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; IP Multimedia Subsystem (IMS);
Stage 2 (3GPP TS 23.228)".

[26] IETF RFC 3261: "SIP: Session Initiation Protocol".

[27] IETF RFC 4506: "XDR: External Data Representation Standard".

[28] SO 13616-1:2007: "Financial services - International bank account number (IBAN) -
Part 1. Structure of the IBAN".

[29] I SO 9362:2009: "Banking - Banking telecommunication messages - Business identifier
code (BIC)".

[30] Void.

[31] ETSI TS 125 413: "3rd Generation Partnership Project; Technical Specification Group Radio

Access Network; UTRAN lu interface Radio Access Network Application Part (RANAP)
signalling (3GPP TS 25.413)".

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

authorized organization: any authority legally authorized to request or receive retained data e.g. a Law Enforcement
Agency

Handover Interface A (HI-A): administrative handover interface comprising requests for information and their
responses

Handover Interface B (HI-B): data handover interface comprising the retained data transmission of information

issuing authority: any entity possessing the necessary jurisdiction and authority pursuant to law to compel a service
provider to deliver retained subscriber information or traffic data specified in a query

lawful authorization: permission granted to an Authorized Organization under certain conditions to request specified
telecommunications retained data and requiring co-operation from a network operator/service provider/access provider

NOTE: Typicaly, thisrefersto awarrant or order issued by alawfully authorized body.

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject

number: any address (E.164, IP, email, URI) used for routing in a network or in a service on a user level or
network/service level

receiving authority: any entity possessingthe-negessaryyauthority-pursuant to law and the technical means to receive
retained subscriber information or traffic data delivered by a service provider

request: legal requirement for a Communicati ons Servilce Provider (CSP) to/disclose retained data in accordance with
relevant national law

responseto request of information: response from the CSP to the authorized organization acknowledging or rejecting
areguest for information

retained data record: set of data elements for a specific subscriber/user related to a specific service transaction
servicetransaction: instance of a service given by a CSP to a subscriber/user
service transaction record: set of data elements describing a service transaction (details to be determined)

transmission of infor mation: transmission of retained data from the CSP to the receiving authority

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACK Acknowledge

ADSL Asymmetric Digital Subscriber Line
AO Authorized Organization

APN Access Point Name

ASCII American Standard Code for Information Interchange
ASN Abstract Syntax Notation

BER Basic Encoding Rules

BIC Business Identifier Code

CPE Customer Premises Equipment

Cs Circuit Switched

CsP Communications Service Provider
CSPID CSP Identifier

DNS Domain Name System
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DR
DRD
DSA
DSL
DSS
DVD
EMS
GGSN
GPRS
GSM
HI
HI-A
HI-B
HTTP
HTTPS
IBAN
ICCID
ID
IEI
IMAP
IMEI
IMS
IMSI
P
IPSec
IRI
ISDN
ISUP
LAN
LEA
LI
MAC
MF-B
MMS
MS
MSC
MSISDN
MSN
NA
NAS
PDP
PDU
PS
PSTN
PUK
RAI
RD
RDHI
SAl

SDP
SGSN
SHA
SIM
SIP
SMS
SMTP
TCP
TL
TLS
TR
TV

12

Data Retention

Data Retention Directive

Digital Signature Algorithm

Digital Subscriber Line

Digital Signature Standard

Digital Versatile Disc or Digital Video Disc
Enhanced Messaging Service
Gateway GPRS Support Node
General Packet Radio Service
Global System for Mobile communications
Handover Interface

Handover Interface A

Handover Interface B

HyperText Transfer Protocol
HyperText Transfer Protocol over Secure Socket Layer
International Banking Account Number
Integrated Circuit Card ID

| Dentifier

Information Element Identifier
Internet Message Access Protocol
International Mobile Equipment |dentity
IP Multimedia Subsystem
International Mobile Subscriber Identity
Internet Protocol

Internet Protocol Security

Intercept Related Information
Integrated ServicesDigital Network
ISDN User Part

Local Area Network

Law Enforcement Agency

Lawful Interception

Media Access Control

Mediation Function.B

Multimedia Messaging ‘Service
Mobile Station

Mobile Switching Centre

Mobile Subscriber ISDN number
Multiple Subscriber Number
Network Access

Network Access Server

Packet Data Protocol

Protocol Data Unit

Packet Switched

Public Switched Telephone Network
Personal Unblocking Key

Routing Area I dentifier

Retained Data

Retained Data Handover Interface
Service Area ldentifier

SMS Centre

Session Description Protocol
Serving GPRS Support Node
Secure Hash Algorithm

Subscriber Identity Module

Session Initiation Protocol

Short Message Service

Simple Mail Transfer Protocol
Transmission Control Protocol
Latency Time

Transport Layer Security

Time of the Request

Television
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UMTS Universal Mobile Telecommunication System

URI Uniform Resource Identifier

UTF Unicode Transformation Format

UTM Universal Transverse Mercator

WGS World Geodetic System

XML eXtensible Markup Language
4 Overview of handover interface
4.1 Reference model

The generic Handover Interface adopts a two-port structure such that administrative request/response information
(HI-A) and Retained Data Information (HI-B) are logically separated.

Figure 1 is the reference model for the request and transmission of retained telecommunications data.

Handover interface HI-A:
administrative

csp < »|  Authorized

: Organization
Handover interface HizB:

transmission af RD material

NOTE 1: The term Authorized @rganization-coversany.agencydegally fauthorized to .make RDHI requests
(see clause 3.1).

NOTE 2: HI-B delivers data from CSP to the Authorized Organization. There may be related supporting lower level
messages from the Authorized Organization to CSP on HI-B.

Figure 1. Functional diagram showing handover interface Hl

Each of these two parties can be expanded to show some of their internal functions. Thisis not to proscribe how
implementations of the present document must be organized, and is purely informational.

Within the CSP block, three internal CSP functions can be identified: an administrative function to manage the RD
requests and responses; a data collection function to collect data from the various internal network elements and prepare
the data for retention; a data store management function to index and store the data, execute queries, and manage the
maximum retention period for RD.

Within the Authorized Organization block, two functions can be identified: an issuing authority responsible for
initiating new RDHI requests; areceiving authority to accept the RDHI responses. In many situations, the authority
issuing arequest will also be the authority to receive the responses. However, the issuing authority may indicate a
different delivery point for HI-B responses, in which case the issuing authority and receiving authority will be different.

These interna functions, and the interfaces between them, do not form a normative part of the present document.
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