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Abstract: Security mechanisms for IEEE 802.11 are defined in this amendment, which includes a
definition of WEP for backward compatibility with the original standard, IEEE Std 802.11, 1999 Edi-
tion. This amendment defines TKIP and CCMP, which provide more robust data protection mech-
anisms than WEP affords. It introduces the concept of a security association into IEEE 802.11 and
defines security association management protocols called the 4-Way Handshake and the Group
Key Handshake. Also, it specifies how IEEE 802.1X may be utilized by IEEE 802.11 LANs to effect
authentication.
Keywords: AES, authentication, CCM, CCMP, confidentiality, countermeasures, data authenticity,
EAPOL-Key, 4-Way Handshake, Group Key Handshake, IEEE 802.1X, key management, key mix-
ing, Michael, RC4, replay protection, robust security network, RSN, security, security association,
TKIP, WEP
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International Standard ISO/IEC 8802-11:2005/Amd.6:2006(E) 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

Amendment 6 to ISO/IEC 8802-11:2005 was prepared by Joint Technical Committee ISO/IEC JTC 1, 
Information technology, Subcommittee SC 6, Telecommunications and information exchange between 
systems. 
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the
IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus develop-
ment process, approved by the American National Standards Institute, which brings together volunteers representing varied
viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve with-
out compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus devel-
opment process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained
in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other dam-
age, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting
from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained herein is free from patent infringement. IEEE Standards documents are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market,
or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint expressed at the
time a standard is approved and issued is subject to change brought about through developments in the state of the art and
comments received from users of the standard. Every IEEE Standard is subjected to review at least every five years for revi-
sion or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to conclude
that its contents, although still of some value, do not wholly reflect the present state of the art. Users are cautioned to check
to determine that they have the latest edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other services
for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other person or
entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the advice of a com-
petent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to specific
applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate action to prepare
appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is important to ensure that any
interpretation has also received the concurrence of a balance of interests. For this reason, IEEE and the members of its soci-
eties and Standards Coordinating Committees are not able to provide an instant response to interpretation requests except in
those cases where the matter has previously received formal consideration. At lectures, symposia, seminars, or educational
courses, an individual presenting information on IEEE standards shall make it clear that his or her views should be considered
the personal views of that individual rather than the formal position, explanation, or interpretation of the IEEE. 

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation with
IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate
supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board

445 Hoes Lane

P.O. Box 1331

Piscataway, NJ 08855-1331USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

NOTE−Attention is called to the possibility that implementation of this standard may require use of subject
matter covered by patent rights. By publication of this standard, no position is taken with respect to the exist-
ence or validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents for which a license may be required by an IEEE standard or for conducting inquiries into the legal valid-
ity or scope of those patents that are brought to its attention.
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Introduction

Enhanced security services and mechanisms for the IEEE 802.11 medium access control (MAC) beyond
those features and capabilities provided by the wired equivalent privacy (WEP) mechanism of the base stan-
dard, IEEE Std 802.11, 1999 Edition, are defined in this amendment. This amendment retains the WEP fea-
ture for purposes of backwards compatibility with existing IEEE 802.11 devices, but WEP is deprecated in
favor of the new security features provided in this amendment.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http://
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for
errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying
patents or patent applications for which a license may be required to implement an IEEE standard or for
conducting inquiries into the legal validity or scope of those patents that are brought to its attention. A patent
holder or patent applicant has filed a statement of assurance that it will grant licenses under these rights
without compensation or under reasonable rates and nondiscriminatory, reasonable terms and conditions to
applicants desiring to obtain such licenses. The IEEE makes no representation as to the reasonableness of
rates, terms, and conditions of the license agreements offered by patent holders or patent applicants. Further
information may be obtained from the IEEE Standards Department.

Participants

At the time the draft of this amendment was sent to sponsor ballot, the IEEE 802.11 Working Group had the
following officers:

Stuart J. Kerry, Chair
Al Petrick and Harry Worstell, Vice-Chairs

Tim Godfrey, Secretary
Brian Mathews, Publicity Standing Committee

[This introduction is not part of IEEE Std 802.11i™-2004, IEEE Standard for Information
Technology—Telecommunications and Information Exchange Between Systems—Local and
Metropolitan Area Networks—Specific Requirements—Part 11: Wireless Medium Access Control
(MAC) and Physical Layer (PHY) Specifications—Amendment 6: Medium Access Control (MAC)
Security Enhancements.)]
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Tan Teik-Kheong, Wireless Next Generation Standing Committee
Terry L. Cole, Editor

John Fakatselis, Chair Task Group e
Duncan Kitchen, Vice-Chair Task Group e

Sheung Li, Chair Task Group j
Richard Paine, Chair Task Group k
Bob O’Hara, Chair Task Group m

Bruce Kramer, Chair Task Group n

When the IEEE 802.11 Working Group approved this amendment, the Task Group I had the following
membership:

David Halasz, Chair
Jesse Walker, Editor

Frank Ciotti, Secretary
Osama Aboul-Magd
Tomoko Adachi
Jaemin Ahn
Thomas Alexander
Areg Alimian
Richard Allen
Keith Amann
Dov Andelman
Merwyn Andrade
Carl Andren
David Andrus
Butch Anton
Hidenori Aoki
Tsuguhide Aoki
Michimasa Aramaki
Takashi Aramaki
William Arbaugh
Lee Armstrong
Larry Arnett
Hiroshi Asai
Yusuke Asai
Arthur Astrin
Malik Audeh
Geert Awater
Shahrnaz Azizi
Floyd Backes
Jin-Seok Bae
David Bagby
Dennis Baker
Ramanathan Balachander
Jaiganesh Balakrishnan
Boyd Bangerter
John Barr 
Simon Barber
Farooq Bari
Michael Barkway
Kevin Barry
Anuj Batra
Burak Baysal
Tomer Bentzion
Mathilde Benveniste

Don Berry
Jan Biermann
Arnold Bilstad
Harry Bims
Bjorn Bjerke
Simon Black
Jan Boer
William Brasier
Jennifer Bray
Phillip Brownlee
Alex Bugeja
Alistair Buttar
Peter Cain
Richard Cam
Nancy Cam-Winget
Bill Carney
Pat Carson
Broady Cash
Jayant Chande
Kisoo Chang
Clint Chaplin
Ye Chen
Hong Cheng
Greg Chesson
Aik Chindapol
Sunghyun Choi
Won-Joon Choi
Woo-Yong Choi
Yang-Seok Choi
Per Christoffersson
Simon Chung
Ken Clements
Sean Coffey
Terry L. Cole
Paul Congdon
W. Steven Conner
Charles Cook
Kenneth Cook
Mary Cramer
Steven Crowley
Nora Dabbous

Rolf De Vegt
Javier del Prado Pavon
Georg Dickmann
Yoshiharu Doi
Brett Douglas
Simon Duggins
Baris Dundar
Bryan Dunn
Roger Durand
Eryk Dutkiewicz
Mary DuVal 
Yaron Dycian
Dennis Eaton
Peter Ecclesine
Jonathan Edney
Bruce Edwards
Natarajan Ekambaram
Jason Ellis
Darwin Engwer
Jeff Erwin
Andrew Estrada
Christoph Euscher
Knut Evensen
John Fakatselis
Lars Falk
Steve Fantaske
Paul Feinberg
Alex Feldman
Weishi Feng
Nestor Fesas
Matthew Fischer
Wayne Fisher
Helena Flygare
Brian Ford
Ruben Formoso
Sheila Frankel
John Fuller
James Gardner
Atul Garg
Albert Garrett
Ramez Gerges
Noam Geri
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Major contributions were received from the following individuals:

This project was balloted using individual balloting. The following members of the balloting committee
voted on this amendment. Balloters may have voted for approval, disapproval, or abstention.

Richard Williams
James Wilson
Steven Wilson
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Jin Kue Wong
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Yang Xiao
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Zhun Zhong
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