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Intellectual Property Rights 
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (http://ipr.etsi.org). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Foreword 
This draft European Standard (EN) has been produced by ETSI Technical Committee Digital Enhanced Cordless 
Telecommunications (DECT), and is now submitted for the combined Public Enquiry and Vote phase of the ETSI 
standards EN Approval Procedure. 

The present document is part 7 of a multi-part deliverable ([1] to [8]). Full details of the entire series can be found in 
part 1 [1]. 

The following cryptographic algorithms are subject to controlled distribution: 

a) DECT Standard Authentication Algorithm (DSAA); 

b) DECT Standard Cipher (DSC). 

These algorithms are distributed on an individual basis. Further information and details of the current distribution 
procedures can be obtained from the ETSI Secretariat at the address on the first page of the present document. 

Further details of the DECT system may be found in ETSI TR 101 178 [i.1] and ETSI ETR 043 [i.2]. 

 

Proposed national transposition dates 

Date of latest announcement of this EN (doa): 3 months after ETSI publication 

Date of latest publication of new National Standard 
or endorsement of this EN (dop/e): 

 
6 months after doa 

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa 

 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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Introduction 
The present document contains a detailed specification of the security features which may be provided by DECT 
systems. An overview of the processes required to provide all the features detailed in the present document is presented 
in figures 0.1 and 0.2. 

 

Figure 0.1: Overview of DECT historic security processes 
(until revision V2.3.1 of the present document) 
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Figure 0.2: Overview of DECT current security processes 
(from revisions V2.4.1 and V2.5.1 of the present document) 
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Clause 5 is concerned with specifying how certain cryptographic algorithms are to be used for the security processes. 
Three algorithms are required: 

• an authentication algorithm; 

• a key stream generator for MAC layer encryption; and 

• a key stream generator plus a Message Authentication Code generator for CCM authenticated encryption. 

The key stream generator is only used for the MAC encryption process, and this process is specified in clause 4.5.4. 

The key stream generator plus a Message Authentication Code generator for CCM encryption are used for the CCM 
authenticated encryption and this process is described in clauses 4.5.5 and 6.6.  

For both encryption processes, the authentication algorithm may be used to derive authentication session keys and 
cipher keys, and is the basis of the authentication process itself. The way in which the authentication algorithm is to be 
used to derive authentication session keys is specified in clause 5.2. The way in which the algorithm is to be used to 
provide the authentication process and derive cipher keys is specified in clause 5.3. 

Neither the key stream generator nor the authentication algorithm are specified in the clause 5 of the present document. 
Only their input and output parameters are defined. In principle, the security features may be provided by using 
appropriate proprietary algorithms. The use of proprietary algorithms may, however, limit roaming in the public access 
service environment, as well as the use of PPs in different environments. 

For example, for performance reasons, the key stream generator for MAC layer encryption will need to be implemented 
in hardware in PPs and FPs. The use of proprietary generators will then limit the interoperability of systems provided by 
different manufacturers. 

Five standard algorithms have been specified. These are the DECT Standard Authentication Algorithm (DSAA, see 
annex H), the DECT Standard Authentication Algorithm #2 (DSAA2, see annex L), the DECT Standard Cipher (DSC, 
see annex J), the DECT Standard Cipher #2 (DSC2, see annex M) and the CCM Authenticated Encryption Algorithm 
(see annex N). 

The DECT Standard Authentication Algorithm #2 (DSAA2, see annex L) and the DECT Standard Cipher #2 (DSC2, 
see annex M) are based on AES [10] and were introduced with the revision V2.4.1 of the present document. 

The CCM Authenticated Encryption Algorithm (CCM, see annex N) is also based on AES [10] and was introduced with 
the revision V2.5.1 of the present document. 

The DECT Standard Authentication Algorithm (DSAA) and the DECT Standard Cipher (DSC) are confidential. 
Because of their confidential nature, these algorithms are not included in the present document. However, the 
algorithms will be made available to DECT equipment manufacturers. The DSAA may also need to be made available 
to public access service operators who, in turn, may need to make it available to manufacturers of authentication 
modules. 

The DECT Standard Authentication Algorithm #2 (DSAA2), the DECT Standard Cipher #2 (DSC2) and the CCM 
Algorithm (CCM) are publicly available and they are defined in annex L (DSAA2), annex M (DSC2) and annex N 
(CCM) of the present document. 

Clause 6 is concerned with integrating the security features into the DECT system. Four aspects of integration are 
considered. The first aspect is the association of user security parameters (in particular, authentication keys) with DECT 
identities. This is the subject of clause 6.2. The second aspect of integration is the definition of the NWK layer protocol 
elements and message types needed for the exchange of authentication parameters across the air interface. This is dealt 
with in clause 6.3. The MAC layer procedures for the encryption of data passed over the air interface are the subject of 
clause 6.4. Finally, clause 6.5 is concerned with security attributes which DECT systems may support, and the NWK 
layer messages needed to enable PPs and FPs to identify which security algorithms and keys will be used to provide the 
various security services. 

Clause 7 is concerned with key management issues. Careful management of keys is fundamental to the effective 
operation of a security system, and clause 7.2 is intended to provide guidance on this subject. The clause includes an 
explanation of how the DECT security features may be supported by different key management options. 
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