ETSI TR 103 290 vi.1.1 o15-04)



�.��Hl)q�o��irT��md<=E��tӞ�����=mZ�+�h��X
ќ��ï�"[��5�?N�����t���M֔�-8��
r�f���g��z���a�겿g�#�~�����'��'������

2 ETSI TR 103 290 V1.1.1 (2015-04)

Reference
DTR/SmartM2M-022ed111 SmartCit

Keywords
loT, M2M

ETSI

650 Route des Lucidles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00+ Fax: +33 4 93 65 4716

Siret N° 348 628 562 00017 - NAF 742 C
Association adhutnon ldcratif enregistrée.a la
Sous-Préfeeture de Grasse (06) N°.7803/88

Important notice

The present document can be downloaded from:
http:/Awww-etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall*not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2015.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


�W��u-�O�p��L
��T��D;�	���Z���,��:���k�RQx^���,IC��ˌX"X!c��P�u���l�g���N���h�L�����Jw���(�ݤ	���Ǭ�ƾ��^�����O�Sm

3 ETSI TR 103 290 V1.1.1 (2015-04)

Contents

Intellectual Property RIGNES.... ..ot e e b e 4
0 L= V1V (o RS 4
MoOdal VErDS TEMINOIOQY ... .ccveieeiii ettt ettt e e s re s be e b e sbeeaeesbesreensesaeeaseseesneensesreeneensensens 4
1 o0 0L SR 5
2 S = (= (0= S 5
21 N0 RV = L = S 5
2.2 R iTe T = AV =, 1 = 10T SRS 5
3 F N oo £= Y (0] 1SS 7
4 DEfiNitioN OF SMEAIT CILY .....veiviieiiieiieeeeeee ettt b e b s e e e e ene b e 8
5 Stakeholders iNVOIVEd iN SMAT CitY .......cooiiieeeee e 9
6 Use case examples of communities that have created Smart Citiesin the following areas................... 10
6.1 L= 0o ] OO FTOP PP PTSPRRPRN 10
6.2 SMArt CIteS, SMAIT WaLES ....c.veeiecece e et Tttt e e s e s te et e e teeteeneesneesaeesseeseenseenteeneenneesnensneas 10
6.3 Building Management (Residential and COmMMErCIal) .52 vy Bt 11
6.4 CUITUIE & TOUMSIML...eiiieiie et et te e teeteete et e oa e e e te e e e saeesreebeenbeenteeneeeneesteesenas 11
6.5 Governance & admiNiStratioN.........ccueieeiieiee e R e srrae et eere e ree e 5 e Bt reseesteesaeesreebeenreenreeaeeeneesaeesrnas 12
6.6 Smart City COMMUNItIES USE CBSES .....evevereee o e i pad Tttt 13
6.6.1 DevelOped CItIES......ceivereeerierieeriereee i B e B et B3 e Lttt ettt sttt 13
6.6.2 (DS Y 7 [o] o T g0 O (1= S S o o 13
6.6.3 (€17 = 0 1T Lo . S BN o S s PR 13
7 Framework required to build @ SIart Cily..........c oyt see e e sre e ee e e et sresreeaesresreas 14
7.0 LT 0T = R S e SRS 14
7.1 10T Infrastructure for SMart CitiES ... ... i ettt ettt e e e st e s be e s be e reereeaeeenes 15
7.2 Machine to Maching COMMUNICALION ........... o i et ete ettt e st e et e et e eabesaeesre e beereeneesaneeans 15
7.3 Smart CitieS SErVIiCe INTEGIratiON .......coveaiaee ettt e et sae e e sneene e e eneas 16
8 Role of Information Security fOr SMartCitIES ........oivevrieeere e 19
9 Potential standards available....... 0 it e e ere s 21
9.0 LT 0T o SRS 21
9.1 Data communication withinwhite'goods and its relevance to Smart Cities..........coeevireinineinneresees 21
9.2 Information Management IN SGAM ..ot e et b bbb sa b ens 21
O T ] 1o 11 o o RS 22
Annex A: I 2RSSR 23
Annex B: (271 o] Lo o [o=To] Y2 25
L 11 (TSP OPT PR PRTORPRPROTN 26

ETSI


�=c�ޚ�M�?�Y���9���<����
0����Z��7�y���ڸ�*:������KnZÜ!
�����-���M_�&�Y����S6�������԰}��w����Y��b\I�QK'��'!m�XI�<

4 ETSI TR 103 290 V1.1.1 (2015-04)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Smart Machine-to-Machine
communications (SmartM2M).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should_net", "may", "need hot", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules(\V.erbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document would undertake compilation and review of activities taking place in the area of Smart City. It
will analyse the relevance of Smart City applications, and possible underlying network architecture. The present
document will describe use case descriptions for Smart City applications in context of but not limited to 10T
communications.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valjd.at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the gpplication of the present’document.

Not applicable.

2.2 Informative references

References are either specific (identified by:date of, publication and/or-edition number or version number) or
non-specific. For specific references, only-the citéd version applies.\For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE: Whileany hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area:

[i.1] Toward a framework:for Smart Cities: A Comparison of Seoul, San Francisco & Amsterdam.

NOTE: Availableat http://iis-db.stanford.edu/evnts/7239/Jung_Hoon Lee final.pdf

[i.2] Gordon Falconer Shane Mitchell: "Smart City Framework A Systematic Process for Enabling
Smart+Connected Communities'.

NOTE: Available at https://www.cisco.com/web/about/ac79/docs/ps/motm/Smart-City-Framework.pdf

[i.3] The Role of Standardsin Smart Cities |ssue 1.

[i.4] http://www.gartner.com/technol og.

[i.5] http://www.idc.com.

[i.6] CleanTechnica: "Predictive Energy Optimization: Smart Buildings, Smart Grids, Smart Cities'.

NOTE: Available at http://cleantechni ca.com/2014/02/12/predictive-energy-opti mization-smart-buil dings-smart-
grids-smart-cities/#OkeRr1jvH9JIBIACL .99

[i.7] IBM: "Smarter Buildings".

NOTE: http://www.ibm.com/smarterplanet/us/en/green buildings/overview/

[i.8] http://www.smartsantander.eu/.
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[i.9]

NOTE:

[i.10]

NOTE:

[i.11]

NOTE:

[i.12]

NOTE:

[i.13]

NOTE:

[i.14]

NOTE:

[i.15]

[i.16]

[i.17]

[i.18]
[i.19]
[i.20]
[i.21]
[i.22]

NOTE:

[i.23]
[i.24]
[i.25]
[i.26]

[i.27]

[i.28]
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SmartSantanderRA: " Santander Augmented Reality Application”.

Available at http://www.smartsantander.eu/index.php/blog/item/174-smartsantanderra-santander-
augmented-reality-application.

Ojo et al.: "Designing next generation smart city initiatives - Harnessing findings and lessons from
a study of ten smart city programs’.

Available at http://ecis2014.eu/E-poster/files/0575-filel.pdf.

CEN/CENELEC: "Smart cities".

Available at http://www.cencenel ec.eu/standards/Sectors/SmartL i ving/smartcities/Pages/def ault.aspx

"A vision of a smarter city".

Available at www.foresi ghtfordevel opment.org/sobipro/downl oad-file/46-155/54.

"Smart citiesin Europe”.

Available at http://www.smartcitiesi neurope.com/category/best-practices/?orderby=title& order=ASC.

ANSSC: "Directory of Smart and Sustainable Cities Standardization Initiatives and Related
Activities".

Available at http://bit.ly/1hV CrlY.

ETSI TS 103 264: "SmartM2M Smart Appliances Commion©ntology and SmartM 2M/oneM 2M
mapping"”.

ETSI TS 103 267: "SmartM2M Smart Appliances Application of ETSI M2M Communication
Framework™.

Smart Grid Task Force EG2-deliverabl e Proposal for alist of Security Measures for Smart Grids
(EnisaSG)".

ETSI TS 118 102: "Requirements”.

ETSI TS 118 101: " Functional Architecture”.

ETSI TS 102 689: "Machifie-to-Machine communications (M2M); M2M Service Requirements'.
ETSI TS 102 690:"Machine-to-Machine communications (M2M); Functional architecture”.
European Parliament: "Mapping Smart Citiesin the EU".

Available at http://issuu.com/aie _eur_electrical _contractors/docs/ipol-itre et 2014 507480 en/1.

BS 25999-1: "Business continuity management -Part 1: Code of practice".
SO 22301: "Business Continuity Management System Self Assessment Questionaire”.
Hatzelhoffer, L. et a.: "Smart City in Practice". Jovis Verlag, Berlin, 2012.

CEN-CENELEC-ETSI Smart Grid Coordination Group: " SG-CG/M490/F-Overview of SG-CG
Methodologies', Version 3.0, November 2014 (Annex 5 to CENELEC BT149/DG9624/DV).

ISO/IEC 27001: "Information technology -- Security techniques -- Information security
management systems -- Requirements”.

I SO/IEC 29100: "Information technology -- Security techniques -- Privacy framework™.
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3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
ADSL Asymmetric digital subscriber line
AKA Also Known As
API Application Programming Interface
APTS Advanced Public Transportation Systems
ATIS Advanced Traveller Information Systems
ATMS Advanced Traffic Management Systems
BCM Business Continuity Management
BSI British Standards I nstitute
BUTLER uBiquitous secUreinTernet_of _things with Location and contEx-awaReness
COSEM Companion Specification for Energy Metering
CSE Common Services Entity
DSL Digital Subscriber Line
EC European Commission
ENISA European Network and Information Security Agency
EnisaSG European Network and Information Security Agency Security Group
GPRS General packet radio service
HSDPA High Speed Downlink Packet Access
IBM International Business Machines
ICT Information and Communication Technology
IDC International Data Corporation
IEC International Electrotechnical Corimissian
IP Internet protocol
ISO International Organisation for, Standards
ITS Intelligent Transport Systems
LTE Long Term Evolution
M2M Machine-to-Machine
M-bus Meter - Bus
NFC Near Field Communication
NGN Next Generation Network
NGO Non Governmental Organisation
NRW Non - Revenue Water
PLT Power Line Telecommunication
POI Points Of Interest
QoE Quality of Experience
QoS Quiality of Service
SAP Smart Appliances
SAR Special Administration Region
SCADA Supervisory Control and Data Acquisition
SCL Service Capability Layer
SGAM Smart Grid Architecture Model
URI Universal Resource Identifier
VDSL Very high speed Digital Subscriber Line
Wi-Fi Wireless Fiddlity
WLAN Wireless Local Area Network
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4 Definition of Smart City

A city can be defined as 'smart’ when investments in human and social capital and traditional (transport) and modern
(ICT) communication infrastructure fuel sustainable economic development and a high quality of life, with awise
management of natural resources, through participatory governance. Figure 1 shows the elements involved in making a
City Smart.
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Figure 1

Some other definitions of Smart cities are the following:

"A smart city is based on intelligent exchanges of information that flow between its many different Subsystems. This
flow of information is analysed and trandated into citizen and commercial services.

The city will act on thisinformation flow to make its wider ecosystem more resour ce-efficient and Sustainable. The
information exchange is based on a smart governance operating framework Designed for cities sustainable." (Gartner,
2011 [i.4])

"Smart city" [refersto] alocal entity - a district, city, region or small country - which takes a Holistic approach to
employ[ing] information technologies with real-time analysis that encourages Sustainable economic devel opment."
(IDC, 2011 [i.5])

Smart city is about connecting users and data across multiple domains to share information. It can be described as a City
described by the many technologies see figure 2 (from [i.1]) this shows the main domain covered in Smart city:
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Priority objectives for the City

Integrated vision: information sharing and transversal management of challenges
Efficiency and quality in management: optimizing resources, creating synergies, learning and

fnnovaﬂng
Technology deployment through three plans

——
Introduction diagram for the Smart City

Deﬁnng Technology deployment/ ot

Imegrined in Public 5 Phases
e i T VolNLAN  Optical fibre initiative Private Calendar
funcaioosl Pay intiative Pilats
Chm
Social services  participation  HeSEE WIFI Radsolink RELEE Agresment Payment for Successes Stages
Netwark GFRS usage
Envionment  Seryjces  Imigation Technologies Models b e Introduction
Lahis Emermgencies. _ MAN R Em::_‘ﬂs Grants Assessment Hoge
S Maintenance Digital G‘."D LAN  sensars RED Concessions Control Supply
Energy Sequrity I":;";"’r'nus‘m Wide Service contract Domains
T WaN
ransport A\
Figure<2

5

Stakeholders involved inrSmart City

There are many interpretation of a Smart city Framewaork; however the'key stakeholders that should be covered in any
framework should be according to the following list\[i2]:

Government or City authorities:“should-'support-theinitiative,of smart city for it to work. The government will
be able to bring multiple groups together to establish common language for Smart Cites. For example in the
UK the British Standards Institution backed by:the-government is devel oping standards for Smart Cities[i.3].

Private Sector: the private sector need to,be educated on "how"-policies and business models necessary for
implementing Smart City solutions works, without the private sector the whole community does not get a buy
in.

Public Sector: Smart cities are'not likely to develop without initiative and involvement from the local public
authorities to federate all actors (Water, energy, waste utilities; Healthcare and emergency services; Public
transport and traffic regulation; and telecommunication service providers), whether they are public or privately
operated.

Service providers: Smart cities need to accommodate the involvement of multiple service providers, asit is
likely that the multiple sectors to aggregate will not accommodate a universal choice, especially if services are
to be offered to citizens on their own devices. Furthermore, to support a viable ecosystem, the diversity of
services involved in the aggregation, which are each of significant complexity, can potentially be operated by
specialized actors: Telecommunication, M2M data dissemination, Analytics, Security and Trust, etc.

Academics and NGOs: are stakeholders that focusing on the "how" rather than on the "why". Both, of course,
are important, but focusing too much on the "why" will hinder quick adoption of solutions and initiatives.

Residents of the city: this group of stakeholder are the recipient of Smart city services.
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6 Use case examples of communities that have
created Smart Cities in the following areas

6.1 Transport

With the boom in motorization, urbanization and population growth over the last century, transport has played a
fundamental role in the development of the economy and society, and as a direct consequence has shaped daily life.
However, transport supply has often been unable to fulfil the rapidly increasing demand for it, and hasitself contributed
to anumber of problems including congestion and pollution. Solving these problems by suppressing demand or
expanding supply is not redlistic asin either case there are constraints in place. However, the rapid development of
information and communication technology in the last few decades provides new opportunities to manage and perhaps
alleviate such problems. Intelligent transport systems (ITS) in which knowledge of transport patterns, preferences of the
transport users, the status of the transport infrastructure and other factors are brought together may help in better
managing the factors that cause these problems. The beneficial impacts are expected to be centred on more efficient use
of the available transport infrastructure on behalf of its users with additional benefits in improved safety, and reduced
vehicle wear, improved journey transportation times, and reductions in the overall energy consumption of the transport
infrastructure.

Intelligent Transport Systems (ITS) are a specialized subset of machine-to-machine communicationsin a software
driven and all-connected world. There are a number of dimensions.of 1TS as indicated-in the following list:

e  Advanced Traveller Information Systems (ATIS);
e  Advanced Traffic Management Systems (ATMS),
. I TS-Enabled Transportation Pricing Systems;

e  Advanced Public Transportation Systems (APTS);
e  Vehicleto-Infrastructure Integration (\A1); and

e  Vehicle-to-Vehicle Integration (V2V).

Supporting each of these capabilities both separately and together is a crucial aspect of Smart City. Integration of ITSto
Smart City can be viewed from a number of perspectives: Data integration; Communication integration. In practical use
data integration (syntactic and semantic) enables the sharing of data from multiple sources and is key to the
development of new economic models inSmart City through the merging of data - this may be seenin ITS services
such as multi-modal routing and multi=modal”congestion monitoring.

6.2 Smart Cites, Smart Water

One of acity's most important pieces of critical infrastructureisits water system. With populations in cities growing, it
isinevitable that water consumption will grow as well. The term "smart water" points to water and wastewater
infrastructure that ensures this precious resource - and the energy used to transport it - is managed effectively. A smart
water system is designed to gather meaningful and actionable data about the flow, pressure and distribution of acity's
water. Further, it is critical that that the consumption and forecasting of water use is accurate.

A city's water distribution and management system has to be sound and viable in the long term to maintain its growth
and should be equipped with the capacity to be monitored and networked with other critical systemsto obtain more
sophisticated and granular information on how they are performing and affecting each other. Additional efficiencies are
gained when departments are able to share relevant, actionable information. One example is that the watershed
management team can automatically share storm water modelling information which indicates probabl e flooding zones
and times based on predictive precipitation intelligence. The transportation department can then reroute traffic
accordingly and pre-emptively alert the population using mass notification.

Incorporating smart water technologies alows water providers to minimize non-revenue water (NRW) by finding leaks
quickly and even predicatively using real-time SCADA data and comparing that to model network simulations.
Reducing NRW also allows municipalities to recover costsincurred in treatment and pumping - this can be significant.
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