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Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

ThisETSI Standard (ES) has been produced by ETSI Technical Committee I ntegrated broadband cable
telecommunication networks (CABLE).

"DOCSISP® is aregistered Trade Mark of -Cable Television'Laboratories; Inc.; and'isused in the present document with
permission”.

Modal verbs terminology

In the present document "shall", "shall-not!};¢tshould!si'should-net"; " may";('need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines a core set of features that enable multiple subscriber devices to gain access to operator
provided high-speed data service using DOCSIS. This core set of features allows for both I|Pv4- and |1Pv6-enabled
devicesto gain connectivity to the Internet.

The eRouter is specified as an Embedded Service/Application Functional Entity (eSAFE) device that isimplemented in
conjunction with a DOCSI S cable modem device.

The core set of features defined in the present document includes the ability to provision multiple CPE devices, a
description of how to forward data to and from CPE devices, and also the ability to forward IP Multicast traffic to CPE
devices and among CPE devices.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary, forthe application of thepresent document.

[1] Cablel abs DHCP Options Registry Specification, CL-SP-CANN-DHCP-Reg-113-160317, March
17, 2016, Cable Television L aboratories; Inc.

[2] Cablel abs Generic Route Encapsul ation M B;, CLAB-GRE-MIB.

NOTE: Available at http://www.cablelabs.com/M I Bs/common/.

[3] Cablelabs Wi-Fi Gateway M1B, CLAB-GW-MIB.

NOTE: Available at http://www.cablelabs.com/M I Bs/common/.

[4] eDOCSIS™ Specification, CM-SP-eDOCSI S-128-150305, March 5, 2015, Cable Television
Laboratories, Inc.

[5] Universal Plug and Play Architecture Version 1.1, September 12, 2011.

[6] DOCSIS MAC and Upper Layer Protocol Interface Specification, CM-SP-MULPIv3.0-129-
151210, December 10, 2015, Cable Television Laboratories, Inc.

[7] DOCSIS Operations Support System Interface Specification, CM-SP-OSSIv3.0-128-151210,
December 10, 2015, Cable Television Laboratories, Inc.

[8] IETF RFC 792: "Internet Control Message Protocol”, J. Postel, September 1981.

[9] IETF RFC 826: "An Ethernet Address Resolution Protocol”, David C. Plummer, November 1982.

[10] IETF RFC 1122: "Requirements for Internet Hosts - Communication Layers’, R. Braden, October,
1989.

[11] IETF RFC 1157: "Simple Network Management Protocol (SNMP)", J.D. Case, M. Fedor,

M.L. Schoffstall, J. Davin, Simple Network Management Protocol (SNMP), May 1990.
[12] IETF RFC 1812: "Requirements for IP Version 4 Routers', F. Baker, June 1995.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Customer Edge Router (CER): provides specific services and forwarding capabilities necessary for establishing and
mai ntai ning the customer edge on the Operator-Facing I nterface (WAN)

NOTE: Inthisrole, Router application services such as DHCP, NAPT and Packet Filtering Firewall are enabled.
Customer-Facing I nterface: eRouter interface used for connecting CPE devices
NOTE: Asdefinedin[57], thisisalLoca Area Network (LAN) interface and is represented by aphysical port.

Customer-Facing I P Interface: IP interface connected to the eRouter that is not necessarily mapped one-to-one with
the number of customer-facing ports on the eRouter

NOTE: Asdefined in[57], thisisan IP LAN interface in which one or many physical ports are associated with an
IP address.

Customer-Facing Logical Interface: logical interface connected to the eRouter that is not necessarily mapped
one-to-one with the number of customer-facing ports on the eRouter

NOTE: Asdefinedin[57], thisisaLAN interface in which one or more physical ports are associated with a
logical interface, suchasaVLAN.

DNS Proxy Forwarding: mechanism in which the DNS queries of the LAN clients are proxied by the eRouter before
being transmitted to the service provider's DNS servers that the eRouter learned during DHCP
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Down Interface: interface on arouter that is further away from the I SP network than the 'Up' interface on that same
router
eRouter: eSAFE device that isimplemented in conjunction with the DOCSI'S embedded cable modem

Hard Reset: full reset of the eDOCSIS device and its constituent eSAFE application elements (such as the eRouter)
and embedded CM

Internet Gateway Device: remotely managed gateway device as defined in CPE WAN Management Protocol [62]

Link ID: 16 bits of both IPv4 and |Pv6 addresses chosen to uniquely identify each "link" or LAN segment (Customer-
Facing IP Interface) within the home network. Counting from the left, the Link ID includes bits 49 - 64 (fourth 16-bit
block) in an IPv6 address and bits 9 - 24 (middle two octets) in an |Pv4 address.

Multicast Subscription Database: simple table of entries for the IPv4 or IPv6 Multicast Group Membership
information maintained by the eRouter on respective interfaces

NOTE: Implementation details for storage of records are completely vendor-defined.
Operator-Facing I nterface: eRouter interface that is connected to the embedded cable modem

NOTE: Asdefinedin[57], thisisaWide Area Network (WAN) interface. In CPE WAN Management Protocol
(CWMP) thisis called an upstream interface.

Operator-Facing I P Interface: IP interface that is connected to the embedded cable modem and is provisioned with an
| P address provided by the operator

NOTE: Asdefined in [57], thisisaWAN interface.
Prefix: common address component; which definesa portion‘of a network

NOTE: The meanings of the terms Prefixiand(Subnet are jnterchangeable. The term Prefix isfavored in the
present document. See also Prefix Delegation.

Prefix Delegation: form of 1Pv6 address assignment-allowing the operator's DHCP server to delegate a prefix of a
specific length, such as /56! to a customer's router

NOTE: The delegation of one or more prefixes allows the router to further sub-divide and assign individual
prefixes (which are /64 in length) to its interfaces and/or provide prefix sub-delegation to additional
routers within the customer's network. Prefix Delegation occurs only between the operator's DHCP server
and arouter operating in the role of Customer Edge Router (CER). See al'so Customer Edge Router.

Reset: routine in which the operational state is interrupted by the instruction to shut down and restart

NOTE: Theterm issynonymous with the terms re-initialization and reboot. The term can describe either afull
devicereset (aHard Reset) or the re-initialization of an individual eSAFE's software application (a Soft
Reset) and any associated routines necessary to notify connected clients or other nodes of the device
becoming temporarily unavailable.

Service Discovery: set of protocols and methods that are used to discover services that are made available by hosts and
nodes within the customer network

Soft Reset: reset operation in which the software layer of the eRouter eSAFE application is re-initialized without
impacting other eSAFEs or the embedded CM within an eDOCSIS device

Subnet: portion of a network that shares a common address component

NOTE: The meanings of the terms Prefix and Subnet are interchangeable. The term Prefix isfavored in the
present document.

TR-069: term used to refer to the CPE WAN Management Protocol suite defined in [62]

TR-069 CPE: term used to refer to the CPE managed using the CPE WAN Management Protocol suite defined in [62]
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