ETS| TS 102 825-4 V1.2.2 (2013-12)

ﬂ,’
\«g& %

Q \
Digital Vldeogqﬁcasten ‘fDVB)
Content Protection an gp‘y Ma@ﬁ@%ment (DVB-CPCM);
Part 4: CR ysié@ﬁ@pemflcatlon

Qv <

OPERATING EUROVISION Dlgltal Video
Broadcasting


���N9d�,ڞ����7��'�1p��E���'f�u���RɽbK%�_�a����U���yЛ���"����
�����	�oB����,O�B�Q�d����je�4��߯�%�6^��!�F��q�Ӥo

2 ETSI TS 102 825-4 V1.2.2 (2013-12)

Reference
RTS/JTC-DVB-334-4

Keywords
broadcast, digital, DVB, TV

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00~ Fax: +33 4 93 65 4716

Siret N° 348 623 562 00017 - NAF 742 C
Association adutinon lucratif enregistrée-a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of theypresent document can be downloaded from:
bttp://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2013.
© European Broadcasting Union 2013.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™ and LTE ™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


�����}(*��3�[6-�uO+�:MM�XߎrL]���w���۷��&��׀�e5�����|x0J!�0���ํ\�	Y�}�	���[��������] ��Kě4ܸC�4��@P�bQ*��2�ق��

3 ETSI TS 102 825-4 V1.2.2 (2013-12)

Contents

Intellectual Property RIGNES.... ..ottt r e n e e n e 10
0T L= V1Yo (o USSR 10
F 100 U Tox 1 o] o ISR 10
1 000 RS SSPR 11
2 S = (= (0= S 11
21 N[l 0 A = = L = o 11
2.2 R ieTg gt A = (= 10 12
3 Definitions and abDbreVIatioNS..............coiiiiciici et st e st e s re e e sreeneenreereas 12
31 DEfINITIONS.....ccee ettt ettt et e et e et e e s beesbe e beeateeasesaeesaeesbeesbeenbeeasesseesteesbeesbeensesnsennnennes 12
3.2 ADDIEVIBLIONS ...ttt ettt et e e et e s hee s he e sbeebeeaeeeaeeebe e beeabeeaeeeaeeebeesaeesaeeebeenteenteeneeeneenteereas 12
4 BT O OV S o o ST 12
4.1 GENEIAl ..ottt ettt et e et e te e be e teeheesheeeheeaAtebeeateeheeeheeabeebeebeeteaaeaaeeaheeareeabeenteenteeaeeeteenteenreas 12
4.2 CPCM SECUIMLY TOOIDOX ....vicevieeiiceieetes et e e st et e e e e e e e e snaesaeesaeesseenseenseensenneesneenseenrens 13
4.3 CPCM Authorized Domain ManaQemENL .........ccueeeo i ereeeeeeeeeseesseesss@ f¥ereeseesseesseesseesssssssssssssessssssesssens 14
4.4 CPCM SYSLEM VEISIONING ....eveieeeeeieieeieeieeaesseessaadonessbesseesssensesssssssessees smedvhenmssdfasssssnsssssssssessessseessessssssesssenssens 14
45 CPCM Device phySiCal INtEITACES. ......ccviueiee s siedkime et eenreereese e iae s st e eeseesaesseesseesseenseesseessessessseessenssees 15
4.6 CPCM Instance LOgiCal INtEITACES. ... ....oiuee e bre et enesieenteeie e e gses S e esteeneesneesneesseesseeseenseensessensseessenssns 16
5 CPCM Dala TYPES .veecveeiieeiieeiieeieeieeitms e esne chaFsereenseesseesnsios enfisesnsesnsessesssesssesssesssesnsesssesssessesssessenns 19
51 (T 0T - OO S S ST PSRN SRRSO 19
52 2T S ol 1Y 01O TP o SO S o S TSP RTTUTRTRRR 20
521 CPCM WINESS ...l e e 0 L ettt e re e e 20
522 CPCM TrUSE CRECK ... pm e e ittt a @ 35wl Y eteseeneeteseeneebesaeneebeseeneeteseeneebesbeneesesbeneesestesensens 20
523 CPCM Message AuthentiCation €ode (IMAG) ..o s i et sttt e e sae e snee s 20
524 CPCM AD SECTEL ..o i @t uBine s ittt tese et etesee st ebesaeseebesee st ebeseeseebesbe e ebesbeneesesteseesens 20
525 Signed CPCM INStANCe CeartifiCale ... o i iie e ereereete st e e e e e s sae e sreesaeesae e e sraaste e se e reenteeensneeenes 20
5.2.6 (O 1Y/ o = 1Y/ o= ot S oL oo e 20
5.3 (01 @1V T (= (T o SRS 20
531 (O OV I Tt =g To R T (= 0 1) = A RSO PRRRPRRPR 20
5.3.2 CPCM CartifiCate IOt B s et s sre e sbe b e e reeebeesbeesbeesbeenneenneenns 20
533 CPCM Authorized Domain MAENtfIEr .........ceeiieie e ettt et e re e s 20
534 CPCM Content LiCenCe IABNMETIEN ......ccueeiieee ettt ettt re e s 21
54 CPCM A SLIUCLUIES........ve ettt cteectee st et e e e e st e st e ste e bt ebeeaseesseebeesba e beesbeeasesasesaeesaeesseenseensesntesssesseesseessnas 21
54.1 (O 11V I = (== a0 I U S 21
54.2 CPCM Instance CertifiCate BOOY.........cueierieiieiieie ettt e ee e aste et e s teenteenesneesnes 22
54.3 CPCM Instance CertifiCate CNaiN...........coiieieeie ettt e e et sna e teeste e reenteeeesneennes 23
54.4 (O 11V I @0 1 (=1 B = = P 24
5441 LC T g1 - TSR 24
54.4.2 CPCM Descrambler iNfOrMELioN ..........ueceeieiiecie et te e sreesae e ae e enaesnaesreenneas 25
5443 CPCM Usage State INfOrMELION.........oeiueeiriiieiiriieet sttt 25
545 CPCM deliVEry SIONAITING ..c.ccveieiieeiiteeetesee ettt sttt b e b e bbb e b e sb e e b e sbennenen 28
5.4.6 CPCM StatuS INFOrMBLION .......ecuiiciieciiccieecie ettt ettt e st e e e be e eesae e sae e saeebeeareeaeesbeasbeesbeesesnnesnnesans 29
54.7 CPCM Content handling OPEIALION...........ciueirerieieterieiete ettt ettt et se e ebe e seebesbennenens 30
54.8 CPCIM REVOCAION LISt .. .ctiiviciiictiectiecteecie et st e st et et ebe e st e et e e beeeesaeesaeesaeebeeaseessastessbaebeesesnsesnnesnns 31
549 CPCM AUXITTBIY DEEA .....cvieetirieietisteieteste ettt ettt et b e s s e b et b e seeae b seebesb e sbe e et e sbe e ebesbennenea 32
5.4.10 CPCM geographic 10cation iNfOrMELiON............cccuviiiiieseeie ettt e teeeesneeenes 33
54.11 CPCM geographic 10Cation fOrMaLS lISt.......cuecieeiiiieieesiee ettt ne e 34
54.12 CPCM geographiC ar@a fOrMAL ...........cceeieiieiieiiereerie ettt sae e e ne e ereesteeste e reeteennenneesnes 34
5.4.13 (@101 O Y T o o] i A = VS 35
5.4.14 (O 11V I o g e === U 35
5.4.15 CLC PIIVELE BIA. ...ttt sttt h ettt b et b e bt b e s b e e b e s b e e eb e s b sh e e eb e s b e e ebesbeneebenbennenea 36
54.16 REVOCALTON LISt IOCAEON ......eciviiivieieeee ettt ettt e e s s s ae e sae e teeaeeeaeeebeesbeesteesbeesbeenseennesnneeans 36
54.17 F N D I T T SRR 37
54.18 AD CAPBIDITTTY ...ttt e bbb e b bbbt b e n e 37

ETSI



o}��G���
�É��k�-�}s^�i�ܜ��2��܄�/��m��>�n���F}z��R�R:�E9s���ޛ�Z�����^Ă����v����U�t-���"vOe�H7+���{�o�z�5υDك���

5.4.19
5.4.20
54.21
5.4.22
5.4.23
54.24
5.4.25
5.4.26
54.27

6

6.1
6.2
6.2.1
6.2.2
6.22.1
6.2.2.2
6.2.2.3
6.2.24
6.2.25
6.2.2.6
6.2.3
6.2.4
6.2.5
6.3
6.3.1
6.3.2
6.3.2.1
6.3.2.2
6.3.3
6.4
6.4.1
6.4.2
6.4.2.1
6.4.2.2
6.4.2.3
6.4.24
6.4.2.5
6.4.2.6
6.4.2.7
6.4.2.8
6.4.3
6.43.1
6.4.3.2
6.4.3.3
6.4.34
6.4.3.5
6.5
6.5.1
6.5.2
6.5.2.1
6.5.2.2
6.5.2.3
6.5.3
6.5.3.1
6.5.3.2
6.5.3.3
6.5.34
6.5.3.5
6.5.3.6
6.5.4
6.54.1

4 ETSI TS 102 825-4 V1.2.2 (2013-12)

ADSE VBIUBS......c. ettt b bbbt e bRt b Rt ek e e e e bbb neene e re e 38
DC ADSE VAIUE IS ...ttt ettt bbbttt e b sb e b bt e st et e en e besbesb e e e enneneen 38
DC LOCA 1JONEITIEIS TISt....cvitieieteeteeeee ettt bbbt sb et b b e e eneneea 39
AD INEEIMEI FECOIT ...ttt bbbt bt s e e e e e b e seeeb e s aeeb e et e e e b e sb e ebesaeene e e ennees 39
AD INEEMNEI FECOIT TISE ...ttt et b et b e e b e bt b st eae e e e e s 40
CPCM extensiON dala Bl EMENT..........coiiieieeee ettt e bbb et et sb b ene e e ennas 40
Private €l @MENt SLIUCTUIE ... .oeieeeeieeeee ettt sttt a e e e e besaesbesseeseeseeseesbesneeseeneenseneens 40
Key Recovery INfOrmation SEIUCIUNE..........coueiririeeite ettt sttt st 41
External scrambling information structure (OPtIONAL) ........c.ooeeeierieiierne e 41
CPCM PIrOLOCOIS. ... .ccueeitistesteteee ettt s bttt b e et se e bbb e s e s e e e e e e e bt eb e ebe e b e e b e s e s e e eseenenbeanenb e s e nnennan 43
GBNEYEL ... ettt bt et h R R e e e R bR e R e eRe R £ oA e e R e Rt Rt eR e e Rt R e et e s e EeeReebenneene e e ennas 43
CPCM protocol MeSSage fFramEWOIK............uciieiieiie ettt sre e teeae e e enseenaesnaesreesneas 43
GBINENAL ... bbb h e AR R R b e R £ e E e Ee R e eE e Rt R e et e b e bR e nbesaeene e e ennas 43
CPCM ProtOCOI IMESSAQE ....eivveeveeteeteeteeteseesteesteesseaseeseeaseesseeseesseassesseesseesseesssenseenseasssssenssenssesssesssesnsssnes 45
GBNETEL ...ttt bttt E b bR e R e e R R R Rt R e ae e ae et e e e be R e e benaeebe e e ennenens 45
CONAItIONAl BIEMENES. ... .ottt et e teseesbesaeeaeeneeneeneeseesbesneeseeneenseneens 46
OPLIONE] BIEIMENLS ...ttt b et b e st b e bbb s bbb e b nn e ens 46
E1emMEnt IAENMEITIEIS ...ttt s e b been et e st e besaeere e e eneeneen 47
CPCM ProtOCOl MESSAJE LY. .evevereeiirtereeieete sttt sttt et b e bbb bbb bt e e eb e s e eb s e e b e e e e 438
(00110 I 11 o [ SR 49
(€15 1S T To= o] 4 ol = 115" o o] I N O S 50
CPCM ProtOCOI tHMEOULS ........ccueeereeiieieeiesiesee e e a8 eneaeeseesseesseesseesee e Wressseesseessessssssesssesssesssesssesssssnsesnes 54
(1= 1 1Y/ o701 oot0] Il o] e [0 1 oo [ O 55
General CPCM ProtOCOl MESSAgES.....c.vvereerere i toreessiiaereeesreseesseesiotorecsfoebessseesseessesssessssssssssseessesssssssessesssens 55
GENENEL ... e ettt s G ekttt ne et ae bttt b bt ene e e neas 55
(12 1Y/ o] (0 o ol0] I'="1 (o] (AN S 0 O o o 55
(€T 0T | P PSSR 55
CPCM protocol generic error@OUES. f. . .o etk e Kottt 56
CPCM protocol transaction roHBDECK . f2........ .l e ittt b e e 57
CPCM security CONLrol ProtOCOES. ... st K s Lot seese sttt st ettt ettt sb e et 58
(€11 e O e oSO RS 58
YN O = = o] T 107 | oy N e PP RSR 59
(€T 01 O e -5 PP STO PP URTURTPRRSUSPIN 59
CPCM AKE INITIBION ...t sttt ettt st se et ettt sb e s e e e e e besneebe e e enneneen 60
CPCM AKE COMIMIT ... i 8t ettt sttt ettt e b et b e s r et b sbe e eneeeen 61
CPCM AKE FEMBW. ... e i ettt sttt ettt et et se et sb e bt s e st e e e sb et e sae e b e s et ehe e e e e e sbesbenbesneebeeaeennennen 62
CPCM AKE COMIMIT FEABI 12ttt sttt ettt sttt sbe st ss st st saesbesaeese e e eeeneeseesbesnesbesneenneneens 63
CPCM A K E CON i sttt a ettt et b e bt eb e e st e e et e se e besaeeb e s e ennenean 63
CPCM AKE CONITM FESPONSE......eviaeeiiitereeieste sttt s et s et sb bbb nn e enis 64

(O OV I = (107117 (= SRR 64
CPCM AD SECIEt MANAGEMENT ......veeieeieererteerese ettt s et resr e sr e sresae e e e e nesresreeresaeene e e ennes 65
LT 07 SRR 65
DEIIVELN AD SECIEL ... eeeeieieeeieete et e ettt sttt et et e st e s testeseeebeeaeeseeneeseeneesaesbesseeneeneensessesaesseeneenseseans 65
DElIVEr AD SECIEL FESPONSE .....uveeuteeeeesteesteestee st esteeteeteeseesseesseesteesteesteasesessseeaseeaseesseeseasseasenssenssenssees 66
ETBSE AD SECTEL ... ..ottt ettt et e e s e e s he e R e nRe R e n e r e nn e nnenne e reenneas 67
Erase AD SECIEL FESPIONSE ......ccueiiieeeiee ittt ertee s steeesite e sbee e st e s sbee s saee e st beesateesabeesaseesabeesaseesabeeeseesbensnseeent 67
CPCM System and Content Management ProtOCOIS. ........ccvecuieiieieiieseese e 68
GBINENEL ... b h b h e R R R R b e R £ e e e Ee R e eE e Rt R e et et e bR e nbe Rt ene e e ennan 68
CPCM INSLANCE SEAIUS ... ettt sttt ettt sttt h ettt sa e bbbt e st e e e b se e ke s bt ebe e e e b e besbenbesreenee s ennes 70
LT 07 PP RPRR 70
CPCM INSLANCE SLALUS ENOUITY .....eeevevineeterteeetesteeetestee et st ss e es s s s s s ss s ese b e s s b e se b sneneenis 71
CPCM Instance Status eNQUITY FEJI0NSE .......coutruierrerreeeuereeeetessessesessessesessessesessessesessessesessessesessessenssnes 71
CPCM Content LiCENCE EXCNANGE.........ceuerueuirterieieterieieete sttt sttt et ettt st sb e e bt bese b b sre e ebesbeneeneas 72
LT 07 PP RPRR 72
CPCM et CONENE LICEINCE .....eviueetirieietereeeet sttt bbbt 73
CPCM get CoNtent LiCENCE FESPOMNSE. .....c.uveuereereeieeesteesaeesesseesseesseesseesesssesseesseesseessesssessssssssssesssesssees 74
CPCM get NEW CONLENE LICENCE......cueitieieeeeiesee st e st e steete e s e et e e etessaesseesreesseenseeneesneesssessensseessnns 75

(O 1Y/ o 10 @] g 11| A Y= o SR 76
CPCM put Content LiCENCE FESPONSE .....c.veeuveieeiieereesteesteeeesseeseesseesteesessesssessseesseesseessessssssesssesssesssees 76
CPCM Content Operation PEIMUISSION ........ccueiieieeieeseeseeseesseeteeseesseesseesseesseenssssssseesseessesssesssesssesssesssesnes 77
GBNETEL ...ttt bttt E e E b b e R e R R R SRR e Rt e R e et e e e be R e e besReebe e e nnenens 77

ETSI


��W�'��m�����u��F����������|{I�)�k͒��7��H
-�������7�E�H\��7�hD��Yx3��5�o���~���B7�p�U_�L�T$�?>0���˃�)le�A��ٔ�V���

6.5.4.2
6.5.4.3
6.5.5
6.551
6.5.5.2
6.5.5.3
6.5.6
6.5.6.1
6.5.6.2
6.5.6.3
6.5.6.3.1
6.5.6.3.2
6.5.6.3.3
6.5.6.3.4
6.5.6.3.5
6.5.6.3.6
6.5.6.4
6.5.7
6.5.7.1
6.5.7.2
6.5.7.3
6.5.8
6.5.8.1
6.5.8.2
6.5.8.3
6.5.84
6.5.8.5
6.5.8.6
6.5.8.7
6.5.9
6.5.9.1
6.5.9.2
6.5.9.3
6.5.10
6.5.10.1
6.5.10.2
6.5.10.3
6.5.10.4
6.5.10.5
6.5.10.6
6.5.10.7
6.5.10.8
6.5.11
6.5.11.1
6.5.11.2
6.5.11.3
6.5.12
6.5.12.1
6.5.12.2
6.5.12.3
6.5.13
6.5.13.1
6.5.13.2
6.5.11.3
6.6
6.6.1
6.6.2
6.6.2.1
6.6.2.2
6.6.2.3
6.6.24
6.6.2.5

5 ETSI TS 102 825-4 V1.2.2 (2013-12)

(O 1Y/ 1= o= 01K T o o TS 78
CPCM g€t PErMISSiON FESPOMNSE ... .eeveeureesreeeeesteesteesteesseeasaseessessseesseeseassesssessesssessseesssesseassssssessesssesssees 78
CPCM Content item StatUS PrOtOCOI .........eieeiieiieiie ettt s e st e st e s e e e teenneeneesnes 79
(€T 01 T PP STO TP PRURTPRRSSOIN 79
CPCM get Content item StALUS FEOUESE...........eeiueieeieereesteeteeteeeesteesteeteeeesseesreesneesseeeesseessaessaesseessnns 79
CPCM get Content item StatUS FESPONSE........ecueieeieesieerteeeeeseeseesseesteetesaesseesseesseesseessesssessesssesssesssees 80
CPCM DeVice ProXimity ChECKS .........coiiiiiieiieieierieeete ettt ettt st b e e s besnennenen 81
LT 07 PSRRI 81
Proximity Method AESCIIPLION .......c.ciiiieiiiieeeete ettt eb e b b e e b b snenea 81
PrOXIMITY TOOIS. ..ottt et b bbbt b e b e e b bt sb e e eb e s b e e ebesbennenea 82
Round Trip Time ProtoCOl (RTT)....ceieiieerieieeeeie sttt eb e eb e s eb e i 82
Secured Round Trip Time ProtoCOl (SRTT) ...eceeieiie e ere et e ae e e 83
Re-using GPS or Terrestrial Triangulation for Proximity (GTTP)......cccccvvecvvie v 86
Proximity Through ASSOCIAtioN (PTA) ..ottt sttt 87
Proximity Assignment by Authorized Authenticated Agent (PAAAA) ... 89
Proximity through direct connection (PTDC) .......cccueiieiiiiienie e se et 91
Mandatory ProXimity TO0IS ........uecieieiieiee e see st este e ee et e ssae s e s e steesteeae e e sseesseesseenteensessaesseessennsenn 91
CPCM SECUIME TIMIE ... ettt eee ettt e et e e st e st e aeeae e st e e e eeseeebesaeeeeene e e eneeseeabesaeeseeneensenseseessesneeneensenees 91
LT 07 TSRS 91
CPCM et @DSOIULE TIMIE ...ttt bbbt bbb nn s 92
CPCM get abSOIULE tIME FESPOMNSE .....eeeveeeieerereee s e e ese et e et ss bt e et a e ebe bbb s e b sneneenas 92
GeographiC INFOIMELION..........ceiiieeiriereeereseeese ettt sb e e 8 et b e et eb e et sr e e ebesre e ebeseennenen 93
LT 07 - S U S oL TSRS 93
CPCM enquire geographiC 10CatiOn fOrMEES ... . .eieeieeieeee e i sins elenreeseeseeseesneesseesseesesssesseessessses 94
CPCM geographic 10Cation fOrmats FeSPONSE ..ot e vveerreerer e b aeediteesseeeeeeessesseesseesseesseessesssessenssenssees 94
CPCM get geographiC IOCELION ... 8 e .e ook e reh et B rteeereesteesteeeesseesnessneesseeseenseessesnensseeseens 95
CPCM get geographiC |0Cati ON FESPONSE 4. . veuveeeseeeeieaireereesseesseesessesseesseesseesseensesssessesssenssesssees 96
CPCM affirm geographiC IOCAHTION .....a0 et s ettt ee sttt ste e e e re e ssaesnaesreeneees 96
CPCM affirm geographiC |0Cati ONIBSDONSE ... i it fadereeseeereeeeeestestestesresresseeseessessessestessesnessesseessensens 97
AD membership challenge. .ol b A e e 97
(€T 0T O T S e S PSP RRRSR 97
CPCM AD membership chaltenge..... ... a0 s 98
CPCM AD membership chall enge reSp0NnSR. ..ol ettt eb e ene 99
CPCM CONtent LICENCE MOVE. ... .o i e e e stes et eteeseesees e seestesseeseeseeneeteseestesaeesesneesensessessesneensensenss 99
GENETEL ...t B e o ettt bbb bt b r bt eaeebe e ne e 99
CPCM Content Licence MOVE DB ......ocviiiieiceeeses ettt s 101
CPCM Content Licence MOVETEAAY ..........ccveruerierieeieeieesieesieeeesesseeseesseessessessaessessseessesssesssesssenns 102
CPCM Content LicenCEIMOVE COMMIUT......c.ueiirieieie ittt se e s s 102
CPCM Content Licente MOVE CONFITML.....c..iiiiieieierienie sttt s e e 103
CPCM Content LicenCe MOV fINISN ......ccueiiieieieee e e e 104
CPCM Content LiCeNCE MOVE FEOUESE........c.ertereeiertereeieste st sttt sttt sr e ebesr e ebesne e ebe b saenneneas 104
CPCM Content LiCenCe MOVE FEIONSE .......couieeuerieietesteseeteste sttt st seesessesessesbeseesesseseesesseseeseseesaensesens 105
CPCIM DISCOVENY ...ttt sttt sttt et ebe et besa et b s e et b e s e e st b e s b e Rt b e se e st e b e eeeaeebens e st eb e s e e st ebenbe e ebe b e e 106
LT 0T RS 106
DISCOVENY FEOUESE .......eeeieite ettt sttt sttt sttt ettt e et et s e et et s e et be s b et ebe s b et eb e e b et eb e b e st ebesbe e ebenbe e e 106
DiSCOVENY FESPONSE ...ttt et sttt st ettt se et sbe st ebe s b e seehe e b e se e st e b e s e e bt e bese e it e b e se e bt ebeas e st eb e s b eneeb e st et ebenbe e e 107
CPCM RevOoCation LiSt ACQUISITION ......ueieeiiesieecie et este e e e ste e sae et e aesseesse e teentessnessaessaesnnas 108
GBNETEL ...t h et e bR bR e e e R R e R ke et e b e bRt b e aeene e re e 108
Get CPCM REVOCALTON LISt ...ttt sttt st s bt 108
N[0} YA O = AV B L= Y o o= o I 109
CPCM CONLENE DISCOVENY .....viiuveeieesteesieeieeteseesseesaeesaeesseaseasseasesssaessesssesssesssssssssseesssssseessesssesssessenssenssees 109
GBNETEL ...t h et e bR bR e e e R R e R ke et e b e bRt b e aeene e re e 109
CONLENt DISCOVENY FEOUESE ......vereeiertereeieste sttt st se et ste sttt st se st se st b e seebe s b e see bt b e seebe et e seebe et e sbe e ebesnennenens 110
CONLENt DiSCOVENY FESPONSE. ......eeveteneetertereetestereeteateseeseateseeseebeseeseebeseeseebesse e ebesbeneebesbeneebesbeneebesneneenens 110
Authorized Domain ManagemMent PrOLOCOIS. ......c.ir ittt 111
LT 1 RSP RRRRN 111
ADM ENUMEIAted FIElUS.......ooueieeeieeeee ettt ettt s e et e te e saesneeneeneeneas 115
GBNETEL ...ttt bt h bR bR R Rt R R R e e R e et e e e b et b e Rt ene e e n s 115
ADIM SEBEUS ...ttt ettt et bbbttt e bt et bt heeh e e e e R bRt b e e R e e R e e e e b e bt ehenbe e e e e nnennas 115
ADM CONDITION ...ttt st b bt bt ae et se e e b e s bt eb e e he e e e nbeseeasenbeseenbesneeneennennas 115
NI 1 o] ] oo | PSS 115
Delegating CPCM INStanCe ideNtifier ........oovee e 115

ETSI


��*��#٬u:0���ƭ�i9��d��D#���D4�������E�������B>�nr����Lt�X-�������
�|��F1�վ�s[c�p���WȊM@�9-S-k��K$ؓ����bk�g��

6.6.2.6
6.6.2.7
6.6.2.8
6.6.3
6.6.3.1
6.6.3.2
6.6.3.3
6.6.34
6.6.3.5
6.6.3.6
6.6.3.7
6.6.3.8
6.6.3.9
6.6.3.10
6.6.4
6.6.4.1
6.6.4.2
6.6.4.3
6.6.4.4
6.6.4.5
6.6.4.6
6.6.5
6.6.5.1
6.6.5.2
6.6.5.3
6.6.5.4
6.6.5.5
6.6.5.6
6.6.6
6.6.6.1
6.6.6.2
6.6.6.3
6.6.6.4
6.6.7
6.6.7.1
6.6.7.2
6.6.7.3
6.6.7.4
6.6.7.5
6.6.7.6
6.6.7.7
6.6.7.8
6.6.8
6.6.8.1
6.6.8.2
6.6.8.3
6.6.8.4
6.6.8.5
6.6.8.6
6.6.9
6.6.9.1
6.6.9.2
6.6.9.3
6.6.94
6.6.9.5
6.6.9.6
6.6.9.7
6.6.9.8
6.6.10
6.6.10.1
6.6.10.2
6.6.10.3

6 ETSI TS 102 825-4 V1.2.2 (2013-12)

(oo Yo = oo 7= o ] Y/ 116
(O3 Y Y= £ T o] o U TSP U URURUPRPP 116
RemMOtely JOINEA CICFS LISt ...ocviiieiee ettt s e st et e e nte e teereeneenneenes 116
GENEral ADM PrOLOCOIS......ecvieeeeeeeesteesieeie e e e st e st e ste e s te et e eseeereesse e te e teentessaesseesreesseeseenseenseeneesnenssensneas 116
GBNETEL ...ttt bt h bR b e e R R R R b e et e e b e b e r e Rt eh e e e n s 116
F N U = = =0 1= PSS 116
AD UDPOBEE FESPOMNSE ...ttt ettt ettt s bt b bbbt b e b e e e st e b e e et nb e b et s b e e et e b e b st nbe b e ens 117
AD UPAAEE INAICELION ...ttt bbbttt b e et b et nb e e 118
AD ChANGE FEOUESE ...ttt sttt ettt ettt e s bt e st b e e st bt s e s e e bt e e e st eb e r b e e e bt e e s e b et eneebenn e e ens 119
AD ChaNGgE MESPONSE. ...ttt bbbt bbbt bt et b et b e et b e 119
ADM QUOIUM TESE QUETY ...ttt s e e s e e 120
ADM QUOIUM TESE FESPONSE ....eeieieeittiesieee sttt site e stte e st e st e e siee s sbbe e saee e sab e e saee e sabeenbee e sabeesateesateesbbeesnreenanes 121
F N B 1Y T 1Y = TS 122
ADM INVITE TESUIT ...ttt ettt e b sr e bt e ae et e b et srenb e e it eneennennas 123
F B I o1 o TSRS 124
GBNETEL ...t bt h bR b e R R R e R R R e e R e et b et Rt b e aeene e e n e 124
NI I o 1 o I o= 11 PSSR 124
AD JOIN TEAAY ...ttt bbb e a bkt b bbbt bbbt b et bbb b 125
7 I o o o1 ¢ o 1 AR 126
F N I o oo 1 o RSP 126
F N I o o I 1 01 o T RSP 127
AD LBAVE......eeiiiie ettt et s e e r e an e n e e nan e nr e nnns 128
LT 0T | S U S oL 128
WY D =72 (Y7 o= o ] o s e S SR 128
F YD = Y N =0 | S o o S S PSS 129
AD LEAVE COMMIT ... i e L ah e st se ettt et se bt e b e e e 130
AD LEaVE CONFITML.cuiiiiiieiiieiee i By Tae s nfbe s ea 0 ettt se et ettt ettt se b e ene e e e 131
AD LEAVE TINISN .. e e T a0 ettt b ettt e et s h b nn s 131
LOCEl MESLEr € @CHION. ..oy b R s 0t S84 et ettt ettt e et e bbbt bt e et e e e sb et e ebeene e e enee e 132
GENENAl . e e A e 132
Local Master €l eCtion [EOUESE . ... oG35 s diee ettt sttt sttt bbbt sb ettt n et b b 132
Local Master €leCtiONIESPONSE. ...kt i i i ettt et 133
Local Master eleCtion iINAICALTION.........c . ali 0 e 134
DOMaiN CONLrONEr trANSFEN ........eee e 5 i ettt ettt e ettt e e tesee s teeee e e e seeseesbesaeene e e eneees 135
GENETEL ... B e o ettt b h et e b e bt e a e e 135
Domain Controller transfer DEGINTS. .. .c.ve ettt e et sre b e s tesneera e e et es 135
Domain Controller tranSFEITEAAY ........cccveririereetieeeeese st st ae e e e sa e e saesreeneeneees 136
Domain Controller transfer.COMMIT ........cci ettt 137
Domain Controller transfer CONFITM........c..oiiiiii e e 137
Domain Controller transfer fiNISh ......o.oci e 138
Become DOMaiN CONTONEN ......oo.iiieeee ettt et 139
NEW DOMAIN CONLIONEN ..ottt sttt sttt e be e e beeseeneenee s e besaeeneeneeneeees 139
DOMaiN CONLIONEE SPHIT .....eeveeeieeieee bbb bbbt 140
LT 0T R 140
Domain Controller SPltBEGIN........cc.ciii e 140
Domain Controller SPIt FEAY .........ceiirieiieiee et bbb 141
Domain Controller Split COMMIL ........ccouieececee e e ee e enes 142
Domain Controller SPlit CONFIMM.......iie et 143
Domain Controller Split fiNiSN.........oov e 144
DOMaiN CONIOHEr MEIQE......cceeiee ettt e st e ae et e s e e s ae e teesteestessaesseesnnesaeesneenseensenns 144
GBNETEL ...ttt bt h b bR R R R R b e e R e et e e e b et b e aeehe e e n s 144
Domain Controller Merge BEgiN.........covo e 144
Domain Controller MErgE FEAAY .........coeiie ettt ettt 145
Domain Controller Merge COMIMIT..........cciiiiiiieeee ettt bbbttt 146
Domain Controller MErge CONFIMMM........oiiiiiiie e 147
Domain Controller Merge fiNiSh ..o e 147
Merge DOmMaiN CONTOITEN .......coiiiiieieeee ettt b bbb 148
Domain Controller MENGEA ........oeeeee ettt s sraesre e te e teereenneeneennes 148
Domain CoNtroller FEDAIANCE. .......coueieeeeeeeee ettt ettt sn b bt ene e e e e 149
GBNETEL ...ttt b b e b bR e e e e R R R ke et R e bRt b e Rt ne e ne e 149
Domain Controller rebalanCe bEgIN ........cooii e 149
Domain Controller rebalanCe ready ..........cccveceeeeeieiieseesees e 150

ETSI


��o��6���^�)���Y���?�	@�L�=���.�t�������;"�\��gA��q�}K~��9�������C��g����:$����3�o.�K����^�7��w�5Q�b���b���<D����c���

7 ETSI TS 102 825-4 V1.2.2 (2013-12)

6.6.10.4 Domain Controller rebal@nce COMMIT .........coiiiirieieiere e 151
6.6.10.5 Domain Controller rebal@nCe CONFITM........ooiiiiieieee e e 151
6.6.10.6 Domain Controller rebalance finiSh ... ..o 152
6.6.10.7 Rebalance DOmMaiN CONMIOIEN ........c.eiiiiieirere et b e bbb 152
6.6.10.8 Domain Controller rebal@nCed ..o 153
6.6.11 ADMAAA MBNAGEIMENT .....eiiiiee ittt e e see e st eeesbee e sbbeasseeesbeeeabeeesbeeesbeeessbeessbessnseesnses 154
6.6.11.1 LT 0T R 154
6.6.11.2 ADMAAA TOO0] FEOUESL ...ttt ettt ettt bbbttt s e b et b e b et st e s st e be b e 154
6.6.11.3 ADMAAA TOO0] FESDONSE......c.eiuietirteniettrteeetert ettt sttt s et s st st e bt b b et s be b e st s b e be e e bt st e s eneebesre e ees 155
6.7 CPCM EXEENSION IMESSAGES. ...t eaeeueteeeuertessesessessesessessesessessesessessesessesesessessesesbesesesbesesesbenbesesesbeseneabenbeneans 155
6.8 PrIVBLE IMIESSATE ...ttt ettt ettt ettt bt eb bt b e s e e e bt s e et eb e s e e aeeb e sE e st eb e sEeheebeneeheeb e s e e e ebesb et ebesbeneebenbeneeneas 156
7 CPCM Content M NAQEIMENL ........cveieeiieieecie et estee st e saeessseeteesteestessaessseeeseesseesseesaessnseensessseessesssenes 157
7.1 GBNENEL ...ttt E bbb e e R R SRe e E e R e e R e e e e R e Rt Rt R e Rt e R e e e e R e Reeheene e e enrennen 157
7.2 CPCM Device and CONLENt QiSCOVEIY ......uuiuiieeieerieesie et seesteestees e etesaessaesseesseesseaseassesssasseessesssesssesssessssnes 158
7.3 Inter-Device CPCM CONtENt EXCHANGE ........ciiiieiee e s et et eteeee s e e e e e s e saesreesaeesteeaeennesneeeseesneessaesaens 160
7.4 CPCM functional entity BENAVIOUN ..o e 161
74.1 A CTUISITION. ..ttt ettt b et h bbbt b et h e E e e e b £ E e s b H e e e b e Rt b e b b e b e ne bt et e e bt e e ens 161
742 PIOCESSING ..ttt h btk b kbbbt b £ b bR R e R R e R bR Rt bt b e e 162
743 EXPIONT ... e h e E e e e e e neeneea 162
744 CONSUMIEION.c. vttt sttt sttt be bbb se e e s e e it e b e s e e bt ebeseeheeb e se e st e b e neeaeebeae e st eb e s e et ebenbe e ebe e b e e 163
745 R (0] =0 =T NSRS P PR PRTURPRSRRTN 163
75 USIT @NFOICEMENT ....oveiiieieieieie st B et e W 5t st eb e e s et b e b saeene e e e e e 164
751 GENENEL ... b e e L e se ettt s et r b sre e e 164
75.2 Controls prior t0 CONENt traNSFEN ........c.eecemm i e e NS e e e see e s re e st e e e e e e et e eneeenaesreesneas 164
7521 Copy and MOVEMENE CONLIOL..........cc.cfiee o iutusseenseesreeseeessnsadvinsdenteneesseesseessesssesssesssssssssssseessesssesssenns 164
75211 Copy Control NOt ASSEIEd ... 0k m e e eesreesreeie s s a5 eesteesseesseeseessesseesseesseeseenseesennsesnensnes 164
75212 COPY ONC ... a8 e e 8T8 e B2 e A h et s et sr e r et e e s e resr e r e eee e ene e 164
75213 CopY NOMOTE......ie S i e e R e 164
75214 Copy Never and Zero REIBNTION. ..., . i iieeereeeesereee ettt ss s sne e 164
7522 ConsSUMPLION CONIOL ... 5 s B e KL oy e syttt ettt b bbb b b se b sne s 164
75221 VL= = o S R 164
75222 View WIiNAOWACHVEIE ..........coe 500 i nf ettt st se et saesee e eneeneeneas 165
75223 VIEW PErO0 ACHVELEA ...t il ettt ettt et b et b et se et st nn s 165
75224 Simultaneous View Count AGEVALEM. .........ooeiiirieirieerieeree et 165
7.5.2.3 Propagatiion COMNLIOL ............ee s e see st esteete et e st e st e e e e tesseesaeesreesaeeseesseeseesseenseesseesseenseanseeneeanes 166
75231 MLAD @GN0 VLAD ... i ettt sttt se bbbt ae s e e e b et see et e saeene e e ennas 167
75232 MGAD BN VGAD it ittt s b bbbt se b sbesb e sb e bt e se e e et e seesbesaeeneennennas 167
75233 MAD ANV AD i 5 ettt sttt et bbbt se bbbt e bt e seese e e et e seesbeeaeeneennannas 167
75234 MCPCM @GN0 VECPCM ...ttt ettt st se e beseestesaeeseene e s eneeseesbesneeneeneeneas 168
75.235 ooz =g To IV oo SRS 168
7524 EXPOI/OULPUL CONIOL .....viaeetiiteeeiesteseet sttt sttt sttt sttt st be b et be et b e bbb 168
7525 ANCIHTANY CONIOL ...t b et b bbb et b bbb 168
753 Controls to be enforced When receiving CONENL............oireiireiieree e e 168
7531 Copy and MovemMENt CONEFOL ..........coveieei et esreesraesreesneesreenneenreens 168
75311 (00 o) A 0o 11 g0 I\ Lo 0 NS = 168
7.5.3.1.2 L00] o)V © 5o =TSP TPP 169
7.5.3.1.3 (00e] o) Y21\ o 1 1Y/ Lo ¢ =TSPTSRO 169
75314 Copy Never and Zero RELENLION ..........ccviiieiieeee ettt e s et e e s e e saeseesneesnes 169
7.5.3.2 CONSUMPLION CONEIO ......tieiieeie et et e ee e st esaeesae et e e eeseesraesseesaeesseenseeneesnnesneesseenseensenns 169
75321 BT T= TV o RS 169
75322 VIeW WINAOW ACHVEIEA ..ottt st neeneas 169
7.5.3.2.3 VIOW PeriO0 ACHVELEA .....ceevieeeeieee ettt st a et e e e saeste e enee e eneas 169
75324 Simultaneous View Count ACHIVALE..........coveererere e e 169
7533 Propagati ON CONIOL .......c.eitiieeuiite ettt ettt b e et b e et b e bbbt eb e s e et b e st et et b 170
75331 N = T o AV I 5 SRS 170
75332 MGAD BN VGAD ..ottt bbbt e et b e bbbt h e he e e et e seesbesaeene e e ennas 170
75333 IMAD BN VAD ..ottt b bbbt e st b e se e e bt e et e aeess e s e besaeebeeaeenee e entas 171
75334 MCPCM 8N VECPCM ...ttt ettt et bt sbe et e s et seeeb et enee e et 171
75335 MLOCEA BN VLOCE ..ottt s b et b et b b sr e eb et ne e e e 171
7.5.34 Export and Consumption OUEPUL CONEIO ..........ceieerierieeieeie e see e seeste e eee e e st be e eaesnee e 171
7.5.35 N o] =T oo L4 o) PSS 172

ETSI


Ɯo����8�<�8=����RA~xt6����F�(?������n->��\�l���Kf;Õ��c��������S_d�Ac%	���D��_Hɩ���C��	���[����v�?�T':��V�_,)�#�
]n�

8 ETSI TS 102 825-4 V1.2.2 (2013-12)

754 REMOLE ACCESS FUIES.....c.eeeetete ettt bttt bt bbbt st s e ne e b e sb e ebeeb e e e et e ebeebesbeene e e ennenes 172
7541 (€T o1 - TSRS 172
75.4.2 REMOLE ACCESS POSE FECOIT ... veeeeeeestee st este e et e etee st e et e e te e tesaeseesaeesaeesseenseeneeessessaesseenseenseensenneeanes 172
75.4.3 Remote Access post date/time (MOVING WINAOW) .........civeiieierieiee e seesie e eee e sreesie e see e sseesnes 173
7544 Remote Access post date/time (IMMEIALE) .......cc.veriereie e 173
7.6 CPCM Content Scrambling ManageMENL............c.eveerieriieiieeieseesee e esee e seeseesseeseessesseesseesseessesssesssssessnns 173
76.1 LT 1 RSP RRRRN 173
762 Dynamic changes of the CPCM Content SCrambling KEY ..........coeoiiiiriienineree e 173
7.7 CONEENE IMOVE OPEIBEION ...ttt ettt b st b e bt b st b e it e b e b e st b b et e et b e e e st e b e b et e b e b 174
7.7.1 1 0o 1 ' o PSR 174
7.7.2 Source CPCM Instance behaviour With CONLENt MOVE ..........cccoiiierieieieree e e 175
7.7.2.1 Content Handling BENAVIOU ...........ccuiiieiieiecece ettt e s etessaesraesreesneesneenseensenns 175
7.7.2.2 Security CONrOl DENAVIOUN ..........ooeieeceeceeee et sneesae e neereens 178
7.7.3 Sink CPCM Instance behaviour With CONtENt MOVE............coiiiiinireeieeeeese st s 178
7.7.3.1 Content handling DENAVIOU ............ociiiieieec ettt e sreesneesneenaeereens 178
7.7.3.2 Security CONIrOl DENAVIOUN ..........oceieceee et e sneesne e neereens 180
774 ADNOIMEAL DENAVIOUN ...ttt bbbt bt s e e e et bt eb st e e e e ennas 180
7.75 FQITUMNE FECOVETY ...ttt b et b et b bt b e bbb e bbb 180
7.8 CPCM CONLENE REVOCALTON .......eeieeiteieeeieeeie ettt et e st et seeete e seeeeseenteseestesseeseeseeasassesaesseeneenseseens 181
781 LT 1 PPN 181
7.8.2 CPCM Instance-based CONtENt FEVOCEIION .............eiesdiubereereeriereesieseeseeeeseeseeseessessesseseeseeseeseessesneensessens 182
7.8.3 AD based CONLENt FEVOCELION .........eeueeeeeeiereeeere s sueeeesees e seestesseeeesse freeseessesseeseeneensenseseessesneensessenses 182
79 CPCM Content interoperability between C&R regimes.”.........ocovverirens e 183
8 CPCM Content LiCence ManaQEMENL .............c ot fathenesrereeseesasinsessfistesessessessessessssssssssessessessessensens 183
8.1 LC T 1 | ey AT e SRS 183
8.2 CPCM Content LiCeNCe gENEIatioN.......... it e e erueereeeeseeas i vae st ensesseesseesseenssssssssssssesssesssenssesssesssssnsssnes 184
821 CL generation upon Content ACHUISITION 4,555 . ve.ee it ees e Ao eesre e et st seese e e s e se b s e b st e se b sneneens 184
8211 GENENEl .o BT B e e 184
8212 (012 1|V V7= £ T o] o 1 R S O S R 184
8213 Content LiCenCe ProteCtion ...l . it v ki oy e meeeeeseeeeresree st e et e et e e b et b sreseesesaeseenens 184
8214 Descrambler INfOrmMaion ... . e T et s e et ste et enee e e teseesbesaeeseeneeneeeeseeseeseesaeeneeneeneenes 184
8.215 Content LicenCe identifier.........o.oooi it i ettt e st e e e 184
8.2.16 CONLENT LICENCE CIBALON ... s 5 gafitees e eueeseesessestestesseesesseeeessessesbesbesbesseese e e e neesbesresbesaeeseeneensenes 185
8217 [ O I S = ST TSS 185
8.2.1.8 CER FEOIME MBSK ....cuveetieiee et e eeteesteestees e sstesseesseesaeesaeesseenseasseessesseesseeseetesssesseesneesseesseanseensenns 185
8.2.1.9 I 010 L= O PSSRSO 185
8.2.1.10 AUthorized DOM@i N IAEATIEN . .....oveeeeirie ettt 185
8.2.1.11 (DTS w =0 o L Lo Y A 185
82112 USBgE SEALE INFOMMIBLION: ...ttt et bttt b e et b b 186
82113 CPCM AUXIlTary Data digeSE ......coveeeuereeeiie ettt b e st ebesneseene s 186
82114 AD SECIEL SIGNBEUME. ...ttt ettt ettt b bbb bbb s e b e e bbb e st e b e b e st s b e e et b e b et nbe b 186
8.2.1.15 CPCM AUXITTAIY DELAL.....ccveeeeiitiieetieteseete sttt ettt sttt sttt b e et b e se et et se e e b s b e e ebesbeneeneas 186
822 CL gENEration IN OLNEI CASES.......cceeuiiieeetesiee ettt ettt et b e et b et b et b e et s b e et b b 186
8221 (€T o1 - ST 186
8.2.2.2 Content LiCENCE PrOLECTION .....ecui e e ceeeties et te e s e e ste et e e e s et e et e e eteenaessaesneesneesseenseensenns 187
8.2.23 Descrambler INFOrMALTON ........ooeiiiieeeere e b et se et e se b s ae e e 187
8224 Content LiCenCe IABNTITIEN .....c.eiiiieiiie et e b e 187
8.2.25 [ O I S T PSSRSO 187
8.2.26 Authorized DOmMaIN IAENEITIEN ........eoiieiie et sb e 187
8227 DESCrambBIiNG KEY ..ottt b bbbt bbb 187
8228 USBgE SEALE INFOMMIBLION. ...ttt ettt b e et 187
8229 CPCM AUXITary Data digeESE ......coveeeeerieeeterieeete sttt b e e b e st b e e ebesne s 188
8.2.2.10 AD SECIEL SIGNBEUME. ...ttt ettt sb ettt s ettt b e st b e e st b e b e st e b e b e e e b e e st e b e s enenbe b ne s 188
82211 CPCM AUXITTAIY DELAL.....ccveeetiitiieetisteseete sttt ettt et b st b e et b e se et b e se e e b s be e ebennenneneas 188
8.3 CPCM Content Licence identifiCation ............cooiiirieieerere sttt e seen 188
8.3.1 (1= 0T - OSSPSR 188
8.3.2 (O L@ Ko =01 ) 11 (] 0] 1Y) S 189
8.3.3 LIS A ST STTS 190
8.34 L0010 = o S TN ST 190
8.4 CPCM Content LiCENCE VEITTICAIION ......co.eieiiiieitisie ettt s b et sae b nne e 191
8.5 Content LiCeNCe rE-ACUISITION. .......cueieeieesieeeieete st esteeteeiesee st e reesteetesaesseesaeeseeneeassasseeseesseesseenseesesnssanes 191

ETSI


C��b����y����uۆ7&���S�(�7<�Pn������B���6��A��R�-$D!FN��6׉h�dR�7O�l�h����F�h�Gܥ�� p"��-�i��dd��ӿO�^�O|�);�P/�j��

9 ETSI TS 102 825-4 V1.2.2 (2013-12)

8.6 (o]0 = oI ol 0ot o o) = (o) 192
8.6.1 L@ I o) = ot (0] 1 0700 - S 192
8.6.2 CL ProteCtion MOUE USAZE ......ccuveeueerteeteeieeiesteseesseesaeesseeseessesseesseesseesseessesssesssssseesseesseeseensessssssenssenssees 193
8.6.3 CL Protection MOUE CRANGES .......c.eeciieiiieieee e see st st sttt et e e st e s et e e tesaesseesseesseesseenteenseeseeenansseesneas 194
[ TS (SR 205

ETSI


1a1�KR�9��"�R��;;%&��X��ݞi�xH�b����&T�����cfM�z?�Q�����9�(������_�
���8-��B;��<�p׵U���2��y�󊡭4����2�͇mnB��{����

10 ETSI TS 102 825-4 V1.2.2 (2013-12)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETS| Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by Joint Technical Committee (JTC) Broadcast of the European
Broadcasting Union (EBU), Comité Européen de Normalisation EL ECtrotechnique (CENELEC) and the European
Telecommunications Standards Institute (ETSI).

NOTE: The EBU/ETSI JTC Broadcast was established in.1990 to co-ordinate the drafting of standardsin the
specific field of broadcasting and related fiel ds,Since 1995 the JTC Broadcast became atripartite body
by including in the Memorandum of Understanding-also CENELEC, which isresponsible for the
standardization of radio and television receivers, The EBU is aprofessional association of broadcasting
organizations whose work includes the.go-ordination of its members' activities in the technical, legal,
programme-making and programme-eéxchange domains. Fhe EBU has active membersin about
60 countries in the European broadcasting-area; its‘headquartersisin Geneva.

European Broadcasting Union

CH-1218 GRAND SACONNEX (Geneva)
Switzerland

Tel: +4122717 2111

Fax: +4122717 2481

The Digital Video Broadcasting Project (DV B).isanindustry-led consortium of broadcasters, manufacturers, network
operators, software developers, regulatory bodies; content owners and others committed to designing global standards
for the delivery of digital television and data services. DV B fosters market driven solutions that meet the needs and
economic circumstances of broadcast industry stakeholders and consumers. DV B standards cover all aspects of digital
television from transmission through interfacing, conditional access and interactivity for digital video, audio and data.
The consortium came together in 1993 to provide global standardization, interoperability and future proof
specifications.

The present document is part 4 of amulti-part deliverable. Full details of the entire series can be found in part 1 [6].

Introduction

CPCM isasystem for Content Protection and Copy Management of commercial digital content delivered to consumer
products. CPCM manages content usage from acquisition into the CPCM system until final consumption, or export
from the CPCM system, in accordance with the particular usage rules of that content. Possible sources for commercial
digital content include broadcast (e.g. cable, satellite, and terrestrial), Internet-based services, packaged media, and
mobile services, among others. CPCM isintended for use in protecting all types of content - audio, video and associated
applications and data. CPCM specifications facilitate interoperability of such content after acquisition into CPCM by
networked consumer devices for both home networking and remote access.

Thisfirst phase of the specification addresses CPCM for digital Content encoded and transported by linear transport
systemsin accordance with TS 101 154 [i.1]. A later second phase will address CPCM for Content encoded and
transported by systems that are based upon Internet Protocols in accordance with TS 102 005 [i.2].
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1 Scope

The present document is the specification of the Digital Video Broadcasting (DVB) Content Protection and Copy
Management (CPCM) System. It contains the generic specification applicable to all deployments of CPCM.
Technol ogy-specific adaptations for content formats, storage formats, home network ecosystems and
application-specific physical interfaces are contained in TS 102 825-9 [5].

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for,the application of the présent document.

[1] ETSI EN 300 468: "Digital\ideo Broadcasting (DV.B); Specification for Service Information (SI)
in DVB systems”.
[2] |EEE List of Registered OUF.

NOTE: Available at http://standards.ieee.org/regauth/oui/index.shtml.

[3] SO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1:
Country codes".
[4] ETSI TS 101 162: "Digital-Video Broadcasting (DVB); Allocation of identifiers and codes for

Digital Video Broadcasting (DVB) systems'.

[5] ETSI TS 102 825-9: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 9: CPCM System Adaptation Layers'.

[6] ETSI TS 102 825-1: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 1: CPCM Abbreviations, Definitions and Terms'.

[7] ETSI TS 102 825-5: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 5: CPCM Security Toolbox".

[8] ETSI TS 102 825-7: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 7. CPCM Authorized Domain Management".

[9] ETSI TS 102 825-10: "Digital Video Broadcasting (DV B); Content Protection and Copy
Management (DVB-CPCM); Part 10: CPCM Acquisition, Consumption and Export Mappings".

[10] ETSI TS 102 825-3: "Digital Video Broadcasting (DV B); Content Protection and Copy
Management (DVB-CPCM); Part 3: CPCM Usage State Information".
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2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 101 154: "Digital Video Broadcasting (DV B); Specification for the use of Video and
Audio Coding in Broadcasting Applications based on the MPEG-2 Transport Stream”.

[i.2] ETSI TS 102 005: "Digital Video Broadcasting (DVB); Specification for the use of Video and
Audio Coding in DVB services delivered directly over IP protocols®.

[i.3] ETSI TS 102 825-2: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 2: CPCM Reference Model".

[i.4] ETSI TR 102 825-8: "Digital Video Broadcasting (DV B); Content Protection and Copy
Management (DVB-CPCM); Part 8: CPCM Authorized Domain Management scenarios'.

[i.5] ETSI TR 102 825-11: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 11: CPCM Content management scenarios’.

[i.6] ETSI TR 102 825-12: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM); Part 12: CPCM | mplementation Guidelines'.

[i.7] ETSI TS 102 825-14: "Digital Video Broadcasting (DV B); Content Protection and Copy
Management (DVB-CPCM); Part 14: CRCM Extensions'.

[i.8] ETSI TR 101 289: "Digital VideaoBroadeasting (DV B);Support for use of scrambling and
Conditional Access (CA) withindigital broadcasting:systems’.

[i.9] ARIB STD25: "Conditional. Access'Systermispecifications for digital broadcasting”.

[i.10] DVB Bluebook A125: “Support for use of,.the:DVB scrambling algorithm version 3 within digital

broadcasting system'':

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 102 825-1 [6] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TS 102 825-1 [6] apply.

4 The CPCM System

4.1 General

The CPCM System provides an interoperability platform for the protection and management of “commercia™ content,
i.e. not user-created content, in the consumer environment.

The CPCM Reference Model (TS 102 825-2 [i.3]) and the CPCM Abbreviations, Definitions and Terms

(TS 102 825-1 [6]) provide the foundation upon which this CPCM System specification is based. The CPCM System
specification populates each of the aspects of the CPCM Reference Model in order to define a complete and
implementabl e system.
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The main body of the present document provides the generic specification of the CPCM System, applicable to all
deployments of CPCM.

The generic CPCM System specification defines the aspects of the CPCM System that apply to al deployments of
CPCM. The remaining of this clause deal with the following elements of the CPCM System:

e  CPCM Security Toolbox;

. CPCM Authorized Domain Management (ADM);
. CPCM System versioning;

. CPCM Device physical interfaces; and

. CPCM Instance logical interfaces.

The subsequent clauses of the CPCM System generic specification, starting in clause 5, deal with the following
elements:

. CPCM data formats:. the generic CPCM System specification contains a common set of CPCM-specific data
type definitions used by every CPCM System deployment. The CPCM Data Types are documented in
clause 5.

. CPCM protocols. the generic CPCM System specification defines a set of protecols that are used by all
CPCM Instancesin order to enable CPCM Content.exchanges and exchange CPCM-relevant data. The CPCM
protocols are specified in clause 6.

. CPCM Content management: individual_aspects'of CPCM System-behaviour relating to the handling of
CPCM Content are specified in clause 7

. CPCM Content Licence management: clause 8 dealswith'all aspects around the generation and handling of
CPCM Content Licences.

Various end-to-end CPCM Content-handling scenarios, aswell'as:ADM scenarios, are documented in
TR 102 825-8 [i.4] and TR 102 825-11 [i.5], building-on the' individual content handling aspects from clauses 7 and 8.

The CPCM System is designed to provide a generic content protection and management platform that can be adapted to
various content ecosystems. A content ecosystem.can consist of one or more aspects to which the CPCM System
Specification is adapted in order to provide a complete and workable content protection and management sol ution.
These aspects of adaptation are:

. Content format: a CPCM System deployment needs at |east one content format adaptation. CPCM System
content format adaptations are defined in TS 102 825-9 [5].

. Storage format: if a CPCM System deployment includes the ability to Store CPCM Content then it needs at
least one storage format. CPCM System storage format adaptations are defined in TS 102 825-9 [5].

. Home Network ecosystem: a home network ecosystem adaptation is needed for the CPCM System to work
within that ecosystem. Specifications of CPCM System adaptations for particular home network ecosystems
are contained in TS 102 825-9 [5].

e  Application-specific physical interface: the CPCM System can be adapted to provide content protection and
management functionality over an application-specific physical interface that benefits from re-using the
CPCM tools and facilities. TS 102 825-9 [5] contains the definitions for CPCM System adaptations for
particular application-specific physical interfaces.

4.2 CPCM Security toolbox

The CPCM Security Toolbox is the set of cryptographic agorithms and methods that enables the protection of CPCM
Content, as required by the provider of that content, throughout its lifetime within the CPCM System.

The set of CPCM security toolsin the toolbox do not provide any alternative methods for performing any particular
security-related task within the CPCM System. Rather, there is one tool specified for each security-related task.
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