TECHNICAL ISO/IEC
REPORT TR
27015

First edition
2012-12-01

Information technology — Security
techniques — Information security
management guidelines for financial
services

Technologies de l'information — Techniques de sécurité — Lignes
directrices pour le management de la sécurité de l'information pour les
sérvices\financiers

Reference number
ISO/IEC TR 27015:2012(E)

©|SO/IEC 2012



ISO/IEC TR 27015:2012(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved



ISO/IEC TR 27015:2012(E)

Contents Page
Lo o o \4
L) oo 10T o o vii
1 £ T o o - SRS 1
2 NOIrMative refereNCES...... ... s ssmn e e s ss s s s mnn e e e e e s s s s sanmene e e eesnnsnnnns 1
3 Terms, definitions and abbreviated terms............coo i 1
31 Terms and defiNitioNS ........oooii e s e nmn s 1
3.2 AbDbreviated tErMS ... s e e e n e e e n e nnns 1
4 Structure of this technical report.......... e 1
5 SECUNILY POlICY .uiiiiieiiiiiiiii iR e R R 2
6 Organization of information SECUTILY .........ccccerirriirrrrsir e e 2
6.1 Internal organization ... s 2
6.1.1 Management commitment to information Security...........ccccccoeiiirecciiincccr e 2
6.1.2 Information security CO-Ordination...........ccccciiiiiii i ———————— 2
6.1.3 Allocation of information security responsibilities ............cccooemiiriiicccccs e —————— 2
6.1.4 Authorization process forinformation/processing facilities . ... .o/ i 2
6.1.5 Confidentiality agreements ... ————————————— 2
6.1.6 Contact with authorities.(.c.{aaaalamam @ a @l a @i b e 3
6.1.7 Contact with special interest groups ..o —————— 3
6.1.8 Independent review of information SECUrity..........cccceiiiiiimiiniin e ———— 3
6.2 External parties........ e 3
6.2.1 lIdentification of risks related to external'parties ... .. L 3
6.2.2 Addressing security when dealing with customers ..o 3
6.2.3 Addressing security in third party agreements ... —— 5
7 === =T = T =T 40 T= L 6
71 LRET o TeT g Eo 1 o1 13 4V ] gl T-T=T=1 £ SRR 6
A% S I 4 1YY 0 e Vo = L= ==Y R 6
7.1.2  OWNErsShip Of @SSEtS ......ciiiiiiiiiiicccirir e e s e s s s ssm e e e e e e e s s s smner e e e ee s s e mn e e e e eesnn s nnmnnnnens 6
7.1.3 Acceptable use of assets.........ccciiiiiiiiiii i ————————————— 6
7.2 Information classifiCatioN ... s 7
8 HUMAaN reSOUrCes SECUNILY ....ciiiiiiriiiiiiiriiiiir i s s e e e ann e s 7
8.1 Prior to @mMPIOYMENL.......cooiiiiiiiiri i ————— 7
8.1.1  Roles and responsibilities ..o 7
R T o == o ] T 7
8.1.3 erms and conditions of employment.............occirireriiirrrrrrrr e 7
8.2 DUring emMPlOoYMENt...... ... s e an e e e annns 8
8.2.1 Management responSibilities .........ccco i ———————— 8
8.2.2 Information security awareness, education and training..........ccccceiiiiiicccscerine s 8
8.3 Termination or change of employment............oo oo ss e e 8
9 Physical and environmental SECUNItY ...........ccccciiriiiiiccsiseiire s ssssrr s ssen e e e s s mnn e e e e ee s nnnnns 8
9.1 RS T o =N T =T T 8
9.1.1 Physical security Perimeter ... ——— 8
9.1.2 Physical entry CONLrolS ... s 8
9.1.3 Securing offices, rooms, and facilities..........ccccoiiriin i ——— 8
9.1.4 Protecting against external and environmental threats............ccccoccmiiiiinnni 8
9.1.5 WOrKIiNG iN SECUIE @rQas .....ceciriiuerrisisnrrissisrsiiissrssissss s s sss e s sss s s s sss s ss s e s se s e e ba e an e e baane e s anann e s nnrans 8
9.1.6 Public access, delivery, and loading areas ...........ccccocmrriiiiiiiinieinn e 9
9.2 EqQUIPMENt SECUNILY ...cooiiiiiee i am s e e s e e e s e nnnns 9

© ISO/IEC 2012 — All rights reserved iii



ISO/IEC TR 27015:2012(E)

9.21 Equipment siting and protection...........ccoiiinnc 9
9.2.2  SUPPOIrtiNg ULHIIES ......eeeeiiieiiiiicccirr e s e e s s smmn e e e e e s e s amn e e e e e e s an e nnmnnnne s 9
L= T8 TR 0% 1 o] 114 T T o3 114 1/ 9
9.24 Equipment Maint@NaNCe .........cccoiiiiiiiiicccrr e nn e e s e e e s 9
9.2.5 Security of equipment off-premises ........... i ——————————— 9
9.2.6 Secure disposal or re-use of eqUIPMENL ....... ... 9
10 Communications and operations management ...........cccovcmiiiimri e —————— 10
10.1 Operational procedures and responsibilities ..........ccccoiiiiccciicrii e 10
10.1.1 Documented operating ProCeAUIES............oiciimimiiiiiieerr s 10
10.1.2 Change ManAgEMENt ...........cccceiirieceerriserrrrrsacr e e sss e e e ssssmr e e s s ssmn e e s s ssms e e s s s smneeasssmneeasssmneesassnnessssnnnnnsssnnnes 10
10.1.3 1Segregation Of AULIES .......ccccceiiiiiicccccrrr e ms e e e e s e e mmnn e e e e s e s s nnmnn e e e nnsnan 10
10.1.4 Separation of development, test, and operational facilities...........ccccccmmrrriiicciirrnr e, 10
10.2  Third party service delivery management..........cccccviiiicccimmmiimninsccssssseess s s ssssses s s sssssssmnsessnssnsnes 10
10.3  System planning and acceptance.........c.cccvcmiiiiiiriiir i ————————— 10
10.3.1 Capacity ManagemeNnt...........ccciiiiiiiir i 10
10.3.2 System ACCEPLANCE ........coiiiiiiiiiiiir i r R an e ane 1
10.4 Protection against malicious and mobile code ...........ccciiivmmiiniic e —— 1
10.4.1 Controls against MaliCious COAE .........cccciiiimmiiiiiir 11
10.4.2 Controls against mobile COde ... ——————————— 1
0TS T = 7 Vo 1 | 2 1
10.6 Network security ManagemeNnt........ ... 1
020 A 1 =Y o [ = T T Ve |11 4T 1
10.7.1 Management of removable media.........cccciiiiiiciiimiiiiii e 1
0T 07 0 17 o T X7 T I3 4 1= o - S 1
10.7.3 Information handling ProCEAUIES .......cccermrereiesisasssenenrssasassssasenensassssasassasas messsssssssmsnssssesssssnnnnssnsssssns 11
10.7.4 Security of system documentation ... ... i 12
10.8 Exchange of information............ocoimiiiiiiiii i s e 12
10.9 Electronic commerce Services .. .o i i . i a L i a rrereeeee 12
10.9.1 EIECtroniC COMMENICE .......uueiiiiiiiiiiiiemirre s e e i sser e e s s e s s smsmn e e e s s e e s e smmme s e e s sa s e e mnmne e e s saa s nmnnnnennsannan 12
10.9.2 On-Line TranSactioNS ...........uuummmimiiiiee e i3 T30 UER 5 D43k Sk smmmmr e e e s ea s s sammmeaeeseeaaassmnmnsessanssnnmnnnnssnsaas 12
10.9.3 Publicly available infOrmMation ... s« sirssmdeyssusesnisnnsie iabasininds s inissnsts e nnsadysRaskaniihasssnesssnsssnsssssnnnsssssanes 12
10.9.4 Internet banKing SEIVICES ...........uouiiasimiein i isiasssssnnsae r9e7 63 isiasGeaeadenssasssssnnsnnsssssassssssmssssssssssssnsnnssnsssssas 12
020 0T 1 o 4T o1 ' 13
0 TR 0 TR B YT T L1 0 Yo T 3V 13
10.10.2 MONItOriNgG SYSTOIM USE.......uuueciiiiiiiiiiiisscererrressssssssmsere e s esssssssssms s e e e essassssssmsseeeeesansssssmnnnesnssansssnnmnnnnnnnsans 13
10.10.3 Protection of 1og information ... s 13
10.10.4 Administrator and Operator I0gs........ccccciriiiiiccirserrerrirrsssssssre e s s s s ssme s e e s e s s s s s ssnme e e e eessssnmnneeennennns 13
0 TR o TU | o T g T 13
10.10.6 Clock SYyNChronization ...........ccciciiiiiiir e 13
1 2T T o o 1 o 13
12 Information systems acquisition, development and maintenance...........c.occcooiomniiiiiicciiccnnnen, 14
121  Security requirements of information systems............ e 14
12.1.1 Security requirements analysis and specification............cccoiiiiiiiciiinrr s 14
12.2 Correct processing in @pPliCatioONS........ccccoccecerircecerirrsr e s e s s s e smr e sme e e mn e ennnes 14
20 T 04 Y/ o oY =T ] 4 1T o o 41 o =2 15
12.3.1 Policy on the use of cryptographic CONtrols ..........ccccoeririeccmrirccrr e e e 15
I T2 (= V1 4B T F= e 1Y 4 =Y o 1 SR 15
12.4  Security Of SYStem fileS..... . e e mn e e e e e nan 15
12.4.1 Control of operational SOftWAre ..........ccccceiiiiiccicicrirr e e smn e e s e e s samnne e e e e ennnn 15
12.4.2 Protection of system test data ............ccccmiiiiiiiiiri i ——— 15
12.4.3 Access control to program SOUIrCe COUE.......cccuiummriiniimriinisnr s an s ane s 15
12.5 Security in development and SUPPOIt ProCeSSES .......cccviriirriniiiriinnnr e s 16
12.6 Technical Vulnerability Management............cccoiiiiinnn e 16
13 Information security incident management ..............oo i ————— 16
14 Business continuity management ... —————_— 16
141 Information security aspects of business continuity management..............cccccriieeciriicccnnnncenes 16
14.1.1 Including information security in the business continuity management process........................ 16

iv © ISO/IEC 2012 — All rights reserved



ISO/IEC TR 27015:2012(E)

14.1.2 Business continuity and risk asseSSMeNt...........ccccccviiiiiiciccsemrr e 16
14.1.3 Developing and implementing continuity plans including information security............cccccvnuuees 16
14.1.4 Business continuity planning framework ..........ccccoiiiiniin e ————— 16
14.1.5 Testing, maintaining and re-assessing business continuity plans .........cccccciciiiiniicccinnininens 17
15 L0 4T 1= o 1 17
15.1 Compliance with legal reqUIrements............ooo i 17
15.2 Compliance with security policies and standards, and technical compliance.................c........... 17
15.2.1 Compliance with security policies and standards............ccccvrreeirrrcccerrrcce e e 17
15.2.2 Technical compliance ChecCKing ........ccccciiiiiiiiici s 17
15.2.3 Compliance MONItONING .......ccccieiireeieriresrerrrssr e e esssr e ssssre s esssne e e s s s ne e e sssme e s sssme e e snsamseeessmnessnssnneesansnnes 17
=] o 1T o =1 ¢ 0 77 PR 18

© ISO/IEC 2012 — All rights reserved Vv



ISO/IEC TR 27015:2012(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

In exceptional circumstances, when a technical committee has collected data of a different kind from that
which is normally published as an International Standard (“state of the art”, for example), it may decide by a
simple majority vote of its participating members to publish a Technical Report. A Technical Report is entirely
informative in nature and does not have to be reviewed until the data it provides are considered to be no
longer valid or useful.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying-any-or.all such patent rights.

ISO/IEC TR 27015 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee 27, IT Security techniques.

vi © ISO/IEC 2012 — All rights reserved
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Introduction

Continuous developments in information technology have led to an increased reliance by organizations
providing financial services on their assets processing information. Consequently, management, customers
and regulators have heightened expectations regarding an effective information security protection of these
assets and of processed information.

Whereas ISO/IEC 27001:2005 and ISO/IEC 27002:2005 address information security management and
controls, they do so in a generalised form.

Organizations providing financial services have specific information security needs and constraints within their
respective organization or while performing financial transactions with business partners, which require a high
level of reliance between involved stakeholders.

This technical report is a supplement to ISO/IEC 27000 family of International Standards for use by
organizations providing financial services. In particular, the guidance contained in this technical report
complements and is in addition to information security controls defined in ISO/IEC 27002:2005.

The term “financial services” should be understood as services in the management, investment, transfer, or
lending of money which could be provided by organizations offering their fiscal expertise rather than selling
physical products (i.e. ahyonelin the “businessofimoney’).

In addition to the implementationcaf<both ISOAEC 27001:2005)and ISO/IEC 27002:2005, by using this
technical report, organizations providing financial services may establish a higher level of trust within their
organization, with customers and with business partners, in particular, when it can be demonstrated that they
have adopted sector-specific guidance forinformation security management.

This technical report reflects the state of art and is niot intended for certification purposes.

© ISO/IEC 2012 — All rights reserved vii
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TECHNICAL REPORT ISO/IEC TR 27015:2012(E)

Information technology — Security techniques — Information
security management guidelines for financial services

1 Scope
This Technical Report provides information security guidance complementing and in addition to information

security controls defined in ISO/IEC 27002:2005 for initiating, implementing, maintaining, and improving
information security within organizations providing financial services.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 27000:2009, Informationstechnology /—~\ Security techniqués = ‘Information security management
systems — Overview and vocabulary

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For the purposes of this document, the terms and definitions in ISO/IEC 27000:2009 and the following apply.

3141
financial services
services in the management, investment, transfer, or lending of money

3.2 Abbreviated terms

ATM Automatic Teller Machines
COBIT Control Objectives for Information Technology
OoTP One-Time Password

PCI-DSS Payment Card Industry - Data Security Standard
POS Point Of Sale
SST Self Service Terminal

4 Structure of this technical report

Information security guidance complementing and in addition to information security controls from
ISO/IEC 27002:2005 is provided in clauses 5 to 15 below.

© ISO/IEC 2012 — All rights reserved 1
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5 Security Policy

No additional guidance for organizations providing financial services.

6 Organization of information security
6.1 Internal organization

6.1.1 Management commitment to information security

No additional guidance for organizations providing financial services.
6.1.2 Information security co-ordination

No additional guidance for organizations providing financial services.
6.1.3 Allocation of information security responsibilities
Control 6.1.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

An organization providing financiahservices should consider Jthe”following inthe, definition of information
security roles and responsibilities requirements and recommendations stated by laws and regulations, which
applied to it, along with industry frameworks:

Care should also be taken by an organization providing financial services to ensure local implementation of
relevant requirements and recommendations stated by international partners in regards to its definition of
information security roles and responsibilities.

Examples of frameworks which are generally used by organizations providing financial services and which
provide information about allocation of information security roles and responsibilities:

a) PCI-DSS [1] with the following sub-clause:
1. PCI 12.5 Assigned information security management responsibilities.
b) COBIT [2] with following sub-clauses:
2. 4.0 Define the IT organization and relationships.
3. 4.4 Roles and Responsibilities.
4. 4.6 Responsibility for Logical and Physical Security.
Assigned information security roles and responsibilities should be reviewed on a regular basis to ensure

conformity with changes in requirements and recommendations stated by laws, regulations, industry
frameworks and partners.

6.1.4 Authorization process for information processing facilities

No additional guidance for organizations providing financial services.

6.1.5 Confidentiality agreements

No additional guidance for organizations providing financial services.

2 © ISO/IEC 2012 — All rights reserved



ISO/IEC TR 27015:2012(E)

6.1.6 Contact with authorities

No additional guidance for organizations providing financial services.

6.1.7 Contact with special interest groups
Control 6.1.7 from ISO/IEC 27002:2005 is augmented as follows:

Implementation quidance

In addition to the guidance provided in ISO/IEC 27002, membership in special interest groups or forums
should be considered as a means to:

a) confidentially share and exchange information about recent fraudulent and criminal activities.
6.1.8 Independent review of information security
No additional guidance for organizations providing financial services.
6.2 External parties

6.2.1 Identification of risks related to external parties
Control 6.2.1 from ISO/IEC.27002:2005,is,augmented as follows:;

Implementation quidance

In addition to the guidance provided in ISO/IEC 27002, the following issue should also be considered by an
organization providing financial services when identifying risks related to external party access:

a) Legal and regulatory requirements;ralong with-contractual obligations which could be imposed to the
external party located in foreign countries and which could result in customer and financial information
disclosure to third parties (e.g. mother organization, affiliate, or public authority) without prior

notification to the organization. This issue could then induce significant security breaches with the
unauthorized disclosure of this information.

6.2.2 Addressing security when dealing with customers
Control 6.2.2 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

In addition to the guidance provided in ISO/IEC 27002, the following principles should be considered to
address security when dealing with customers:

a) The organization should give information security advice to customers to raise awareness around
threats (e.g. Trojans, phishing, fraudulent calls) which may introduce information security risks for
them.

This advice should be tailored towards the customer needs and the right level of technical
communication needs to be chosen in order to ensure customer awareness is effective.

The organization should regularly review information security advice provided to customers to ensure
that it remains adequate and appropriate to the organization’s risk profile and it addresses new
information security threats.

Examples of information security advice given would typically include:

© ISO/IEC 2012 — All rights reserved 3
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