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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bodies
casting a vote.

In exceptional circumstances, when the joint technical committee has collected data of a different kind
from that which is normally published as an International Standard (“state of the art”, for example), it
may decide to publish a Technical Report. A Technical Report is entirely informative in nature and shall
be subject to review every five years in the same manner as an International Standard.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall hot be held responsible forfidentifying any 6r all such patent rights.

ISO/IEC TR 27016 was prepared by Joint Technital .Committee ISOAEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

iv © ISO/IEC 2014 - All rights reserved



ISO/IEC TR 27016:2014(E)

Introduction

This Technical Report provides guidelines on information security economics as a decision making
process concerning the production, distribution, and consumption of limited goods and services. Actions
for the protection of an organization’s information assets require resources, which otherwise could be
allocated to alternative non-information security related uses. The reader of this Technical Report is
primarily intended to be executive management who have delegated responsibility from the governing
body for strategy and policy, e.g. Chief Executive Officers (CEOs), Heads of Government Organizations,
Chief Financial Officers (CFOs), Chief Operating Officers (COOs), Chief Information Officers (CIOs), Chief
Information Security Officers (CISOs) and similar roles.

Information security management is often seen as an information technology only approach using
technical controls (e.g. encryption, access and privilege management, firewalls, and intrusion and
malicious code eradication). However, any application of information security is not effective without
considering a broad range of other controls (e.g. physical controls, human resource controls, policies
and rules, etc.). A decision has to be made to allocate sufficient resources to support a broad range
of controls as part of information security management. This Technical Report supports the broad
objectives of information security as provided in the ISO/IEC 27000 family of standards by introducing
economics as a key component of the decision making process.

Coupled with a risk management approach (ISO/IEC 27005[3]) and the ability to perform information
security measurements (ISO/IEC 27004[4]), economic factors need to be considered as part of information
security management when planning, implementing, maintaining and improving the security of the
organization’s information assets, In particular, economic justifications are required to ensure spending
on information security is‘effective as.opposed torusing the.resources in'a less efficient way.

Typically, economic benefits of informationisecurity management concern one or more of the following:
a) minimizing any negative impact to.the organization’s business objectives;

b) ensuring any financial'lossis‘acceptable;

c) avoiding requirements for additional risk capital and contingency provisioning.

Information security management may also produce benefits that are not driven by financial concerns
alone. While these non-financial benefits are important, they are usually excluded from financial based
economic analysis. Such benefits need to be quantified and included as part of the economic analysis.
Examples include:

a) enabling the business to participate in high-risk endeavours;

b) enabling the business to satisfy legal and regulatory obligations;

c) managing customer expectations of the organization;

d) managing community expectations of the organization;

e) maintaining a trusted organizational reputation;

f) providing assurance of completeness and accuracy of financial reporting.

Negative financial and non-financial economic impacts as a result of a failure by the organization to
provide adequate protection of its information assets are increasingly becoming a business issue. The
value of information security management includes identifying a direct relationship between the cost of
controls to prevent loss, and the cost benefit of avoiding a loss.

Increasing levels of competition are resulting in the need for organizations to focus on the economics of
risk.

© ISO/IEC 2014 - All rights reserved \%
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This Technical Report supplements the ISO/IEC 27000 family of standards by overlaying an economic
perspective on protecting an organization’s information assets in the context of the wider societal
environment in which an organization operates.
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Information technology — Security techniques —
Information security management — Organizational
economics

1 Scope

This Technical Report provides guidelines on how an organization can make decisions to protect
information and understand the economic consequences of these decisions in the context of competing
requirements for resources.

This Technical Report is applicable to all types and sizes of organizations and provides information
to enable economic decisions in information security management by top management who have
responsibility for information security decisions.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referencedidocument (includinganyjamendments) applies.

ISO/IEC 27000, Information technology + . Security.techniques — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the following
apply.

3.1

annualized loss expectancy

ALE

monetary loss (3.13) that can be expected for an asset due to a risk over a one year period

Note 1 to entry: ALE is defined as: ALE = SLE x ARO, where SLE is the Single Loss Expectancy and ARO is the
Annualized Rate of Occurrence.

3.2

direct value

value that can be determined by a value of an identical replacement or substitute in the event of an
information asset or assets being harmed or lost

Note 1 to entry: This value is positive as long as the information asset is not harmed but seen as loss if the event
occurs.

3.3
economic factor
item or information that affects an asset’s value (3.22)

3.4
economic comparison
consideration of competing or alternative cases for the allocation of resource

© ISO/IEC 2014 - All rights reserved 1
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3.5
economic justification
element of business case desiged to enable the allocation of resource

3.6
economic value added
measure that compares net operating profit to total cost of capital

3.7
economics
efficient use of limited resources

3.8
expected value
value estimated as an impact to the business by an information asset being harmed or lost

Note 1 to entry: This value is positive as long as the information asset is not harmed but seen as loss if the event
occurs.

3.9
extended value
expected value times the number of times that value might occur

3.10

indirect value

value that is estimated for thereplacement orwrestoning,in-the,event of,an/infermation asset or assets
being harmed or lost

Note 1 to entry: This value is positive as long as‘the'information asset is'not harmed but seen as negative if the
event occurs.

3.11
information security economics :
efficient use of limited resources for 1nf0rmat10n security management

3.12

information security management

ISM

managing the preservation of confidentiality, integrity and availability of information

3.13
loss
reduction in the value (3.22) of an asset

Note 1 to entry: In terms of information security economics (3.11), a loss may also be used in the context as a
positive value. In this document a cost is always negative unless otherwise stated.

3.14
market value
highest price that a ready, willing and able buyer will pay and the lowest price a seller will accept

3.15
net present value
sum of the present values (3.16) of the individual cash flows of the same entity

3.16
present value
current worth of a future sum of money or stream of cash flows given a specified rate of return

3.17
non economic benefit
benefit for which no payment has been made

2 © ISO/IEC 2014 - All rights reserved
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3.18
opportunity cost
future estimated cost for a certain information security activity or activities

3.19
opportunity value
future estimated positive value gained from a certain information security activity or activities

3.20
regulatory requirements
mandatory resource demands associated with a specific market

3.21
return on investment
measurement per period rates of return on value invested in an economic entity

3.22
societal value
public distinction between right and wrong

3.23
value
relative worth of an asset to other objects or a defined absolute value

Note 1 to entry: In terms of information security economics (3.11) a value may be positive or negative. In this
document a value is alwayspositive unlessotherwise stated:

3.24

value-at-risk

VAR

summarizes the worst loss (3.13) overlatargetitimethatiwill not be exceeded with a given probability

Note 1 to entry: Target time for example'coruld be. 1 year-and.the given probability could also be referred to as
confidence level.

4 Abbreviated terms

BVM Basic Value Model

CIA Confidentiality-Integrity-Availability

ICT Information and Communications Technology
IRP Interest Rate Parity

[SMS Information Security Management System
ROI Return On Investment

5 Structure of this Document

Fundamental to the organizational economics of information security management is the ability to
enable economic values to be presented to management thereby enabling better factual based decisions
regarding the resources to be applied to the protection of the organization’s information assets.

In this Technical Report Clause 6 descibes information security economic factors and their relevance in
management decision making. Clause 7 describes the economic objectives in terms of asset evaluations.
Clause 8 describes how to apply an economic balance using information security benefits and costs in
an organizational context in general and using examples depending on the category of a business case.

© ISO/IEC 2014 - All rights reserved 3
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These clauses are supported by a number of annexes:

— Annex A describes wide context objectives of stakeholders regarding the values of information
security.

— Annex B describes business objectives and related information security organizational cost issues.
— AnnexCdescribesasetof modelsthatcanbe used forinformation security organizational economics.

— Annex D describes examples of using models with example figures.

6 Information Security Economic Factors

6.1 Management Decisions

The ISO/IEC 27000 family of standards provides a number of business related objectives guiding
management decisions by which organizations formally and informally assess their need to invest in
information security. These management decisions will be made more effective if a relevant process is
devised to compare the net benefit of an information security investment with competing demands for
resource in other areas of the organization.

The information security decision process needs to include a clear basis in support of management
decision-making, taking into account appropriate factors with respect to the organization’s information
security economics. The economic value of an information security investment should take account of
the organization’s business objéctives With/the business dbjectives directly linked, other factors such
as risks, costs and benefits can now be applied allowing their more effective measurement.

Determining a suitable economic justification for the allocation of resources to preserve the security of
information assets, in a way that allows economic comparison with other ways of using the resources,
needs to be considered by management. One principleisto-apply-an approach of resource allocation (e.g.
NetPresentValue, Return OnInvestment, Economic Value'’Added) to aninformationsecurity management
programme in order to produce results that can’be compared for decision-making purposes.

a) Some benefits of an information security management programme may not be economic in nature
because it is difficult to objectively and consistently measure the benefits in economic terms. For
example, if there are regulatory requirements to protect or provide certain information, it may
not be possible to determine the economic value of this benefit. This is also referred to as value of
compliance.

b) Similarly,thesocietal value ofaninformation security managementprogramme cannotbe objectively
determined in economic terms without an effective feedback mechanism from the community. Non-
economic benefits are an important part of the justification of an information security management
programme, however, they cannot be included in any form of financial economic analysis as it is
difficult to apply consistent measurement.

c) Information security can be applied to protect intangible assets such as brand, reputation, etc. The
extent of this protection needs to be calculated and presented in such a way that it relates to the
organization’s evaluation of such intangible assets. The economics applied of the evaluation should
be related to the effect of applying information security to the intangible asset. Economic values
should be sourced from business functions such as financial, risk management, sales and marketing,
etc. Costs for protection should be calculated based on information security.

6.2 Business Cases

An information security investment business case allows an organization to consider whether the
economic benefits outweigh the costs and if so by how much. When information security objectives are
presented to an organization’s management, usually in the form of a business case, economic aspects
should be considered. This should include the consequences resulting from considering the information
security aspects of a business proposition. For example, what will be the economic impact on the

4 © ISO/IEC 2014 - All rights reserved
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organization’s ability to meet its objectives if an activity is (not) done? A business case should aim to
provide a clear answer to this question.

The business case should present a balanced cost-benefit-risk view so that the organization is aware
of the options and implications of any decision, thus enabling a basis upon which the desirability of
a given security investment can be considered to achieve the best outcomes. These implications and
options could be positive in terms of correct information security investments or negative if inadequate
investments are made.

The business case should be considered in terms of the information security investment costs against
any costs associated with risks. The key fundamental elements of the business case should provide
decision makers with sufficient information to understand:

a) The value of the information asset.

b) The potential risks to the information asset.

c¢) The known cost of protecting the information asset.

d) The reduction of risk in relation to applying protection.

At some point the protection costs applied to the value of the information asset will reach an optimum
balance point. This optimum point between the protection costs is when the reduction of risk that will
affect the value will be less than the cost of protection (see also model C.4).

Figure 1 symbolizes the need for the business case to include economic factors as part of the business
process.

l Top Management W OrganiZation’s management cycle

' Decision making points (related to ISM)
(U Definition of ISM objéctives

Econonigs (¢
in 15M

Business Case - Distribgtion of budget and resources to I5M

15M cycle
Decision making points
- Distribution of resources to 1SM planning
- Definition of risk acceptance level and residual risks
- Addressing infermation security in change of business
- Applying contrels for improving infermation security

Information Security
MManagement

Figure 1 — Information security organizational economics decision process using 27016

When preparing the business case the organization needs to be mindful that resources are always finite
and that areas of concern need to be considered and prioritised dependent on the organization’s needs.
In this context, information security aspects should be founded on facts and hard data where available
and calculations should be made based on best knowledge and experience, which may include:

e) Calculation with a time-span (maximum, minimum time period, etc.).
f) Costestimates.
g) Quotations.

h) Predictions of market values.

© ISO/IEC 2014 - All rights reserved 5
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i) Known or estimated noncompliance fees and penalties.

j) Legal consequences in direct or indirect economic terms.
k) Risk estimates that provide predictions of losses occurring.
1) Opportunity Value.

m) Opportunity Cost.

When making estimates based on a time-span, these could be gathered from statistics, risk assesments,
etc. When defining a time-span it is useful to consult experts from all relevant functions and areas.

Economics related to information security management should cover:
n) Activities and decisions during the whole information security management process.

0) Economic aspects supporting the decision on annual investments for the information security
management process.

p) Ensuringthatinformation security management is undertaken in conformity with ISO/IEC 27001[1]
(information security management system).

The complexity of a business case for information security management is dependent on scope which
in turn, is based on the context in which information security needs to be applied. In order to be able to
include information security organizational economics as part of a business case, a business rationale
based on a business description needs'to'be eonsidered jin combination withi the actual information
security solution. Different economic models can be applied to business cases at different levels of the
organization. These levels could be as simple asqisingtwo categories: Category A - Organizational and
Category B - Part of the organization consisting of a process, function, etc. The organizational part can
contain a number of assets. From an information security management perspective, Category B could
also be an application business case for a control or-controls.

6 © ISO/IEC 2014 - All rights reserved
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