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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Smart Machine-to-Machine
communications (SmartM2M).

Modal verbs terminology

In the present document "shall”, "shall not", "should", "“should fot", "may' *may not", "need", "need not", "will",
"will not", "can" and "cannot" are to be interpreted as described in clause3:2 of the ETSI Drafting Rules (Verbal forms
for the expression of provisions).

"must" and "must not" are NOT alowed in ETSI deliverables'except.when used in direct citation.
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1 Scope

The present document specifies Interoperability Test Descriptions (TDs) for the ETSI M2M Primitives as specified in
ETSI TS 102 921 [1]. The purpose of the interoperability testing isto prove that end-to-end functionality between
devices such as:

o diainterface;

e  mlainterface;

. Multi-Hop configuration (dla+ mid) and (mld+mla);
. End to End configuration (dla+ mid + mla);

and using HTTP as underlying application layer, is as required by the standard(s) on which those devices are based.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition-ndmber or version number) or
non-specific. For specific references, only the cited version applies. For non=specific references, the latest version of the
reference document (including any amendments) applies.

Referenced documents which are not found to be'publicly availablein the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included inthis clause werewalid-at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary. for the application of the present document.

[1] ETSI TS 102 921: "Machine-to-Machine communications (M2M); mla, dlaand mid interfaces’.
[2] ETSI TS 102 690: “Machine-to-Machine communications (M2M); Functional architecture”.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
reference document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.
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3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
aPoC The Application Point of Contract isa URI that identifies how requests are re-targeted
App M2M Application (DA, GA or NA)
CFG Configuration
DA Device Application
Device' (DY) Hosts App that communicates to a GSCL using the dla reference point.
dla device application Interface
DSCL Device SCL
EUT Equipment Under Test
GA Gateway Application
GSCL Gateway SCL
MH Multi-Hop
mla M2M application Interface
mid M2M device Interface
NA Network Application
NSCL Network SCL
SCL Service Capability Layer
TD Test Description
URI Universal Resource Identifier
XML eXtensible Markup Language
4 Conventions

4.1 The Test Description praforma

The test descriptions are provided in.proformatables. The following different types of test operator actions are

considered during the test execution:

e A stimulus correspondsto an event that>enforces an EUT to proceed with a specific protocol action, like

sending a message for instance.

e A verify consists of verifying that the EUT behaves according to the expected behaviour (for instance the EUT
behaviour shows that it receives the expected message).

. A configure corresponds to an action to modify the EUT configuration.

e A check ensuresthe receipt of protocol messages on reference points, with valid content. This "check" event
type corresponds to the method called 'interoperability testing with conformance check'.

4.2 Test Description naming convention

Table 1: TD naming convention

TD/<root>/<gr>/<nn>
<root> = root M2M
<gr> = group P2P Point to Point testing on dla, mid or mla
MH Multi-Hop: management of remote ressources
E2E End to End

<nn> = sequential number

01 to 99
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5

5.1

Test Description Summary

ETSI M2M tests

Table 2: ETSI M2M Tests

Nb Procedure/Resource TD ID TD Description
1 SCL Mutual TD_M2M_P2P_01 |GSCL registers to NSCL
Registration

2 SclBase Management |(TD_M2M_P2P_02 |App retrieves the sclBase resource via a
sclBaseRetrieveRequest

3 TD_M2M_P2P_03 |App updates the sclBase resource via an
sclBaseUpdateRequest

4 Application TD_M2M_P2P_04 |App registers to its local SCL via an
applicationCreateRequest

5 TD_M2M_P2P_05 |App retrieves application resource via an
applicationRetrieveRequest

6 TD_M2M_P2P_06 |App updates attribute in application resource via an
applicationUpdateRequest

7 TD_M2M_P2P_07 |App de-registers by deleting application resource via an
applicationDeleteRequest

8 Container TD_M2M_P2P_08 |App.creates a containerressource in local SCL via a
containerCreateRequest

9 TD_M2M_P2P_09 o|App retrieves information of a container resource via a
containerRetrieveRequest

10 TD_M2M_P2P<10" .|App updates attribute in application resource via an
containerUpdateRequest

11 TD_M2M=R2P_11" |App:delete a specific container ressource via a
containerDéleteRequest

12 Contentlnstance TD_M2M_R2P_12 . {Appradds'a contentinstance resource <contentlnstance> to
the cantentinstances resource of a specific container in
local SCL via a contentinstanceCreateRequest

13 TD_M2M_P2P_13"  [App adds a contentinstance resource <contentlnstance> to
the contentinstances resource of a specific container in
local SCL via a contentinstanceCreateRequest using plain
text data

14 TD_M2M_R2P_14 |App retrieves information of a contentinstance resource via
a containerRetrieveRequest

15 TD M2M_P2P_15 |Handle contentinstanceRetrieveRequest with targetID using
partial addressing (content attribute)

16 TD_M2M_P2P_16 |App deletes contentinstance resource via a
containerDeleteRequest

17 Discovery TD_M2M_P2P_17 |App discovers resources residing in Local SCL via
DiscoveryRetrieveRequest

18 TD_M2M_P2P_18 |App discovers resources residing in Local SCL using
specific Filter criteria via DiscoveryRetrieveRequest

19 TD_M2M_P2P_19 |App discovers resources residing in Local SCL with a
limited max size via DiscoveryRetrieveRequest

20 TD_M2M_P2P_20 |App discovers resources residing in Local SCL limited
search prefix via DiscoveryRetrieveRequest

21 TD_M2M_P2P_21 |App discovers resources residing in Local SCL using
multiple parameters via DiscoveryRetrieveRequest

22 Subscription TD_M2M_P2P_22 |App creates a subscription to application resource via
subscriptionCreateRequest

23 TD_M2M_P2P_23 |App retrieves information about a subscription via
subscriptionRetrieveRequest (GET), such as
expirationTime, filterCriteria, contactURI, noRepresentation,
timeoutReason, etc.

24 TD_M2M_P2P_24 |App updates information about a subscription via
subscriptionRetrieveRequest

25 TD_M2M_P2P 25 |App cancels subscription via an subscriptionDeleteRequest

26 TD_M2M_P2P_26 |SCL sends notification(s) via subscriptionNotifyRequest

27 TD_M2M_P2P_27 |SCL sends notification(s) via subscriptionNotifyRequest

(To application container)
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Nb Procedure/Resource TD ID TD Description

28 NotificationChannel TD_M2M_P2P_28 |App creates a notificationChannel to application resource
via notificationChannelCreateRequest

29 TD_M2M_P2P_29 |App retrieves information about a notificationChannel via
notificationChannelRetrieveRequest

30 TD_M2M_P2P_30 |App deletes a notificaitonChannel via a
notificationChannelDeleteRequest

31 TD_M2M_P2P_31 |NA/DA receives natifications via a
notificationChannelRetreiveRequest (GET) using long
polling

32 AccessRight TD_M2M_P2P_32 |App create an AccessRight resource via an
accesRightCreateRequest

33 TD_M2M_P2P_33 |App retrieves accessRight resource via an
accessRightRetrieveRequest

34 TD_M2M_P2P_34 |App updates attribute in accessRight resource via an
accessRightUpdateRequest

35 TD_M2M_P2P_35 |App de-registers by deleting accessRightresource via an
accessRightDeleteRequest

36 TD_M2M_P2P_36 |App retrieve request is rejected due to an Empty
Requesting Entity

37 TD_M2M_P2P_37 |App retrieve request is rejected due to bad request Entity

38 TD _M2M_P2P 38 |App delete request is rejected due to Access Rights

39 Group TD_M2M_P2P 39 |App creates a group resource via a groupCreateRequest

40 TD_M2M_P2P_40 |App retrieves group resource via a groupRetrieveRequest

41 TD_M2M_P2P_41 |App-updates attribute in-group resource via an

roupUpdateRequest

42 TD_M2M_P2P_42 <)|App deletes group.resaurce via an groupDeleteRequest

43 TD_M2M_P2P_43) |Appcreates multiple.contentinstance using group resource

44 TD_M2M_P2P 44 JApp retrieves multiple contentinstance using group
resoutce

45 Container TD_M2M=MH_01 Appicreates.a-container ressource in remote SCL via a
containerCreateRequest

46 TD_M2M_MH_02 - |Appretrieves information of a container resource via a
containerRetrieveRequest

a7 TD_M2M_MH_03 App’ updates attribute in application resource via an
containerUpdateRequest

48 TD_M2M_MH:04 " |App delete a specific container ressource via a
containerDeleteRequest

49 Contentinstance TD_M2My'MH: 05 App adds a contentinstance resource <contentinstance> to
the contentinstances resource of a specific container in
remote SCL via a contentlnstanceCreateRequest

50 TD_M2M_MH_06 App adds a contentlnstance resource <contentlnstance> to
the contentinstances resource of a specific container in
remote SCL via a contentinstanceCreateRequest using
Plain text

51 TD_M2M_MH_07 App retrieves remote contentinstance resource via a
containerRetriveRequest

52 TD_M2M_MH_08 Handle contentinstanceRetrieveRequest with targetID using
partial addressing

53 TD_M2M_MH_09 App deletes remote contentinstance resource via a
containerDeleteRequest

55 Discovery TD_M2M_MH_10 App discovers resources residing in remote SCL via
DiscoveryRetrieveRequest

56 TD_M2M_MH_11  |App discovers resources residing in remote SCL using
specific Filter criteria via DiscoveryRetrieveRequest

57 TD_M2M_MH_12 App discovers resources residing in remote SCL with a
limited max size via DiscoveryRetrieveRequest

58 TD_M2M_MH_13 App discovers resources residing in remote SCL limited
search prefix via DiscoveryRetrieveRequest

59 TD_M2M_MH_14  |App discovers resources residing in remote SCL using

multiple parameters via DiscoveryRetrieveRequest
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Nb Procedure/Resource TD ID TD Description

60 Subscription TD_M2M_MH_15 |App creates a subscription to application resource via
subscriptionCreateRequest

61 TD_M2M_MH_16  |App retrieves information about a subscription via
subscriptionRetrieveRequest (GET), such as
expirationTime, filterCriteria, contactURI, noRepresentation,
timeoutReason, etc.

62 TD_M2M_MH_17  |App updates information about a subscription via
subscriptionRetrieveRequest

63 TD_M2M_MH_18  |App cancels subscription via an subscriptionDeleteRequest

64 TD_M2M_MH_19 GSCL sends natification(s) via subscriptionNotifyRequest
on NSCL

65 TD_M2M_MH_20 NSCL sends notification(s) via subscriptionNotifyRequest
on GSCL

66 TD _M2M_MH_21 GSCL sends natification(s) via subscriptionNotifyRequest

67 TD_M2M_MH_22 NSCL sends notification(s) via subscriptionNotifyRequest

68 Notification Channel TD_M2M_MH_23  |App creates a notificationChannel to application resource
on remote SCL via notificationChannelCreateRequest
(POST)

69 TD_M2M_MH_24 App retrieves information about a notificationChannel on
remote SCL via notificationChannelRetrieveRequest (GET)

70 TD_M2M_MH_25 App deletes a notificaitonChannel on remote SCL via a
notificationChannelDeleteRequest

71 TD_M2M_MH_26 NA receives notifications via' a
notificationChannelRetreiveRequest (GET) using long
polling

72 TD_M2M_MH_27 DA receives notification$ via a
notificationChannelRetreiveRequest (GET) using long
polling

73 AccessRight TD_M2M_MH 28+ “|App createsan*AccessRight resource via an
accesRightCreateRequest

74 TD_M2M>MH¢29 ApPp retrieves accessRight resource via an
accessRightRetrieveRequest

75 TDaM2M=MH_30 App-updates attribute in accessRight resource via an
accessRightUpdateRequest

76 TD_M2M_MH_31 App de-registers by deleting accessRightresource via an
accessRightDeleteRequest

77 TD_M2M_MH_32 App delete request is rejected due to Access Rights (Empty
Requesting Entity)

78 TD_M2M_MH_33 App retrieve request is rejected due to Access Rights (Bad
Requesting Entity)

79 ™ _M2M_MH_34 App delete request is rejected due to Access Rights on
remote SCL(Insufficient Access Rights)

80 Group TD_M2M_MH_35 App creates a group resource via a groupCreateRequest

81 TD_M2M_MH_36  |App retrieves group resource via a groupRetrieveRequest

82 TD_M2M_MH_37  |App updates attribute in group resource via an
groupUpdateRequest

83 TD_M2M_MH_38 App delete group resource via an groupDeleteRequest

84 TD_M2M_MH_39 App creates multiple contentinstance using group resource

85 TD_M2M_MH_40 App retrieves multiple contentinstance using group
resource

86 TD M2M_MH 41 App registration with Announcement

87 TD_M2M_MH_42 App application delete with Announcement

88 TD_M2M_MH_43 App application De-Announce ressource

89 Resource TD_M2M_E2E_01 |DA adds a contentinstance resource <contentlnstance> to

management with the contentinstances resource of a specific container in
re-targeting remote NSCL via a contentinstanceCreateRequest

90 TD_M2M_E2E_02 |NA adds a contentinstance resource <contentlnstance> to
the contentinstances resource of a specific container in
remote GSCL via a contentinstanceCreateRequest

91 TD_M2M_E2E_03 |NA retrieves a contentinstance resource <contentinstance>
to the contentinstances resource of a specific container in
remote GSCL via a contentinstanceRetrieveRequest

92 TD_M2M_E2E_04 |NA deletes a contentlnstance resource <contentinstance>

to the contentinstances resource of a specific container in
remote GSCL via a contentinstanceUpdateRequest
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6 Basic Configuration

6.1 Resources request samples

6.1.1 Application

POST 127.0.0. 1: 8080/ cont ext / nscl / appl i cati ons
<tns:application xmns:tns="http://uri.etsi.org/ mm appld="appl" />

PUT 127.0.0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl
<tns:application xmns:tns="http://uri.etsi.org/mm >
<tns:searchStrings>
<tns:searchStri ng>key</tns: searchString>
</tns:searchStrings>
</tns:application>

CET 127.0.0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl
DELETE 127.0.0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl

6.1.2 Container

PCST 127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ contai'ners
<tns:container xmns:tns="http://uri.etsi.org/mm tns:id="contl" />

PUT 127.0.0. 1: 8080/ cont ext/ nscl / appl i cat i ons/ appd/ contai-ner s/ cont,1
<tns:container xmns:tns="http://uri.etsi.orgla2m >
<tns:searchStrings>
<tns: searchStri ng>key</tns: sear chSt rivng>
</tns:searchStrings>
</tns: contai ner>

GET 127.0.0. 1: 8080/ cont ext/ nscl / appliycatjons/ appl

DELETE 127.0.0. 1: 8080/ cont ext / nscl/ appl icat i ons/ appL

6.1.3 Contentlnstance

POST 127.0. 0. 1: 8080/ cont ext/ nscl / appl i cat izons/ appl/ cont ai ner s/ cont 1/ cont ent | nst ances
<tns:contentlnstance xm ns:tns="http.\// uki. etsi.org/ n2nt

xm ns: xm me="http://ww. w3. or g/2005/ 05/ xm m me" tns:id="ci 1" >

<tns:content xm me: content Type="applicati on/xm ">

P®i aj 4Kl CA8aWs0l G5hbWU9I nRhdGEi | HZhbDOi M ci Lz4KI CA8aWs0l G5hbWU9I nVuaXQ | HZhbDOi Y2Vsc3Vzl i 8+0 w
b2JgPgoK

</tns: content>
</tns:contentlnstance>

POST(content) 127.0.0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ner s/ cont 1/ cont ent | nst ances
<obj >

<int name="data" val ="27"/>

<int name="unit" val ="cel sius"/>
</ obj >

PUT 127.0.0. 1: 8080/ cont ext/ nscl/applications/appl/ containers/contl
<tns:container xmns:tns="http://uri.etsi.org/ mn>

<tns:searchStrings>

<tns:searchStri ng>key</tns:searchStri ng>

</tns:searchStrings>
</tns:contai ner>
CET 127.0.0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/cont 1/ cont ent | nst ances/ ci
CET (latest) 127.0.0.1:8080/context/nscl/applications/appl/containers/contl/contentlnstances/| atest
CET (ol dest) 127.0.0.1:8080/context/nscl/applications/appl/containers/contl/contentlnstances/ ol dest

GET (content)
127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/ cont 1/ cont ent | nst ances/ ci / cont ent
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CGET (latest content)
127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/ cont 1/ content| nstances/| at est/ cont ent

GET (ol dest content)
127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/cont 1/ cont ent | nst ances/ ol dest/ cont ent

6.1.4 Subscription

POST 127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/cont 1/ cont ent | nst ances/ subscri pti ons

<tns:subscription xmns:tns="http://uri.etsi.org/m2m tns:id="subl">
<tns:contact>http://127.0.0.0: 1400/ noni t or </ t ns: cont act >

</tns:subscription>

GET
127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/cont 1/ cont ent | nst ances/ subscri pti ons/ subl

DELETE
127.0. 0. 1: 8080/ cont ext/ nscl / appl i cati ons/ appl/ cont ai ners/cont 1/ cont ent | nst ances/ subscri pti ons/ subl

6.1.5  AccessRight

POST 127.0.0. 1: 8080/ cont ext / nscl / accessRi ght s
<tns:accessRight xmns:tns="http://uri.etsi.org/mm tns:id="arl">
<t ns: perm ssi ons>
<tns:permssion tns:id="A| R ghts">
<t ns: per m ssi onFl ags>
<tns: fl ag>CREATE</tns: fl ag>
<tns:flag>WRl TE</tns: fl ag>
<tns:fl ag>READ</tns: f| ag>
<tns:fl ag>DELETE</tns: fl ag>
<tns: fl ag>Dl SCOVER</ t ns: f| ag>
</tns: perm ssi onFl ags>
<t ns: per m ssi onHol der s>
<t ns: hol der Ref s>
<t ns: hol der Ref >adni‘n/ adimi'n</ t ns* hol‘der Ref >
</ tns: hol der Ref s>
</tns: perm ssi onHol ders>
</tns: perm ssi on>
<tns: perm ssion tns:id='RestrictedRi ghts">
<t ns: per m ssi onFl ags>
<tns:fl ag>READ</tns: f| ag>
<tns: fl ag>Dl SCOVER</ t ns: fil'ag>
</tns: perm ssi onFl ags>
<t ns: perm ssi onHol der s>
<t ns: hol der Ref s>
<t ns: hol der Ref>guest / guest </t ns: hol der Ref >
</tns: hol der Ref s>
</tns: perm ssi onHol der s>
</tns: perm ssi on>
</tns: perm ssi ons>
<tns: sel f Per m ssi ons>
<tns: perm ssion tns:id="Sel f Perm ssion">
<t ns: per m ssi onFl ags>
<tns: fl ag>CREATE</tns: fl ag>
<tns:flag>WRl TE</tns: fl ag>
<tns:fl ag>READ</tns: fl ag>
<tns:fl ag>DELETE</tns: fl ag>
<tns: fl ag>Dl SCOVER</ t ns: f| ag>
</ tns: perm ssi onFl ags>
<tns: perm ssi onHol der s>
<t ns: hol der Ref s>
<t ns: hol der Ref >adm n/ adm n</t ns: hol der Ref >
</ tns: hol der Ref s>
</tns: perm ssi onHol der s>
</tns: perm ssi on>
</tns: sel f Perm ssi ons>
</tns:accessR ght>

PUT 127.0.0.1: 8080/ context/nscl/accessRights/arl
<tns:accessRight xm ns:tns="http://uri.etsi.org/n2n >
<t ns: perm ssi ons>
<tns:permssion tns:id="A| R ghts">
<t ns: per m ssi onFl ags>
<tns:fl ag>CREATE</t ns: f| ag>
<tns:flag>WRl TE</tns: fl ag>

ETSI


���l
c1��(���i�����#�	���(��<q�M6�������}�Gk.����O��%1������k�0%�'y ������Y�Apۖ��`N�����.�e�
�0��x��8	A��E%���0���

