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Intellectual Property Rights 

Essential patents 

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Electromagnetic compatibility and 
Radio spectrum Matters (ERM). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document specifies the radio protocols of three radio technologies, referred to as "families". It contains an 
implementable description of physical and MAC/link protocol layers. It concludes with a section on implementation 
commonalities between the three LTN families. 

NOTE 1: ETSI TR 103 249 [i.8] describes LTN use cases and system characteristics. 

NOTE 2: ETSI TS 103 358 [i.9] specifies the architecture of LTN systems. 

NOTE 3: Based on the above documents, radio technologies have been developed with a focus on different subsets 
of applications, where the optimal balance of technical parameters differs. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
https://docbox.etsi.org/Reference/. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] IEEE™ Std 802.15.4-2011: "IEEE Standard for Local and metropolitan area networks; Part 15.4: 
Low-Rate Wireless Personal Area Networks (LR-WPANs)". 

[2] Publication 197 (2001): "Specification for the Advanced Encryption Standard (AES)", NIST 
Processing Standards". 

NOTE: Available at: http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf. 

[3] NIST Special Publication 800-38B (2005): "Recommendation for Block Cipher Modes of 
Operation: "the CMAC Mode for Authentication". 

NOTE: Available at: https://csrc.nist.gov/publications/detail/sp/800-38b/final. 

[4] ISO/IEC 29192-2:2012: "Information technology - Security techniques - Lightweight 
cryptography - Part 2: Block ciphers". 

[5] CEN EN 13757-4:2013: "Communication systems for meters and remote reading of meters - 
Part 4: Wireless meter readout (Radio meter reading for operation in SRD bands)". 

[6] IEEE™ Guidelines for Use of Extended Unique Identifier (EUI), Organizationally Unique 
Identifier (OUI), and Company ID (CID). 

NOTE: Available at: http://standards.ieee.org/develop/regauth/tut/eui.pdf. 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 
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NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ERC Recommendation 70-03 (Tromsø 1997 and subsequent amendments): "Relating to the use of 
short range devices (SRD)", Recommendation adopted by the Frequency Management, Regulatory 
Affairs and Spectrum Engineering Working Groups, Version of 21 October 2016. 

[i.2] ETSI EN 300 220-1 (V2.4.1) (05-2012): "Electromagnetic compatibility and Radio spectrum 
Matters (ERM); Short Range Devices (SRD); Radio equipment to be used in the 25 MHz to 
1 000 MHz frequency range with power levels ranging up to 500 mW; Part 1: Technical 
characteristics and test methods". 

[i.3] CFR Title 47 Part 15 section 15.247: "Operation within the bands 902-928 MHz, 
2400-2483.5 MHz, and 5725-5850 MHz". 

[i.4] ARIB STD-T108: "920 MHz-Band Telemeter, Telecontrol and data transmission radio 
equipment", Version 1.0 of February 14th 2012. 

[i.5] Recommendation for Block Cipher Modes of Operation (Methods and Techniques), Morris 
Dworkin, NIST Special Publication 800-38A, Edition 2001. 

NOTE: Available at: http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38A.pdf. 

[i.6] IETF RFC 4493: "The AES-CMAC Algorithm", 2006. 

NOTE: Available at: https://tools.ietf.org/html/rfc4493. 

[i.7] CEN EN 13757-7:2018: "Communication systems for meters - Part 7: Transport and security 
services". 

[i.8] ETSI TR 103 249 (V1.1.1) (10-2017): "Low Throughput Network (LTN); Use Cases and System 
Characteristics". 

[i.9] ETSI TS 103 358 (V1.1.1) (06-2018): "Short range devices; Low Throughput Networks (LTN) 
Architecture; LTN Architecture". 

3 Definitions, symbols and abbreviations 

3.1 Definitions 
For the purposes of the present document, the following terms and definitions apply: 

CLEFIA: A lightweight block cipher defined in ISO/IEC 29192-2 [4]. 

data-burst: sequence of consecutive radio bursts transmitted by an LTN entity 

network element: term used to refer to a node in the DD-UNB system. It can refer to an EP, RP, OEP, BS, or SC 

orphan end-point: EP which is connected through a relay point 

radio-burst: radio transmission over the air which starts with a ramp up, finishes with a ramp down and which has a 
continuous centre frequency and constant transmission power (apart from modulation) 

radio-frame: area in time and frequency plane containing all radio bursts belonging to one packet 

sub-packet: fragment of a packet after telegram splitting 

subframe: portion of the basic 24 s frame which is allocated to a specific link, direction and content (i.e. A or 
A"-interface with DL, UL data or UL Ack) 
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superframe: set of 64 consecutive frames 

TSMA carrier: transmission carrier within the LTN channel on which a radio burst is transmitted 

TSMA pattern: time and frequency transmission scheme of a radio frame 

3.2 Symbols 
For the purposes of the present document, the following symbols apply: 

Δfslowchirp Frequency difference between the start and end of secondary modulated PPDU as a result of chirp 

ΔT Symbol duration 
Bc Carrier spacing 

BWUL-Ch Bandwidth of UL channel used by EP in band of operation 

CRB Radio-burst carrier number of TSMA pattern 

Coffset Carrier offset of radio frame 

dB decibel 
f0 Start frequency of a radio frame 

fc Channel centre frequency 

fh Frequency of high tone 

fl Frequency of low tone 

foffset Additional pseudorandom radio frequency offset to the centre frequency 

fRB Carrier frequency of a radio burst 

nb Number of PSDU data bytes 

Nrepetitions Number of repetitions of a PPDU 

nts Timeslot offset of radio frame 

pTSDL Downlink TSMA pattern number 

PTX Transmission power 

STOTAL Total number of sub-packets in a radio frame 

SC Number of sub-packets in core frame 

SE Number of sub-packets in extension frame 

SRF Timeslot offset of radio frame 

T0 Start time of the radio frame transmission 

TDN DL Interblock Distance 

TPPDU PPDU duration in seconds 

TRB Time difference between two consecutive radio bursts in number of symbols 

TSB Sync-burst time 

Ttx-gap Repetition gap between PPDUs in seconds 

3.3 Abbreviations 
For the purposes of the present document, the following abbreviations apply: 

AC Acknowledge Codeword 
ACK Acknowledge 
AES Advanced Encryption Standard 
BC Broadcast 
BCH Bose–Chaudhuri–Hocquenghem code 
BDU Block Data Unit 
BFSK Binary Frequency Shift Keying 
BPSK Binary Phase Shift Keying 
BS Base Station 
BSGP Base-System Group 
BSID Base Station ID 
BT Bandwidth-bit period product 
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BW Bandwidth 
CC Control Codeword 
CI Control Information 
CMAC Cipher-based Message Authentication Code 
CPU Central Processing Unit 
CRC Cyclic Redundancy Check 
DAPCH Downlink Acknowledge Physical Channel 
DATA_A Data field A of a TS burst 
DATA_B Data field B of a TS burst 
DATA_C Data field C of a TS burst 
DBPCH Downlink Broadcast Physical Channel 
DC Duty Cycle 
DCPCH Downlink Control Physical Channel 
DD-UNB Dynamic Downlink Ultra Narrowband 
DL Downlink 
DL-ER Downlink, Extended Reach for TS-UNB 
DLL Data Link Layer 
DLRX Downlink Receive (status) 
DL-SB Downlink Single Burst (Basic profile) 
DMPCH Downlink Multicast Physical Channel 
DPG Downlink Pattern Group 
DSP Digital Signal Processing 
DSPCH Downlink Sync Physical Channel 
DWPCH Downlink Wakeup Physical Channel 
DXPCH Downlink Connection Physical Channel 
EFI Extension Frame Indicator 
EP End-Point 
EPID End-Point Identifier 
ER Extended Reach 
EUI Extended Unique Identifier 
FEC Forward Error Correction 
FMAC Frequency Medium Access Control 
FSK Frequency Shift Keying 
GFSK Gaussian Frequency Shift Keying 
GMSK Gaussian Minimum Shift Keying 
GP Grid Position 
GPS Global Positioning System 
IC Integrated Circuit 
IEC International Electrotechnical Commission 
IEEE Institute of Electrical and Electronics Engineers 
IETF Internet Engineering Task Force 
IPv6 Internet Protocol version 6 
ISO International Organization for Standardization 
IV Initialization Vector (payload encryption) 
LAPCH Local Acknowledge Physical Channel 
LBPCH Local Downlink Broadcast Physical Channel 
LBT Listen Before Talk 
LCPCH Local Control Physical Channel 
LDPC Low Density Parity Check 
LFSR Linear Feedback Shift Register 
LMPCH Local Multicast Physical Channel 
LPDU Link Layer Protocol Data Unit 
LSB Least Significant Bit 
LSPCH Local Sync Physical Channel 
LTN Low Throughput Network 
LWPCH Local Wakeup Physical Channel 
LXPCH Local Connection Physical Channel 
MAC Medium Access Control 
MC Multicast 
MCL Minimum Coupling Loss 
MMODE MAC MODE 
MPDU MAC Protocol Data Unit 
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