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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document "shall", "shall not", "should", "shouldnet", "may", "needinot", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Veerbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document is an informative report on methods for pre-deployment testing of the functional components of
an NFV environment. The NFV components addressed in the present document include Virtual Network Functions
(VNFs), the NFV Infrastructure (NFV1) and the NFV Management and Orchestration (NFV MANO). The
recommendations focus on lab testing and the following aspects of pre-deployment testing:

1) Assessing the performance of the NFVI and its ability to fulfil the performance and reliability requirements of
the VNFs executing on the NFVI.

2) Dataand control plane testing of VNFs and their interactions with the NFV Infrastructure and the NFV
MANO.

3) Validating the performance, reliability and scaling capabilities of Network Services.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/oer edition number or version number) or
non-specific. For specific references, only the cited version applies: For non-specificreferences, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause werevalidiat the'time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are.necessary for the application.of the present document.

[1] ETSI GS NFV-003: "Network Funetions Virtualisation (NFV); Terminology for Main Conceptsin
NFV". .
2.2 Informative references

References are either specific (identified.by date of publication and/or edition number or version number) or
non-specific. For specific references, only-the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GS NFV-SWA 001: "Network Functions Virtualisation (NFV); Virtual Network Functions
Architecture”.

[i.2] IETF RFC 2544: "Benchmarking Methodology for Network Interconnect Devices'.

[i.3] IETF RFC 2889: "Benchmarking Methodology for LAN Switching Devices'.

[i.4] IETF RFC 5180: "IPv6 Benchmarking Methodology for Network Interconnect Devices'.

[i.5] ETSI GSNFV 002: "Network Functions Virtualisation (NFV); Architectural Framework".

[i.6] ETSI GS NFV-INF 010: "Network Functions Virtualisation (NFV); Service Quality Metrics'.

[i.7] ETSI GSNFV 001: "Network Functions Virtualisation (NFV); Use Cases'.

[1.8] ETSI GSNFV-MAN 001: "Network Functions Virtualisation (NFV); Management and
Orchestration".
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[i.9] ETSI GS NFV-PER 001: "Network Functions Virtualisation (NFV); NFV Performance &
Portability Best Practises’.

[i.10] | ETF draft-vsperf-bmwg-vswitch-opnfv-01: "Benchmarking virtual switchesin OPNFV".

[i.11] IETF RFC 4656: "One Way Active Measurement Protocol”.

[i.12] IETF RFC 5357: "Two Way Active Measurement Protocol".

[1.13] One-Way Active Measurement Protocol (OWAMP).

NOTE: Available at http://software.internet2.edu/owamp/.

[i.14] |ETF draft-ietf-bmwg-virtual -net-01: " Considerations for Benchmarking Virtual Network
Functions and Their Infrastructure".

[i.15] | ETF draft-huang-bmwg-virtual-network-performance-01: "Benchmarking methodology for
Virtualisation Network Performance”.

[i.16] ETSI GS NFV-INF 004: "Network Functions Virtualisation (NFV); Infrastructure; Hypervisor
Domain®.

[1.17] ETSI TS 123 002: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); L TE; Network architecture (3GPP TS 23.002)".

[1.18] ETSI TR 121 905: "Digital cellular tel ecammunications system (RPhase 2+) (GSM); Universal
Mobile Telecommunications System(UMTS); LTE; Vocabulary for 3GPP Specifications (3GPP
TR 21.905)".

[1.19] ETSI TS 122 278: "Universal, Mobile T el ecommunications System (UMTS); LTE; Service
requirements for the Evolved Packet System (EPS) {3GPP TS 22.278)".

[i.20] IETF RFC 5481 "Packet Delay Variation:Applicability Statement"”.

[i.21] IETF RFC 6985; “IMIX Genome".

[i.22] IETF RFC 2647: "V ocabulary for 3GPP Specifications'.

[i.23] IETF RFC 3511: " ServiceReqguirements for the Evolved Packet System (EPS)".

[i.24] IETF RFC 6349: "PacketiDéelay Variation Applicability Statement”.

[i.25] IETF RFC 7230 t0 IETF RFC 7239: The family of IETF RFCs that specify HTTP/1.1.

[i.26] IETF RFC 4271: "A Border Gateway Protocol 4 (BGP-4)".

[i.27] IETF RFC 2328: "OSPF Version 2".

3 Abbreviations
For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [1] and the following apply:

BFD Bidirectional Forwarding Detection

BGP Border Gateway Protocol

DoA Dead on Arrival

DUT Device Under Test

FUT Function Under Test

IMIX Internet M1X

NOTE: Some benchmarking methodol ogies use constant packet sizes, others use a mixture of packet sizes, or
"IMIX" ("Internet Mix").

ISIS Intermediate System to Intermediate System
LDP Label Distribution Protocol
NSUT Network Service Under Test
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OSPF Open Shortest Path First

OWAMP One Way Active Measurement Protocol
RSVP Resource ReserVation Protocol

SUT System Under Test

TWAMP Two Way Active Measurement Protocol
VNFUT Virtual Network Function Under Test
WG Working Group

4 Definition of SUTSs

4.1 Overview

All the recommended test methods (e.g. functional testing, performance testing etc.) address a certain target to be
validated and a test environment enabling the test execution. A test target in the context of the present document is
considered to be the System Under Test (SUT) which comprises one or more Functions Under Test (FUT).

The following clauses describe the general definitions of SUTS, the test environment, the test function and the NFV
components considered as SUTs for pre-deployment validation.

All descriptions provide afunctional view; connections between elenientsin the figures 4.1, 4.2, 4.3, 4.4, 4.5 and 4.6
illustrate functional interaction.

4.2 System Under Test (SUT)

In the context of pre-deployment validation, the System,Under,Test (SUT).congists of one or more functions under test.

NOTE: Thefunctions under test (FUT) are@ntitieswhich are also' commonly known as Devices Under Test
(DUT) in the testing community.“Theterm Device Under dTest is not used in the present document in
order to avoid ambiguities; devices are often eonsidered-to be physical entities which does not apply here.

In order to illustrate this concept, the functions.under test could for example be implementations of functional blocks
from the NFV architecture such as virtualisation layer orV NF. However, other physical or virtual components could as
well be functions under test (FUT), like avirtual switch for'‘example.

Each test specification validates one SUT whereithe:SUT is one or more functional components of the NFV
architecture. The SUTs considered for pre-deployment validation are the NFV Infrastructure (NFVI), aVirtualised
Network Function (VNF), a Network Service (NS) or the Management and Orchestration (MANO).

It has to be noted that even though the MANO or parts of it are listed as potential SUTSs, no direct pre-deployment

validation methodol ogies of them are in the scope of this report. However they are required as supporting functional
blocks for the validation of other entities and are listed for completeness and might be considered for further study.

4.3 Test environment
The test environment for pre-deployment validation consists of reference implementations of those functional NFV

components from the NFV architecture which do not represent the particular SUT. Additionally the test environment
contains test functions and entities to enable controlling the test execution and collecting the test measurements.

4.4 Test function

The test functions for pre-deployment validation are entities that communicate with the SUT via standardized
interfaces. The test functions are controlled from the test environment for test execution and are monitored from the test
environment to obtain measurements for test results.

4.5 NFV Infrastructure Under Test

For pre-deployment validation of the NFV Infrastructure (NFV1), the NFVI represents the SUT.

ETSI


�0���G�'����.G-��IP<j���ğ���!�N�1���-����Z�����W�b�S��҅��Z'}w�4�V�N"�G�����!\�rP�Ѷ����r'�"6"�X������j|�qk�P�F�x�+w-�

9 ETSI GS NFV-TST 001 V1.1.1 (2016-04)

Virtual Virtual Virtual
Compute Network Storage
Virtualization Layer
Physical Physical Physical
Compute Network Storage

Perfor-
mance
Monitor

Function
Legend Under Test

X& .(\(\
Figure 4.1: Functional itecture for NFVI under test
%
AU
Asillustrated in figure 4.1, the SUT compriﬁﬁ? %B@‘followi ng functions under test (FUT):
N
e  Physica Compute & . b(b‘\
&F
e  Physical Network S

. Physical Storage

e  Virtualisation Layer
e  Virtua Compute

e  Virtua Network

e  Virtua Storage

Thetest environment consists of areference implementation of the NFV MANO functional components plus a Test
Controller, Test PNFSVNFs, Reference VNFs and a Performance Monitor. In case required for maintaining the test and
reference PNFS/VNFs, an optional Element Manager might be part of the test environment as well.

Different Reference VNFs as test functions are required to cover all aspects concerning different VNF types. The

Reference VNFs are expected to be of the types described in ETSI GS NFV-SWA 001 [i.1], annex B, and shown in
figure 4.2.
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l/—\
Service
Func
Routing ] Routing/SW [ service
Func Func \Func
I | | I ]
TypeA. Netwark TypeB. Network Type TypeC. Service Type
Service Type VNF VNF VNF

Figure 4.2: Reference VNF types (ETSI GS NFV-SWA 001 [i.1])

A Performance Monitor as test function is required to measure the performance indicators from the NFV1.

Optional test PNFS/VNFs might be required for certain test methods to enable traffic scenarios towards the Reference
VNFs.

4.6 VNF Under Test

For pre-deployment validation of a Virtualised Network Function\(VNF), the SUT consists of one FUT which isthe
VNF Under Test, seefigure 4.3.

oottt GEENSSE TR TEEE -'g"‘"g‘ """"""" [
' - ' N S '
| 5 O i
| °* v . $
E Element |i ' 4§ Te ss‘é@‘" o E
. ' ib A Q§ NFVO
'[ Manager | Co olls? N7 1
! 1 : N %\u A% M !
1 v
: ] PO :
| I ». D o I
| ? I o /\@ Q\ I
: : LS AV :
o
: Test |y b.E 4 est :
: PNF/ |} VNF 5.5 PNF/ VNFM :
! VNF [ ) L ]
; RS !
—
t Virtual ﬁbrtual Virtual |
{ Compute Network Storage :
1 1
: VIM 5
]
: Virtualization Layer !
] 1
1 ]
I 1
E Physical Physical Physical i
: Compute Network Storage :
I 1)
1)
NFV Infrastructure MANO :
=== === =TT TS TS T T oI . . e _ _
L d Function System Test i Test :
egen Under Test Under Test Function | environment ,
L

Figure 4.3: Functional architecture for VNF Under Test

The test environment consists of reference implementations of NFVI and NFV MANO functional components plus a
Test Controller and Test PNFs/VNFs. In case required for maintaining the test PNFS/VNFs and the VNF Under Test, an
optional Element Manager might be part of the test environment as well.

The Test PNFs/VNFs enable traffic scenarios towards the VNF Under Test and provide interfaces exposing access to
functional and performance indicators.
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4.7 NS Under Test

For pre-deployment validation of a Network Service (NS), the NS represents the SUT.

| ! | 1
1 ! I 1
[ ! I 1
i : { :
i| Element ] . )
|| Manager | : Test NFVO !
: 1 it | controller ]
| 1 [| ]
| 1 I I
! 1 VNF : 1
I i FG I i
E Test 'y _i, Test :
s PNF/ ! VNF1 VNF2 VINFx ! PNF/ VNFM :
| WNF ! <« VNF :
! : Network Service : :
I g | I
: :
1 1
: Virtual Virtual Virtual i
1
: Compute Network Storage :
L S 1
: VIM :
¢ Virtualization Layer ) 1
: :
1 & N 1
I W N 1
: Physical Physical |y} Physical !
: Compute Network - Storage :
I o |
! o N ]
: NFV Infrastructure MANO :
(I S ————— —————————————TTT—TT oI L L e J
Function & Sys_:rém . Test : Test 1
Legend Under Test ] Adnder Test Function { environment
- [l o e e L

Figure 4.4: Functional architecture for NS Under Test

Notethat infigures4.1, 4.2, 4.3, 4.4, 45.and 4.6, there is a physical overlap between the SUT and the NFVI in the Test
Environment. For example, the VNF FG overlaps with the Virtual Network aspect of the NFVI.

The SUT consists of two or more VNFs and a VNF Forwarding Graph (VNF FG) which represent the Functions Under
Test respectively.

The test environment consists of reference implementations of NFVI and NFV MANO functional components plus a
Test Controller and Test PNFS/VNFs. In case required for maintaining the test PNFs/VNFs and the VNFs as FUTSs of
the NS Under Test, an optional Element Manager might be part of the test environment as well.

The Test PNFS/VNFs enable traffic scenarios towards the NS Under Test and provide interfaces exposing access to
functional and performance indicators.

4.8 Management and Orchestration Under Test

For pre-deployment validation of the Management and Orchestration (MANO), the MANO represents the SUT. As
mentioned before, no direct pre-deployment validation methodol ogies of the MANO are in the scope of the present
document but the corresponding SUT islisted for completeness and for further studies.
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Figure 4.5: Functionalbarchitecture for MANO Under Test

The SUT consists of the NFV Orchestrator (NFVO), theVNF-Manager (VNFM) and the Virtua Infrastructure Manager
(VIM) which represent the functionswunder test respectively. See also figure 4.5.

The test environment consists of a reference implementation of NFVI plusa Test Controller and reference VNFs. In
case required for maintaining the reference VNFszan gptional Element Manager might be part of the test environment
aswell.

Different Reference VNFs are required asitest functions to cover all aspects concerning different VNF types. The
Reference VNFs are expected to be of the types as described in ETSI GS NFV-SWA 001 [i.1], annex B, and shown in
figure 4.2.

4.9 NFV Infrastructure + VIM Under Test

A variant of the NFVI Under Test could be acombination of the NFVI and the Virtua Infrastructure Manager (VIM)
Under Test. For pre-deployment validation of the NFV Infrastructure (NFVI) including the VIM, the NFVI1 and the
VIM represent the SUT. Even though this report does not contain direct pre-deployment validation methodologies for
this combination, it is listed for completeness and for further studies.
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Figure 4.6: Functional-architecture for NFVEk+ VIM Under Test

Asillustrated in figure 4.6, the SUT comprisesof thefollowing functiens under test (FUT):

. Physical Compute

o Physical Network

. Physical Storage

. Virtualisation Layer

e  Virtua Compute

e  Virtual Network

e  Virtua Storage

. Virtua Infrastructure Manager

The test environment consists of a reference implementation of the NFV MANO functional components excluding the
VIM plusaTest Controller, Test PNFS'VNFs, Reference VNFs and a Performance Monitor. In case required for

mai ntaining the test and reference PNFS/VNFs, an optional Element Manager might be part of the test environment as
well.

Different Reference VNFs astest functions are required to cover all aspects concerning different VNF types. The
Reference VNFs are expected to be of the types described in ETSI GS NFV-SWA 001 [i.1], annex B, and shown in
figure 4.2.

A Performance Monitor as test function is required to measure the performance indicators from the NFVI.

Optional test PNFs/VNFs might be required for certain test methods to enabl e traffic scenarios towards the Reference
VNFs.
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