°
w SLOVENSKI STANDARD

SIST EN 300 175-7 V2.7.1:2018
Ol1-februar-2018

Digitalne izboljSane brezvrviéne telekomunikacije (DECT) - Skupni vmesnik (Cl) - 7.
del: Varnostne lastnosti

Digital Enhanced Cordless Telecommunications (DECT) - Common Interface (Cl) - Part
7: Security features

Ta slovenski standard je istoveten z; ETSI EN 300 175-7 V2.7.1 (2017-11)

ICS:

33.070.30 Digitalne izboljSane Digital Enhanced Cordless
brezvrvi¢ne telekomunikacije Telecommunications (DECT)
(DECT)

SIST EN 300 175-7 V2.7.1:2018 en

2003-01.Slovenski institut za standardizacijo. RazmnoZevanje celote ali delov tega standarda ni dovoljeno.



SIST EN 300 175-7 V2.7.1:2018

iTeh STANDARD PREVIEW
(standards.iteh.ai)

SIST EN 300 175-7 V2.7.12018
https//standards.iteh.ai/catalog/standards/sist/4d86047a-80d8-4ddd-a5f1 -
b0667a976bad/sist-en-300-175-7-v2-7-1-2018




ETS| EN 300 175-7 V2.7.1 (2017-11)

TS
EUROPEAN STANDARD

Digital Enhanced Cordless Telecommunications (DECT);

ITelcommon Interfacé (Cly- VW
Part7:rSecurity features

SIST EN 300 175-7 V2.7.12018
https//standards.iteh.ai/catalog/standards/sist/4d86047a-80d8-4ddd-a511 -
b0667a976bad/sist-en-300-175-7-v2-7-1-2018




2 ETSI EN 300 175-7 V2.7.1 (2017-11)

Reference
REN/DECT-00307-7

Keywords

authentication, DECT, IMT-2000, mobility, radio,
security, TDD, TDMA

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Saus-PRréfectlre, de Grasse (06) N°7803/88

Important._notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2017.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M logo is protected for the benefit of its Members.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI



3 ETSI EN 300 175-7 V2.7.1 (2017-11)

Contents

INntellectual Property RIGNES. ... ..ottt senrenbe e 10
= 11 o PSSR 10
MOdal VEIDS TEIMINOIOQY ... ettt e e e et b e bbb e b e b e e e e et ebenr e s e nr e s e e 11
100 o A o o SRS 11
1 o010 SR 15
2 L= £ 101 SRS 15
21 INOIMBLIVE FEFEIENCES .....eceeieieeie ettt ettt et et et e ae st e besae et e e st e st e e e s e eeseeebesaeeseeneenseseeseeseeeneeneeneeneeses 15
22 INfOrMELIVE FEFEIENCES. ... ettt ettt e e e e seeebe s et eae e e e neeseeseeeeeeneeneeeeneeses 16
3 Definitions and @DBreVIatiONS...........coueieieieii et 17
31 D= T o T] (0] TP P TR UR TSROSO 17
3.2 ADDIEVIBLIONS ...ttt b bbb e e bt sh e b e e h e e ae e s b e ee e b e eR e eh e e Re et e e e bt beeheene e e ne e 18
4 SECUIMLY @ICRITECIUNE. ......c.eiteeee ettt st et e e st e sbe et e steeaeesbesbesaeesesreennesreenes 20
4.1 BACKGIOUNG ...ttt b et h bbbt et b bbbt seae bt s e bt e e e e bt e ens 20
4.2 SECUITY SEIVICES......eitiieeieete sttt ettt sttt sttt b et b e bt b e s b e bt e b e e e bt e A et eb e e R e e e bt e E e e eb e b eae e b e e e e neeb e e e e st eb e s b et nbe s b e e ee 20
42.1 W B 11 (o= o] o) - = SR 20
4.2.2 AULNENLICAHTION OF BN FT ... bbb bbb bbbt b e aeeae e e e s 20
4.2.3 MULUEl BUENENTICALION ...ttt bbbttt e bbbt b e e e e e e se e besbesb e e e enneneea 20
4.2.4 D= = oo 10 =1 U1 [ Y2 20
4.25 USEr QUENENTICBLION, ... o rrmes s et sins s e v s e v R R £ 5282 e e en et ebeeb e e e ennenneas 21
4.3 Security meChani SMS... .l b L L L L L L e 21
4.3.0 (CT= 0T o OSSR 21
431 Authentication of a PT (type:2 procedure).... viuta i i@l i 21
4.3.2 Authentication of an FT (tYPe L PrOCEAUIE).......c.ciuirieuereiieiriesieisie ettt 22
433 Mutual authentiCation ............ kG B0 175w 7o 2 e e 20 R eerneereeeeneeseeseeseeseessesseeneeseeseeseessesseeneenseseens 24
434 Data CONFTARNETBIILY. e bawasbe ifeebyespivenspiofeyes csmene e b s b 3 spe SR ebiha bl ebiebo sy b dareveereseenesreseenesreseeeseeseenees 24
4340 (€T 0 e o SO S A e SRS 24
4341 Derived Cipher KEY (DCK) ..ottt sttt sttt st b e et b e st b e e b e e b sreneenea 24
4342 StatiC CIPNEr KEY (SCK) ..ttt sttt sttt st et b et esesbe s esesbestenesbenaeneens 25
4343 Default Cipher Ky (DEFCK) ...ttt sttt e e s be et esnesnaesnaesreennens 25
4.35 USEN QUENENTICALION ...ttt et b et ae e e e e e sb e e b bt e e e e e sb e besbesbe e e ennenrea 25
4.3.6 Authentication of aPT (1ype 2 PrOCEAUIE).........cueiieieereereeieeeeesteesteeteete et e e e steeseeseesseesneeesaesseesseesnens 25
4.3.7 Authentication of aFT (1ype 2 PrOCEAUIE).........cueieeieereerieeee e etee e eteetesee s et e e eseeseesreesreeenaeeseesseesnens 28
4.4 CryptographiC parameters @NG KEYS ..o bbb 30
44.1 OVEBIVIBWW ..ttt ettt e et ettt st et e e e e eeeebe s st eaeeaeene e eeeeeeEeeaeeeeeme e eeeeseeebeaneeneeneensenseseenaesneeneeeenses 30
4.4.2 CryptographiC PAIBMELENS. .....cueiueueerereeeete sttt sttt sttt se ettt e ettt sb et et e sb e e e b e sa et et e se e e et e sbe e ebesbeneebesbennenens 30
4420 DeSCription Of PAIAIMELENS .....c.ccuiitiieieite ettt sttt et b e et eb e s bt et se e e eb e e ebesbe e ebesrennenens 30
4421 Provisions related to the generation of random NUMDEFS ..o 33
443 CrYPLOGIAPNIC KEYS ...ttt ettt et et b e et b e et b e et b e s e et e b e se e e ek e sbeneebesbeneebenbennenea 33
4430 LC T o1 - TSRS 33
4431 AUNENICALTON KEY K ...ttt e e e e s sae s e e saeesresneesneesneesneenseensenns 33
4432 Authentication session KeySKS and KS.......o.oo it 34
4.4.3.3 (O] o] 1= g2 Y O TSR 35
45 SEOCUIITY PIOCESSES ...uuveiueesteeteeteesteestesteesseesseesteasseaseesseesssesseenseasseasteaseesseesseesseesseanseanessneesseenseanseensenseensenssenssens 35
451 OVEIVIEW ..ttt sttt sttt sttt s e et et st et et e st e st et e s b e st ebe s e ene et e sb e st e b e n b et e b e e b et e b e ebe e et e sbeneebesbeneebenbesennens 35
452 Derivation of authentiCation KEY, K .........ooieiioee et st st e e nnen 35
4520 LT 07 PP RRRRSUSRR 35
4521 K IS Aerived FrOM UAK ...t ettt e et e neenee e et e beseeeseeneeneeneens 36
4522 NS0 (= 1AV o I 0 1A S PSRN 36
4523 K isderived from UAK @A UPL...... ...ttt enee e 36
453 AULNENtICALION PrOCESSES ... .ecviceiieeieetiesieestee st e ste s rte st e st e s e e te et e estessaesseesteesseeseaneesseesseenseenseenseensessenssansnens 36
4530 LC T o1 - TSRS 36
4531 Processes for the derivation of KS and KS ..ot 37
4532 Processes for the derivation of DCK, RESL and RES2............cccoorieiiiiniie e 37
454 LS (== a0 = = 1 oo P 38

ETSI



4 ETSI EN 300 175-7 V2.7.1 (2017-11)

455 OO\ IANT 1101 110z 1= 0 =111/ o) 1o o IS 38
4.6 CombiNaLiONS Of SECUMTY SEIVICES. ....ueiueeiteeiieiteeieeee st e st e st e e e e e e e see st e sreesreesseatesneesseesseesseenseenseeseesneesseessens 39
4.6.0 Service combinations and related CONSIAEIAHIONS ..........coeiiierieiei e e 39
46.1 Combinations of SECUNtY @lgOrTNMS.........ccci i et ee e e 40
4.6.1.0 LC T o1 - TR 40
46.1.1 Limitations related to capering @l gorithmsS...........c.ece e 40
5 AlQOrithmS fOr SECUIMTY PIOCESSES. ... ...veveeeeeeeeeieetesie ettt sttt sttt b e e e st e e e e s e b nenn e enes 40
51 BACKGIOUNG ...ttt bbbt b et b s et b e bt h bt e st bt b et b et e e e bt e ens 40
5.1.0 (€71 O RS 40
51.1 N oo 11 o o S 40
5.1.1.0 F AN oo 1 a0 0T = PR 40
5111 A algorithm, DSAA DaSed (A-DSAA) ...ttt st sttt sttt se e st nae e 41
5112 A algorithm, DSAA2 DasSed (A-DSAAZ) ..ottt st se e st sae s 41
51.1.3 F AN oo 1 g g o1 0] o 1= =Y 42
52 Derivation of session authentiCation KEY(S) ... .ucuieuieirriereereeresesee st e ste e seesee e e teestessaessae e esseesseensesneesnns 42
521 ATL PrOCESS ...t a e s e e e e b e e b e e b e e b e e e e sa e sa e e a e e n e s e e e e nre s 42
522 AL PIOCESS ...ttt ittt ettt er bt e e e et e e h bt h e a e e AR e AR RS R e a R R e R e R R e e e n e R Rt R Rt en e s 42
5.3 Authentication and cipher Key generation PrOCESSES.........ccuiireeririeietereeesie sttt sttt seeeenes 43
531 AL PIOCESS ...ttt ettt r et e e et h bt et ae e e e e R e R R SR e a e e nR R e R R e n e R Rt Rt Rt ene e 43
532 AA22 OFOCESS ...ttt ettt ettt sr bt e et a e h b h e a e e e R SRR e RS R e a e e AR e R e R R e e e r e r e Rt R Rt ene e 44
54 (@Y= o o 11010 0 EEO USSR TSRV PR 44
6 INEEGIAtiON OF SECUIITY ....vieeeieitiete ettt sttt e e st eeae e besbeentesaeeaeesbesbeensesreeneenbensens 45
6.1 = ot 01 45
6.2 ASSOCIation Of KEYS AN IHENLITIES .......ecieiie et sr et e et esre e seenteeneeeneennaesneas 45
6.2.1 AULNENTICALION KBY ...ttt bbb bbb bbbt b b 45
6.2.1.0 Gengrdl ...z .ol SO L ALN DA KLY IR BL N LB A 45
6.2.1.1 K IS derived FrOM UAK ...ttt ettt e st e e e ebeeneenee e e neesbeseeeseeneeneeneens 45
6.2.1.2 K derived from AC...... & L i S o 8 B0 B B b 45
6.2.1.3 K derived from UAK and UPI ... et st neen 46
6.2.2 CPNEY KEYS ...ttt sttt es b2 b ee b e b e se ekt e b ne e s e eb e se ekt sh et eb e e R e e ekt b e e erenrennenen 46
6.2.3 (010 0= (Y o G OO e e e 46
6.2.3.0 General ... 46
6.2.3.1 Single use of the keys for CONY L e 47
6.2.3.2 Cipher keys for CCM encryption of C/L multicast channels..........cccoceeveeieeieicn s 48
6.3 N L YL Q= Y o] 0o [ =3 48
6.3.1 BACKGIOUNG. ...ttt et b e bbbt b e bt b e b e b et e bt e b e ne et b e sb et nb e n e 48
6.3.2 AULNENEI CALION EXCRANGES ..ottt bbbt b et b et b bt b e n e 48
6.3.3 AULNENEI CALTON PrOCEAUIES ......c.ecuiiiietirteteest ettt b et b e st b etk et b e et e b e 50
6.3.3.1 Authentication of 8 PT type 1 ProCEAUIE...........ccoi ittt e 50
6.3.3.2 Authentication of an FT type 1 ProCeAUIE...........ooeiiireiniereet ettt 50
6.3.3.3 Authentication of 8 PT type 2 ProCEAUIE...........coi ittt 51
6.3.34 Authentication of an FT type 2 ProCEAUIE............ccceiieiee e erte et eee s e ee e sae e st saeesneeseenneens 51
6.34 Transfer of CIPhEr KEY, CK .. .ottt e e tess e sreesteesaeeneesaeesneesseenseensenns 52
6.3.5 L LS 1=, 1 0o T 52
6.3.6 Encryption with Default Cipher K@Y ...ttt et 52
6.3.7 Transfer of Cipher Key CK fOr CCM ..ot ste et ete e st e st teesteenaesneesneesneenseenseens 52
6.3.7.0 LC T o1 - TSRS 52
6.3.7.1 Transfer by Virtual Call Setup CC PrOCEAUIE.........cc.erueeriiieirieieerie et 52
6.3.7.2 Transfer using MM procedures for CCM re-keying and SeQUENCE reSEL..........cooeererererenienieeseseeee 53
6.3.8 Transfer of Cipher Keysfor CCM encryption of multicast channels ... 53
6.3.8.1 LT 07 SRR 53
6.3.8.2 Multicast encryption parameter assignation procedure, FT initiated ..........ccooeeerinie s 53
6.3.8.2.0 LC T g1 - ST 53
6.3.8.2.1 Transport Of the SECUNtY PAraMELErS ........cccueieeie et e e e sre et e e snaesraesraennees 54
6.3.8.2.2 SLINFO TYPE>> COUING. . vtutetitiieiiriisieiisiesieesie ettt et e ste e e s sbensesesbeneenestessenenns 54
6.3.8.3 Multicast encryption parameter retrieval procedure, PT initiated..........cccooovevveceeieseeneese e 54
6.3.8.3.0 LC T g1 - S S 54
6.3.8.3.1 Transport Of the SECUNtY PAraMELErS ........cccueieeie et e e e sre et e e snaesraesraennees 55
6.3.8.3.2 SKINFO TYPES>> COUING ...t eeueeiiiesieeiesie et ie et seeseeseeseesbesne s eneenseseessessesnesseeneenseneens 55
6.3.84 ETTOF CBSES. ... ettt sttt ettt e et e st e e s bt e e b e e eabe e et e e e be e et e e aneeebeeeaneeesnreennnee e 55

ETSI



6.3.84.1
6.3.8.4.2
6.3.8.4.3
6.3.9
6.3.9.1
6.3.9.2
6.3.9.3
6.3.94
6.3.95
6.3.95.1
6.4
6.4.1
6.4.2
6.4.3
6.4.4
6.4.5
6.4.5.0
6.45.1
6.4.5.2
6.4.5.3
6.4.6
6.4.6.1
6.4.6.2
6.4.6.3
6.4.6.3.1
6.4.6.3.2
6.4.6.3.3
6.4.6.3.4
6.4.6.3.5
6.4.6.4
6.4.6.5
6.4.6.5.1
6.4.6.5.2
6.4.6.5.3
6.4.6.6
6.4.7
6.4.7.0
6.4.7.1
6.4.7.2
6.4.7.3
6.4.8
6.4.8.1
6.4.8.2
6.4.8.3
6.4.84
6.4.85
6.4.8.6
6.4.8.7
6.4.9
6.4.9.1
6.4.9.2
6.4.9.3
6.494
6.4.95
6.4.9.6
6.4.9.7
6.4.10
6.4.11
6.4.11.1
6.4.11.2
6.4.11.3
6.4.11.4

5 ETSI EN 300 175-7 V2.7.1 (2017-11)

FT initiated parameter assignation procedure - PT rgeC........ccoocvvceieeveese e 55

PT initiated parameter retrieval procedure - FT FEECL.........cccvivevercee i 55
Coding of the {MM-INFO-REJECT} iNthe €TOr CaSES.......cccveieereeeiecieeie et see e 56
Transfer of Cipher Keysto Wireless Relay Stations (WRS) .......ccovveiiecice e 56
GBNETEL ...ttt bbb bR e R e R R R e ae et et e e e e e Re R e beeheehe e e nnennens 56
SECUNTY CONSIAEIELIONS ... .eeevieieeieeiese et ste e rte et et e s e st e e e teeseesaeesreesteeteaneesneesseenseenseensennenssenssnns 56
Indication of cipher key FT initiated ProCeAUIE............cooiieiiirieeee e 56
Cipher key retrieval procedure. PT iNItIated ..........cociiireiiiicereeresesee e 57
ETTOF CBSES. ... ettt sttt et s e et e e st e e e bt e st e e ease e et e e e be e e ke e abeeebeeenneeesneeennnee e 59

PT initiated cipher key retrieval procedure - FT rEeCl........ccooeiiineirieereee e 59

IMAC [QYES PIOCEAUIES ........etiueeteieee ettt ettt ettt b b e s et b se et eb e se e e e b e bt e e b bt e e b e eb e s e st bt s e e e bt e e ene b ennens 60
= ot 1001 o P 60
Y O = Y= g 1= o = 1 o (1 = 60
D= ez R0 o < = 101 Y] .o [ 62
oY o e o] 0o ST 62
Initialization and synchronization of the encryption PrOCESS..........cccvecueeeereere e e e e sae e 65
GBNETEL ...ttt bbb bR e R e R R R e ae et et e e e e e Re R e beeheehe e e nnennens 65
L0001 (1T oo o) X PRSI 65
The INItialiZation VECLOr (IV) ...t 65
Generation of tWO Key SLream SEOMENES. ......coviiriiiiirieieiereee ettt nn e 65
ENCIyption MOOE CONLION ..ottt b et bbb 66
BACKGIOUNG ...ttt bbbt b e b ettt e b e bbbt b b 66
IVIAC |8 MESSAOES. ... eeveveueeteseeseetesteeeteseeeesesbe st ebesae e ebesbe e ebesb e e ebesh e e ebesb e e ebesbene et e abe e ebesaeneebenbenneneas 66
Procedures for switching to enCrypt MOE..........ccuveiieiveiieeeees et 66
GBNETEL ...t h e b E e bt R e R e n e et et e Ee bt ebeeheehe e e e e nnen 66

PT procedure for switching from clear to encrypt mode withaDCK .........cccocovvievieciececce 67

FT procedure for switching from¢lear toencrypt modewithiaDCK /......cccovvevveeevieceece e 67

PT procedurefor switching fromClear toencrypt mode'with'aDefault Cipher Key (DefCK)........ 68

Error handling - POOF K e ol crmesmons e e on e ron e esin st deeneesnessnessssesseessesssesssesssessssssesssenssesssssnsssnns 70
Procedures for switChing t0 Clear MOde ... e 72
ProcedUreS fOr FE-KEYING .......cuiiiiieeiite ettt bbbttt e e b b snenea 73
Re-keying to aDCK ...k kel B L on LN Ll 73
Re-keying'tora DefCK .l calalog/standands st a0l an A adddaanllan 74

FT Indication of ireckeying to @DefCK (0 L /5 avZela a0 LG e 75
INSEITION OF WAIT ..ot b et e et b e s bt bt e s e ss et e b e sbeebesaeeb e e e e e e 76
Handover of the enCryplion PrOCESS ......cccveiieiii e e sies e e e s et e e s e s te e re e teeteeneeeneesnes 77
GBNETEL ...ttt bbb bR e R e R R R e ae et et e e e e e Re R e beeheehe e e nnennens 77
Bearer handover, uninterrupted CIPNENNG......ccve i e e neees 77
Connection handover, uninterrupted CIPhEING ........cvvicvirierieeee e 77
External handover - handover With CIPhENTNG .......cccvviiriiecece e 78
Modifications for half and long slot specifications (2-level modulation) ..........c.ccoeovereinenneneic e 78
BACKGIOUNG ...ttt bbbt b e e bt b e bttt b e b et b bt b b 78
MAC 1aYEr FIEld SLIUCTUNE ...ttt b e et st b et sa e eb b e ene 78
Datato e ENCIYPLEM. ..ot b e et b e b e 79
ENCIYLION PIOCESS. ...ttt sttt st b bt b bbb bt b e s e bt b e se bt eb e se e bt b e seebese e e et e nbe e ebesbenneneas 79
Initialization and synchronization of the encryption ProCESS..........coevierrinerrenee e 80
ENCryption MOOE CONLIOL .........cuieieeiecee ettt et e ste e s e sre e s aeesaeeneeneeensesnaenneesneennnns 80
Handover of the eNCryplion PrOCESS.........ueiieie i et see st es e e e ee e sre e s e saeeseeeesseesraesseesreeseees 80
Modifications for double slot specifications (2-level modulation) ............cccceveeceecece s 80
2ot N0 011 o S 80
Y O F= Y g 1= o IS {0 o (SO S 80
(D= 7= R0l o= = Y] 0] = SRS 8l
ENCIYLION PIOCESS. ...ttt ettt ettt b bbb bbbt b e s e bt b e s e bt eb e se e st eb e seebesb e e et e sae e ebenbenneneas 81
Initialization and synchronization of the encryption ProCESS..........coevierrinerrenee e 82
ENCIyption MOOE CONLIO .......c.eiuiieiiitirieieite ettt et b e et b e snene b b nnenea 82
Handover of the enCryption PrOCESS..........uiciririeeie ettt s b e et be e eb b seenea 82
Modifications for multi-bearer SPECITICAIONS..........ccv i e 83
Modifications for 4-level, 8-level, 16-level and 64-level modulation fOrmats ..........ceeeverenenenenenennnn 83
2ot 10 011 o S 83
N O F= Y g 1= o I {0 (SR 83
(D= It Rl 0= = 0 Y] 0] = S 83
Lot o1 o g o] {00\ S 84

ETSI



6.4.11.4.0
6.4.11.4.1
6.4.11.4.2
6.4.11.4.3
6.4.11.4.4
6.4.11.4.5

6.4.11.5
6.4.11.6
6.4.11.7
6.4.12
6.5
6.5.1
6.5.2
6.5.2.0
6.5.2.1
6.5.2.2
6.5.2.3
6.5.24
6.5.3
6.5.4
6.5.5
6.5.5.0
6.551
6.5.5.2
6.5.6
6.5.6.1
6.5.6.2
6.5.6.3
6.6
6.6.1
6.6.2
6.6.2.0
6.6.2.1
6.6.2.2
6.6.2.3
6.6.2.3.0
6.6.2.3.1
6.6.2.3.2
6.6.2.3.3
6.6.24
6.6.2.5
6.6.2.6
6.6.2.7
6.6.2.7.0
6.6.2.7.1
6.6.2.7.2
6.6.2.7.3
6.6.2.7.4
6.6.2.7.5
6.6.2.7.6
6.6.2.7.7
6.6.2.8
6.6.2.8.0
6.6.2.8.1
6.7
6.7.1
6.7.2
6.7.2.1
6.7.2.2
6.7.2.3
6.7.23.1

6 ETSI EN 300 175-7 V2.7.1 (2017-11)

GBNETEL ...ttt h e E e h e R e e R R bRt b e e e b e Re bt bRt ene e e et nnen 84
Encryption process for the A-field and for the unprotected format..........ccceoveevecevienceece e 84
Encryption process for the single subfield protected format ............ccccoevveveeciecceceseceee e 85
Encryption process for the multi-subfield protected format ...........cccccvveeveeiiicce s 86
Encryption process for the constant-size-subfield protected format...........cccoveevvevieceeiecce s 88
Encryption process for the encoded protected format (MAC SErvice Ipy) ....ooveveeeieeeieniiiiiniiininns 88
Initialization and synchronization of the enCryption ProCESS.........ccccveierereesieesee e sreesee s sre e eee e 90
ENCryption MOAE CONEIOL .........cuieiieie ettt ee e s esneesaeeeeenteenneesaesnaesreesenes 90
Handover Of the eNCryplionN PrOCESS. .......cueiieieerie e eieeeesee e e e e see e e sreesseenteeeeeseessaesnaesseesaeas 90
Procedures for CCM re-keying and SEQUENCE FESEL ..........ccueeierieiee e e seesteeee et ee et e e reenaesee e e 90
SECUNLY BELITULES. ... .ee ettt et et e e s e e s e ste e te e teeeeaneesaeesaeesseenseenseenseeneesneenneenrens 90
BACKGIOUNG. ...ttt b bbbt b e bt b e bt b e s bbb e ne et b s b et b e e 90
AULNENEI CALTON PrOLOCOIS. ...ttt bbbt bbbt e et b et b e n et 1
LT 07 SRR 91
Authentication of 8 PT type L ProCEAUIE..........ccci ittt e 91
Authentication of an FT type 1 ProCeAUIE...........cooeiiireeniereet et 92
Authentication of 8 PT type 2 ProCEAUIE...........coi ittt 93
Authentication of an FT type 2 ProCEAUIE............cccueieeiee e seere e eee s e e ee e e e sreesaeesneenseenneens 94
Confidentiality PrOtOCOIS ........iiiiceecieseee e re e s ae e ee e e e er e e e seeste e reenteeeeeneeenes 95
ACCESS-TTGNES PIrOLOCOIS. ... ettt sttt ettt e e et e saeesaeesreesaeenseenseeneeenteeneesnansneas 97
Key NUMBEriNG @nd SLOMBOE .......ccveieeiee ettt ae et e et eesaeesaesraestaesseesreenneeneenneenes 98
GBNETEL ...ttt h b bRt e e R eE R R e ae et e e R e e R e Re R e beeheehe e e nnennens 98
AULNENEICALTON KEYS....ceeecee ettt e et e et ees e ssaesaeesaeestesneesnnesneesneeseensenns 98
CHPNEN KEYS ...ttt bbb bbb e s bbbt b et b e he bt st n b b e ens 98
(= V= | o o= (o o OSSOSO PSPPSR PSP 99
g1 0o 1 1 o o PR 99
UAK allocation (DSAA A gorithm) k. A b b L A B e 100
UAK allocation (DSAA2 @lgOriThm) .......ceeereiiiieeeniesieeste et 101
DLC layer procedures............f & B B0 O S0 00 G B R S0 b 101
=7 ot 10011 T PR 101
CCM AULhentiCaled ENCIYPLION .....oeivreerieeseeseesirestessesesestresseessessaesseesseessessssssessseesssesseessssssessssssesssenssees 102
OOV oY= gV T e rre T rrrrrerrrrrrrrreresryerrer SRRSO UR RO 102
CCM OpEratiON .. 102
Ky management.... . 103
(L@ Y I o TR U= T4z (o gAY A=" (o 103
CCM |nitialization VECIOr: OVEIVIEW .......c.coiiiieieeiiesieee e see et see e see e nee e es 103

CCM Initialization Vector: first DYLE........cooiiiiiiiree s 103

CCM Initialization VECtor: DYLES 8-11 ........coeieiriiirierieisierieirte sttt 104

CCM Initialization VECtOr: DYLES 12.......c.couiiiiiiiiieirierieeete et 104

CCM SQUENCE INUIMIDES ...ttt ettt ettt b et se bt se bt sb e ekt b e e bt seebe s b e e ebesbenneneas 104

L O 1Y IS T =0 1S (] o PR 105
CCM Sequence resetting and re-KEYING........ueieeieiieiee e seeseesteee e s e ee s e e sseeaeseesseesneenneeseens 105
CCM encryption for mMultiCast ChanNEIS.........c.coveieeiieri e ee e 105
GBNETEL ...t bbb R R bR R e e e bR e bR R bt ae et e 105
Applicable types of multicast channels and identifiers.........ccocecveiieciece s 105
Process for encryption of multicast ChannElS .........ccvecvee e 105

DLC service for encrypted multicast ChannelS...........ccoiiireriineien e 105
Encryption key for multicast Channels ..o 105

CCM and DL C SEqUENCE NUIMDEIS ........citiieierierieieste sttt seeeesesseessesae s s ssesessessese s snesessessenesnes 106
Initialization Vector for multicast Channels...........cooooereiiire e 106
Security provisions regarding the KEY ..o 107

CCM encryption fOr SErViCe ChaNNEIS. ..o e 107
GBNETEL ...t bbb e R bR R e e e b e e bbbt b ae e e b e 107
Initialization Vector for Service ChaNNELS............ooi i s 108

S ol Y 1= = o o000 (1= 108
GBINENEL ...ttt b b h e AR Rt eh e R R e e R e R e Eeeh e e R e e Rt eh e e e e ebenbeeheene e e enrenrea 108
L LSS Y1 11 USSR 108
ATM NG SETAEEGY -..veveueeteteeetertei ettt sb e bt et b et b st b e s b e e eb e ss e e eb e b e s eb e s e s e e b e s b eneebennenenes 108
RE-KEYING PIrOCEAUIE ...ttt ettt bbb bbb et b e bbb et et b 108
Re-keying procedure with Wireless Relay Stations (WRSS) ........ccoereinirrinencseee e 109
LT 07 RS 109

ETSI



7 ETSI EN 300 175-7 V2.7.1 (2017-11)

6.7.2.3.2 KQY 80ING MOTEL ...ttt b bt h et sr e bbbt nb e e e e e ennas 110
6.7.3 BAITY @NCIYPLION. ...t e bbbttt b e sb e bt et et et e sb e e bt s aeene e e nne e 110
6.7.3.1 AT BN SETAEEQY ... eeueeteterte ettt sttt sttt b e bbb e et e s e e se e besaeebeeheeae e eese et e b e ssenbesaeeneennenneneeas 110
6.7.3.2 The Default Cipher Keys (DEfCK) ..ottt sttt s sb e e 110
6.7.3.3 The Default Cipher K@Y TNAEX .......coviiiiiieteie ettt sttt st sne e e 111
6.7.34 Generation and rEffESh SLFALEQY ... .coererirere ettt et sb et e b e b e e ae e e b e 111
6.7.35 RUNNING the PrOCEAUNE ... ettt sttt et e et e s aeese et e e e beseeseesbesaeeaeeneeneees 111
6.7.3.6 SECUNLY CONSIABIBLIONS ......cueeeiieieeeteeie ettt ettt sttt et e te e e s besbeeaeeae et eseeneeeeseeseeseesneeneeneeneeses 111
7 USE Of SECUINTY TEALUMNES.......c.eieeeeecieeee ettt ettt b e e b e b ne s 112
7.1 2 0t (0 {011 S 112
7.2 LS 107 =0 1= 0 ) o) S 112
721 Overview of security parametersrelevant for key management............coccoveeveece e seeseeseeseee e 112
7.2.2 Generation of aUtNENtiCAliON KEYS ......ccueiee ettt e et e s e enaesraesneas 113
723 Initial distribution and installation Of KEYS .........ccceiiiiie e ene s 114
724 Use of keys within the fiXed NEIWOTK ...........ccveiieiicice et e e e ens 115
7240 Use of keys within the fixed Network: general ... e 115
7241 Use of keys within the fixed network: diagrams for authentication type 1 scenarios..........cc.ceceeveueee. 117
7242 Use of keys within the fixed network: diagrams for authentication type 2 scenarios.............coceeveueee. 120
7.3 Confidentiality service with a Cordless Radio Fixed Part (CRFP)...........cccooiieirineinicseee e 122
731 LT 1 PRSI 122
7.3.2 CRFP initialization of PT CIPNer KEY ... 122
Annex A (informative): Security threatS analySiS.......c.cviiiererieiieieeee e 123
Nt | 11 0o [ o o PSR R 123
A.2 Threat A - Impersonating a SUDSCHIDEr TAEMLITY.. ..uey arene . vorms wras rwevess s sesramrmes sws seneessesseensesseessessessssseeseesses 124
A.3 Threat B - [llegal use of ahandSet (PP)..........ccooueeiiiiiiiii ettt s 124
A.4 Threat C- lllegal use of abase Station (FP) ... s 124
A5 Threat D - Impersonation of ahbase StatiOnN (FP)ic..v. o ity iieeeenenieeireneeiee e seesieseessesresee e saeeseeens 125
A.6 Threat E - lllegally obtaining user data‘and user'related signalling information ............cccceeveeeeennee. 125
A7 CoNClUSIONS AN COMIMENTS.......coiiieiiieiieeese et ste st et see e eeste e e tesseeseesreentesteeneensesseensessesseenenseeanes 126
Annex B (informative): Security features and operating environments..........cccceevveeeveieeceseenens 128
2 30 R [ g1 0o 1o o o P RS 128
o T B 1= 1 0] (o] OSSR 128
= TG T o] 1= 100 (o RSP 128
Annex C (informative): Reasonsfor not adopting public key techniques...........cccocevveeveiecciecinne 130
Annex D (infor mative): Overview of SECUrity FERIUMNES ......occiei et 131
D 200 A 111 0o (1 (o OSSR 131
D.2  AUhentiCalion OF @PT ..ottt sttt e ste e e besre et ensensesneeseesneeneas 131
D.3  AUhentiCation OF @N FT ...ttt sre e seesre e e seesneeneas 132
D.4 Mutua authentication Of @PT @nd a@n FT ..o s 132
D.4.0 LT T 132
D41 D1 = 107 £ To o PR ST 132
D.4.2 1o 1 =t B 071 o N PR S 132
D.4.3 o 1 =t B 071 o PRSP 132
(DT B L= = Wee a1 110 (= 01X =LY 132
D.5.0 LT T 132
D51 Cipher key derivation as part Of aUthentiCation...........ccocveiieieeie e 133
D.5.2 S s ol ol o] 1= o Y 133
DR WS g B 111 oo (o ST 133

ETSI



8 ETSI EN 300 175-7 V2.7.1 (2017-11)

D.7 Key management in Case Of FOAMING .......ccoviieiiiiiiie it ieese st e et ee e sreeste e aaesre e e tesneeneesreenes 133
D.7.1 FNEFOOUCTION ...t h et et b e bt bt et e e e s et bt e bt eb e e aeeaeeb e e st eme e s e b e nb e ebeebeeneenneneearas 133
D.7.2 Use of actual authentiCation KEY K ........ccviiiiirie ettt sneeaeenteenaesneesnaesneas 133
D.7.3 USE OF SESSION KEYS......ei ettt e sttt e ae e e et e tesee et e sseeseeneeeeseeseeseesneeneeneeneeses 134
D.74 USE Of PreCal CUIBLEM SELS ... .ottt ettt bt b e et b bbbt e e b et b e ens 134
Annex E (informative): Limitations of DECT SECUTITY ....ccciiierieiicie ettt 135
S R 111 0o (1 (o OSSR 135
E.2  Protocol refleCtion @ttaCKsS.........couiieieieeese ettt enes 135
E.3 Static cipher key and short Initial VEeCLOr (IV) ..c.vecueciiiiee ettt e 135
E.4 General considerations regarding K&y Management..........ccceivieereseerieseeie e seese et ee e eee e ens 136
E.5 Useof apredictable chalengein FT authentiCation ............coeiieieiirieninencseseseee s 136
Annex F (informative): Security featuresrelated to target NEtWOrks........ccocceveeeevececce e, 137
Nt [ o1 0o (1o o o RS 137
F.1.0 GBNEYEL ...ttt e h e E e h b e e R e R SRR e Re e R e e e e R e Rt Rt eh e e Rt e R e e R e b e nReeheene e e et neen 137
F.11 Notation and DECT reference MOE ..o e 137
F.1.2 Significance of security features and intended usage Within DECT ... 137
F.1.3 M echanism/algorithm and ProCess reqQUITEIMENES ..........c.eciereerieee et se e ree e e ettt e sraesraesraesnees 138
F.2  PSTN reference CONfIQUIAiONS ........cccieeiieiie ettt sttt et st sre et s ae e e tesneeneesreenes 139
F.2.1 DOMESLIC TRl EPNONE ...t bbb bbb e ens 139
F.2.2 SR 140
F.2.3 Local 100p......ccoeeiiederadam . St b AL N A B L L L L L L A 142
F.3  ISDN reference CONfigUIaliONS. . i e seesfhonsessssenseefesheps faseesar s heneeseessesseessesneessessesssessessenssessessseseesnes 143
F.3.1 Termina eQUIPMENT ... b s L e 143
F.3.2 NEIWOTK TEIMINELION 2.....c.eetiitieieeeeee ettt ettt et b et eb et a e e e e e b se e e b e s bt ebeeae e e e ae e e e e e besheebeeneenseneennas 144
F.3.3 [0 Tv= 1N oo o Ol 0 1 0 U1 U0 0 o 0 0 I S 144
F.4  X.25 reference CONFIQUIBLION, ... s iusseureurriessesseansrrasesansssssessmsssrenssmsnestgsensensessessnsessessessensensensesessessessenes 144
F4.1 Data Terminal EQUIPMENE (DTE) ..o e eies et seetceee e sees e s st ste e eses e eneeeessesbeseessesseeneeseeeassesneesesneenseseenses 144
F.4.2 PAD EQUIPIMIENE ...ttt ettt ettt se et b e e e b s e et ebese e st eb e sees e eb e s e eaeebese e st ebese e e ebesbe e ebenbeneebenbeneeneas 145
F.5  GSM reference CONfIQUIBLION. ........ccuiiririiriiierieiee ettt sttt e s e e b en e s 145
F.5.1 Base StaliON SUDSEALION .......oviitiitiiieetieeee ettt bbb bt bbbt et e se e e e b e b e sheeb e e e enee e entas 145
F.5.2 YKo ol [ 1 o] TP P PRSP OPRPPTO 145
F.6 |EEE 802 reference CONfigUIation.........cccciceiiii ettt st n e e st ens 145
F.6.1 =TT [0 SO PSR PTPTURPTTRPRRN 145
F.6.2 LT (T PP P U T PP PR URURRTN 145
F.7 Public access service reference CONfIgUIaLioNS ............urirrerierenieeeeeeee e e 146
F.7.1 Fixed public access service reference CONfiQUIaLioN ...........ccceveeiieerieeiesie e e se e e e sraesnees 146
Annex G (informative): Compatibility of DECT and GSM authentication ............c.ccoeveieivrennne. 147
(€00 R 1 010 [UTox i o o ST OSSSTRPRN 147
G.2  SIM and DAM FUNCHONAIITY ....cueeiiiiiieiecie ettt st s re et s resreeneene e 147
G.3 Using an SIM for DECT QUENENEICALION...........eiuirierieieeeieeeiesie st nnens 148
G.4 UsingaDAM for GSM aUthentiCation ...........ccecieeiiiiiieii ettt s resre e ne e 148
Annex H (normative): DECT Standard Authentication Algorithm (DSAA)......ccccvevereieieneee. 149
Annex | (normative): SECUTitY SYSLEM Par @AMELENS.......coiieieeieeeeeiee e 150
I RS o B ]V 11 11 £ TSP 150
Annex J (normative): DECT Standard Cipher (DSC).....ccveiiiririsierieneeieeesesie e 152

ETSI



9 ETSI EN 300 175-7 V2.7.1 (2017-11)

Annex K (normative): Clarifications, bit mappings and examplesfor DSAA and DSC ............. 153
K.1 Ambiguities concaernNiNg tNEDSAA ... ..ottt s re e e be e e aesreenes 153
K.2 Ambiguities concerning the DSC DECT-standard CIPhEr.........cc.ooeiriirinenisereesee e 154
Annex L (normative): DECT Standard Authentication Algorithm #2 (DSAA2).......cccecevvvenee. 156
T [ o0 1o o PSS 156
L.2 Operation of the Authentication AIGOrIthM ..........coooiiiie e e 156
L.21 DISA A Z- L. e h e E e h ettt e b et e et e ah et eRee e b be e nabe e nabe e nreenabeenreenares 156
L.2.2 DISA A -2 . e e h e E e h et et b et E e e b et eR et e b ee e naEe e nabe e nbeenabe e s reenares 157
I = S L= 158
L.3.1 [0S L SR 158
L.3.2 [T SR 161
I D Y N oo = RS 164
L.4.0 LT 0T 164
L4.1 SubsCription With K&y ATOCELION .........eeieeiieeie ettt et ne e s e re e reenteeeeenneenes 164
L.4.1.0 Message SEQUENCE NG COUING .....vviiieieiieeeieie e e e e e s ae e e e sreesre et e esaeeseesseesseesseeseesesneesneesseenseensenns 164
L4112 (o N O T 11 07 01 (7= o o SR 165
L.4.1.2 [ A O AU 11 010 or= 1 o o SR 166
L.4.2 DCK Allocation through PP UAK AULNENLICALION. ........couiriiieiriiieeirieeeeesi s 166
L.42.0 Message SEqUENCE AN COOIMNG ....vvereeeniriirtee ettt ettt sb et bbb ne e 166
L4.21 PP UAK AULNENTICAION. ....cctiiie ettt ettt sae e be et e e aaeeaeesbeesbaesbeensesneesanesaeasseenseentenns 167
L.4.2.2 Derivation of 64 Dit DCK fOF DSC......cco oottt s sae st ene e et e 167
L.5 DCK to CK Mapping.....&ahee b bt B A b B el i L i i e 167
Annex M (normative): DECT Standar d Cipheri#2 (DSC2) 5. b v 169
1Y g1 oo (1 o o S 169
M.2  OpEration Of the CIPNEY ........coiieeceiivoeesiieesnasessmeeesssesssansoxsesrenesessesmssisespsnmssssesasnasesseessessessesssessensssssenses 169
M.3 Test SetS...ovvveeeneeeenn 00002 00AN SR 002 L 022 T2 L 220 e, 170
Y D R Oy = s TSR 172
M.5 Mapping of DECT valuesinto AES-128 PlaiNtEXL..........ccccurererieirininisesiese e 174
Annex N (normative): CCM Authenticated ENCryption ........cccoeeveveieeiese e 175
AN 0 A 11 0o (1 (o o OSSR 175
N.1.0 LT 0T U RTRRR 175
N.1.1 KEY MABNBGEIMENT ... e s s e e e s e s ae s e e n e san e saaesneesrnesaees 175
N.2 Operation of the CCM encryption algorithm ..........cccoeoiiieie i 175
N.2.0 Description of the CCM algorithm: gENEFal ..........oviiiie i 175
N.2.1 Description of the CCM algorithm: @NCIYPLION........cc.coiiireri e s 176
N.2.1.0 L@ Y= =S 176
N.2.1.1 BIOCK CIPRNENS ...ttt b et e e et b e bt e b et e e e b e sb e b s aeene e e et e 176
N.2.1.2 (@0 TN g1 =g 11 ot (o (@ I ) SO PRRRRRN 176
N.2.1.3 AES block "B" and generation of the encryption SIFEAIM...........ccvirrrireinieeree s 177
N.2.1.4 AES block "A" and generation of the Message Integrity Code (MIC) ......ccoviriiriniinineierineeneseeens 177
N.2.1.5 B O (7= 1 TSP P R PRPURPRUR 177
N.2.2 Description of the CCM algorithm: deCOTING ........ciueeririeirerieere et 177
Annex O (informative): ChangE hiStOrY ....ocecciiiceceee e e e 178
[ T (PSPPSR 179

ETSI



10 ETSI EN 300 175-7 V2.7.1 (2017-11)

Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This European Standard (EN):has been produced by ET; Sl Technicaly€ommittee Digital jEnhanced Cordless
Telecommunications (DECT).

The present document is part 7 of a multi-part deliverable ([1]-to[8]). Fuldetails of the entire series can be found in
part 1 [1].

The following cryptographic algarithms are subject to,controlled.distribution:
a) DECT Standard Authentication’Algorithm (DSAA);
b) DECT Standard Cipher (DSC).

These algorithms are distributed on an individual basis. Further information and details of the current distribution
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Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

The present document contains a detailed specification of the security features which may be provided by DECT
systems. An overview of the processes required to provide all the features detailed in the present document is presented
infigures 0.1 and 0.2.

AC Authentication Code
v Initialization Value obtained from frame counter
CK Cipher Key
SCK Static Cipher Key
KS Session Authentication Key
— KS' Reverse Authentication Key
UAK [128] Authentlcat_|on RAND-F  Value generated and transmitted by FP
Key Selection RAND-P  Value generated and transmitted by PP
UPI [e.g. 128] B2 RES 1 Value computed and transmitted by PP
RES 2 Value computed and transmitted by FP
RS Value transmitted by FP in authentication protocol
UAK User authentication Key
UPI User'Personal‘ldentity
UAK [128] Bl DCK Derived Cipher Key
K Authentication Key
Al11,'AlL2 » "Authentication Processes
A21, A22 Authentication Processes
¢ B1, B2 Authentication Key Stream Processes
AC [e.9. 16-32] Bl © ZE © KSG Key:Stream Generator
K [128]

Authentication of

[ SR PP processes
A1l RES 1 [32]
RS [64] KS [128] Alo
RAND F [64] DCK
;L
o~ CKI[64]
Ot — Ke:
SCK [64] SCK o KSG [stream
1V [35]
o Key Stream generation
Authentication of for encryption process
FP processes
A21 | ks [128]
A22 RES 2[32]
RAND P [64]

Figure 0.1: Overview of DECT historic security processes
(until revision V2.3.1 of the present document)
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CK Cipher Key
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ey selection RAND-P  Value generated and transmitted by PP
UPI [e.g. 128] B2 RES 1 Value computed and transmitted by PP
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AK [12
UAK [128] B1 DCK Derived Cipher Key
K Authentication Key
All, A12 Authentication Processes
A21, A22 Authentication Processes
B1, B2 Authentication Key Stream Processes
AC [e.g. 16-32] Bl © j% KSG Key Stream Generator
K [128]
Authentication of
D1 PP processes RES 1 [32
RS / RS1 [64] (note 2) Dﬁll KS [128] b1 [(32]
RS2 [64] (notes1and?2) _______ I — D3 Al2
: O D2 . DCK [64] or [128]
RAND F [64] o ___]_] Forpsmazony.noe1 |, T b
Lo | CKl64]or[128] Key Stream
| . o<+
SCK [64] Lo 1SCK KSG
1 T -
IV [35] o !
1 : : |
P . Key Stream generation for
Do | DCK for CEM [128]i MAC encryption process
| 1
' i \ : CCM encrypted
Input message Lo | message
............. |_:_L _—f e = QISF PN TR=F N 2tTe | )] R ¢ ¢ o ¢ o o ¢ o 0 5 — —— —
b L1708 A bl cxof —_|CCM |.—..—.. —
IV for CCM [128] ooy CCM message
............ JI_:_r R i B Fa Yy q= 3N ¢ [ s RO iph VRS igae § 4 Va Ny R <Nty Ryteta We Jy Wity ¥ o) I RS o A — Authentication
b = Authentication of code (MAC)
I FP processes CCM Authenticated
: i ! 9'2\21 Ks'[128] |, Encryption process
Ll A22 RES 2[32
RAND P [64] T b3 o 54
) : 3 NOTE 1: Dotted lines and parameter RS2 are used
T T T EorDSAAZ Br_lli_n?)té_l ---- by DSAA2 algorithm only.
NOTE 2: RS1 concatenated with RS2 is named
RS, 5g (With RS2 in m.s.b)
NOTE 3: CCM was introduced in revision V2.5.1 of

the present document.

Figure 0.2: Overview of DECT current security processes

(from revisions V2.4.1 and V2.5.1 of the present document)

The present document consists of four main clauses (clauses 4 to 7), together with a number of informative/normative
and important annexes (A to O). The purpose of thisintroduction isto briefly preview the contents of each of the main
clauses and the supporting annexes.

Each of the main clauses starts with a description of its objectives and a summary of its contents. Clause 4 is concerned
with defining a security architecture for DECT. This architecture is defined in terms of the security services which may
be offered (see clause 4.2), the mechanisms which are used to provide these services (see clause 4.3), the security
parameters and keys required by the mechanisms (challenges, keys, etc.), and which are passed across the air interface
or held within DECT Portable Parts (PPs), Fixed Parts (FPs) or other network entities (for example management
centres) (see clause 4.4), the processes which are required to provide the security mechanisms (see clause 4.5) and the
recommended combinations of services (see clause 4.6).
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Clause 5 is concerned with specifying how certain cryptographic algorithms are to be used for the security processes.
Three algorithms are required:

. an authentication algorithm;

. a key stream generator for MAC layer encryption; and

. akey stream generator plus a Message Authentication Code generator for CCM authenticated encryption.
The key stream generator is only used for the MAC encryption process, and this processis specified in clause 4.5.4.

The key stream generator plus a Message Authentication Code generator for CCM encryption are used for the CCM
authenticated encryption and this process is described in clauses 4.5.5 and 6.6.

For both encryption processes, the authentication algorithm may be used to derive authentication session keys and
cipher keys, and is the basis of the authentication process itself. The way in which the authentication algorithmis to be
used to derive authentication session keysis specified in clause 5.2. The way in which the algorithm is to be used to
provide the authentication process and derive cipher keysis specified in clause 5.3.

Neither the key stream generator nor the authentication algorithm are specified in the clause 5 of the present document.
Only their input and output parameters are defined. In principle, the security features may be provided by using
appropriate proprietary algorithms. The use of proprietary algorithms may, however, limit roaming in the public access
service environment, as well as the use of PPsin different environments.

For example, for performance reasons, the key stream generator for MAC layer encryption will need to be implemented
in hardware in PPs and FPs. The use of proprietary generators will then limit the interoperability of systems provided by
different manufacturers.

Five standard algorithms have been.specified. These are the DECT Standard Authentication Algorithm (DSAA, see
annex H), the DECT Standard Authentication Algorithm #2 (DSAAZ2, see annex L), the DECT Standard Cipher (DSC,
see annex J), the DECT Standard Cipher #2(DSC2 ssee annex:M)fand the CCM Authenticated Encryption Algorithm
(see annex N).

The DECT Standard Authentication Algorithm#2 (DSAA2,-see'annex-1').and the DECT Standard Cipher #2 (DSC2,
see annex M) are based on’AES [10]/and werelintroducedwith the revision' vV 2.4.1- of thepresent document.

The CCM Authenticated Encryption Algorithm (CCM, see annex N) is also based on AES [10] and was introduced with
therevision V2.5.1 of the present document.

The DECT Standard Authentication Algorithm (DSAA) and the DECT Standard Cipher (DSC) are confidential.
Because of their confidential nature, these algorithms are not included in the present document. However, the
algorithms will be made available to DECT equipment manufacturers. The DSAA may also heed to be made available
to public access service operators who, in turn, may need to make it available to manufacturers of authentication
modules.

The DECT Standard Authentication Algorithm #2 (DSAA?2), the DECT Standard Cipher #2 (DSC2) and the CCM
Algorithm (CCM) are publicly available and they are defined in annex L (DSAA2), annex M (DSC2) and annex N
(CCM) of the present document.

Clause 6 is concerned with integrating the security features into the DECT system. Four aspects of integration are
considered. The first aspect is the association of user security parameters (in particular, authentication keys) with DECT
identities. Thisis the subject of clause 6.2. The second aspect of integration is the definition of the NWK layer protocol
elements and message types needed for the exchange of authentication parameters across the air interface. Thisis dealt
with in clause 6.3. The MAC layer procedures for the encryption of data passed over the air interface are the subject of
clause 6.4. Finally, clause 6.5 is concerned with security attributes which DECT systems may support, and the NWK
layer messages needed to enable PPs and FPs to identify which security algorithms and keys will be used to provide the
various security services.

Clause 7 is concerned with key management issues. Careful management of keysis fundamental to the effective
operation of a security system, and clause 7.2 isintended to provide guidance on this subject. The clause includes an
explanation of how the DECT security features may be supported by different key management options.
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