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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETSI identities can be found tinder
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall”, "shall not","should", "shetild.not,* may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described-in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only-changes have been incorporated in the document.
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1 Scope

The present stage 3 specification defines the Diameter based implementation for bootstrapping Zh interface (BSF-HSS)
and Dz interface (BSF-SLF) for HSS resolution for the BSF, the MAP based implementation for bootstrapping Zh'
interface (BSF-HLR) and GAA Application Zn interface (BSF-NAF) in Generic Authentication Architecture (GAA).
This specification also defines the Web Services based implementation for GAA Application Zn reference point (BSF-
NAF). The definition contains procedures, message contents and coding. The procedures for bootstrapping and usage of
bootstrapped security association are defined in 3GPP TS 33.220 [5].

The present document also specifies the Diameter and Web Services based implementation for the GAA Application
Push Function Zpn reference point (BSF-NAF). The procedures for bootstrapping are defined in 3GPP TS 33.223 [23].

This specification is a part of the Generic Authentication Architecture (GAA) specification series.

The diameter based implementation for the Zh interface is based on re-usage of Cx interface Multimedia-Auth-
Request/Answer messages originally between CSCF and HSS. These messages are defined in 3GPP TS 29.229 [3]. The
3GPP IM S mobility management uses the same definitions between CSCF and HSS. The present document defines how
the defined messages are used with the bootstrapping and GAA application procedures (e.g. subscriber certificates) and
the application logic that is needed in GAA network elements (BSF, HSS, and NAF).
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Figure 1.1 depicts the relationships of these specifications to the other specifications for the Diameter based
implementations.

[ GAA System Description TR 33.919 IMS h
Stage 2
GAA GBA TS 33.220 TS 23.228
3GPP < GBA Push Function TS 33.223
IMS MM
Stage 3 TS 29.228
Zh Zn Zpn Cx
I\SIE IMS Cx Diameter message definitions
3GPP TS 29.229
Diameter Base Protocol RFC 3588
IETF SCTP

IP

Figure 1.1: Relationships to‘other specifications

Figure 1.2 provides an informal overall quick introduction.te-the whole signalling proceduresin GAA system. The
important identifiers are marked bold and optional dataitems.areitalicised. The Ub and Uainterfaces, not defined in

this TS, are simplified.
NOTE: The zZh'interface (BSF-HLR) is notwrepresented in‘thisfigure.

ETSI


tG����v3������(�~��������P�����s��6"�V�0GWǐ�Q�a�����΁kju_����L5����C��Q�e���*G�~I�����
��t��z>h�����1k�T� *=���;

ETSI TS 129 109 V9.7.0 (2015-07)

3GPP TS 29.109 version 9.7.0 Release 9 8
SLF
) a GAA Security
= = Domain
® —iMP—> w(2) IMPH—>
Ub K BSF J Zh
< BTD _ @ @ € A
Key-Lifetime { GUSS(USSH(UIDY) ©)
T USSYUIDY)
B-TID L Ks (ext) NAF
UE GSID*  7n  Key-Bxpintime A2
NAF-Id BootstrapinfoCreationTime
Ks_int NAF K‘
IVPI ‘
\/
©) [9] if needed:
Ua Wl FLCARES
- NAE) seners /7~
¢ ® -
GAA Application
Domain
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Figure 1.2: The whole signalling procedure in GAA system

Figure 1.3 provides an informal overall quick introdugction to the whole signalling proceduresin GAA Push Function.
The important identifiers are marked bold andoptional dataitems are italicised. The Ua and Upa interfaces, not defined

inthis TS, are simplified.
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Bold=lmportant Identity: " Italic=optional-itens.. 4Jb and Ua interfaces are simplified.

Figure 1.3: Signalling procedure in GAA Bootstrapping Push Function
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and System Aspects; 3G Security; Security architecture”.

3GPP TS 23.003: "Numbering, addressing and identification".

OASIS Standard: "Authentication Context for the OASIS Security Assertion Markup Language
(SAML) V2.0 OASIS Standard, 15 March 2005, saml-authn-context-2.0-0s".
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[23]

[24]
[25]
[26]

[27]
[28]
[29]

3GPP TS 33.223 "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture
(GBA) Push Function”.

3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses'.
Void

3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switched Streaming (PSS) Multimedia
Broadcast/Multicast Services (MBMYS); User Service; Protocols'.

Void
Void

3GPP TR 33.924: "Identity Management and 3GPP Security Interworking; Identity Management and
Generic Authentication Architecture (GAA) Interworking'”.

3GPP TS 33.224: " Generic Authentication Architecture (GAA); Generic Push Layer".
3GPP TS 33.203: "Access security for 1P-based services'.
3GPP TS 29.329: " Sh Interface based on the Diameter protocol; Protocol details'.
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 23.008 [10], 3GPP TR 33.919
[4], 3GPP TS 33.220 [5] apply with following additions.

Bootstrapping infor mation (Bootstrapped data) in a BSF consists of a bootstrapping transaction identifier (B-TID), akey
meaterial (Ks), the key lifetime (expiry time), the boostrapinfo creation time, the IMPI and the GUSS (if received from HSS)
with BSF control information. Each bootstrapping procedure creates a bootstrapped data entity with B-TID asretrieval
key..

GAA application is an application that uses the security association created by GBA Bootstrapping procedure.

GAA serviceisan operator specific end user service that uses the security association created by GAA Bootstrapping
procedure. GAA services are identified by GAA Service I dentifiers. A GAA serviceisimplemented using some
standardised or propriatary GAA application defined by GAA application type.

NAF specific Bootstrapping infor mation transferred from a BSF to a NAF contains NAF and its service specific parts
from bootstrapped data and needed key information derived from the bootstrapped data.

Service/Application. The term service is used here in its common-meaning. A serviceis something that a MNO offers
to subscribers. GAA Services are identified by GAA Serviceddentifier (GSID). In stage2 documents ([4], [5], [6] and
[11]) the term application is used in the same meaning i.ecMNQOsoffer applicationsto subscribers. There is areason to
avoid the usage of the term application here. The application isan already reserved term in Diameter. In Diameter
applications are identified by Application Identifiers:

3.2 Symbols

For the purposes of the present docuvient, the terms.and definitions given in 3GPP TS 23.008 [10].

3.3 Abbreviations

For the purposes of the present document, the foltowing abbreviations apply:

AK Anonymity Key
AKA Authentication and-Key Agreement
AUTN Authentication token
AV Authentication Vector. 3GPP AV=[RAND,AUTN,XRES,CK,IK].
AVP Attribute-Value-Pair in Diameter messages.
BIA Bootstrappingl nfo-Answer message
BIR Bootstrappingl nfo-Request message
BS BootStrapping Procedure
BSF Bootstrapping server functionality
BSF is hosted in a network element under the control of an MNO.
B-TID Bootstrapping Transaction Identifier
CA Certificate Authority
CK Confidential Key
FQDN Full Qualified Domain Namein URI (e.g. http://FQDN:80)
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
GPI GBA Push Information
GSID GAA Service ldentifier
GUSS GBA User Security Settings
HSS Home Subscriber System
IK Integrity Key
IMPI IP Multimedia Private Identity
IMPU IP Multimedia Public Identity
Ks Key Material

Ks ext NAF M Ebased key for a specific NAF
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