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Intellectual Property Rights
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IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
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server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
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Foreword

This Group Report (GR) has been produced by ETSI Industry SpecificationiGroup (ISG) Group Quantum Key
Distribution (QKD).

Modal verbs terminology

In the present document "should", "sheuld not", "may";* need not", "will", "will not", "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETSI Drafting-Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ET:SI deliverables except when used in direct citation.
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1 Scope

The present document is a preparatory action for the definition of properties of components and internal interfaces of
QKD Systems. Irrespective of the underlying technologies, there are certain devices that appear in most QKD Systems.
These are e.g. quantum physical devices such as photon sources and detectors, or classical equipment such as protocol
processing computer hardware and operating systems. For these components, relevant properties should be identified
that will subsequently be subject to standardization. Furthermore, a catalogue of relevant requirements for interfaces
between components should be established, to support the upcoming definition of internal interfaces.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies:-For non-specific-references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clausewere valid at thetimeof publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the applicati ofrof the present document but they assist the
user with regard to a particular subject area.

[i.1] J. F. Dynes, Z. L. Yuan; A<W. Sharpeand-A. J. Shields. "Practical quantum key distribution over
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[1.3] N. Gisin, G. Ribordy; W-"Tittel, H. Zbinden, Quantum Cryptography, Rev. Mod. Phys. 74,
145-195 (2002).
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distribution: passive approach”, New Journal of Physics, 12, 023024 (2010).

[i.5] L. Duraffourg, J.-M. Meralla, J.-P. Goedgebuer, Y. Mazurenko, W. T. Rhodes. " Compact
transmission system using single-sideband modulation of light for quantum cryptography™, Opt.
Lett 26(18) 1427-1429 (2001).
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and A. Zeilinger: "A fully automated entanglement-based quantum cryptography system for
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
Alice: quantum information sender/transmitter in a QKD system
Bob: quantum information receiver in a QKD system

classical channel: communication channel that is used by two cemmunicating parties for exchanging data encoded in a
form which may be non-destructively read and fully reproduced

Eve or eavesdropper: any adversary intending to intercept datain a quanttim or classical channel
intensity modulator: device that can actively modulateitstransmittance:of optical signals passing through it

IQ modulator: device that can actively modulate beth the in-phase component (denoted by 'I") and the quadrature
component (denoted by 'Q") of optical signal's passing throughrit

phase modulator: device that can actively modulate the'phase of optical signals passing through it

prepar e-and-measur e scheme: scheme where theigquantum optical signals used for QKD are prepared by Alice and
sent to Bob for measurement

NOTE: Entanglement-based schemes where entangled states are prepared externally to Alice and Bob are not
normally considered " prepare-and-measure”. Schemes where entanglement is generated within Alice can
still be considered " prepare-and-measure”. Send-and-return schemes can still be " prepare-and-measure” if
the information content from which keys will be derived is prepared within Alice before being sent to
Bob for measurement.

guantum channel: communication channel for transmitting quantum signals
guantum photon source: optical source for carrying quantum information
random number generator: physical device outputting unpredictable binary bit sequences

send-and-return scheme: scheme where quantum optical signals are derived from optical signals previously sent in the
reverse direction along the quantum channel

NOTE: Such schemes are also referred to el sewhere as "plug-and-play”. Many systems running other protocols
are auto-aligning and also able to deliver plug-and-play functionality so "send-and-return” will be used in
ETSI 1SG QKD documents.

single-photon detector: device that transforms a single-photon into a detectable signal with finite probability
single-photon sour ce: photon source that emits at most one photon at atime
weak laser pulse: optical pulse obtained through attenuating alaser emission

NOTE: A weak laser pulse typically contains less than one photon per pulse on average.
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Symbols

For the purposes of the present document, the following symbols apply:

Cinax
Ad
Ag
Asn

n
ni)
nv)
n(t)
n(tT)
faa
fae
fasn
fgate

fsource

g(2)
Jsource
Lrx

A

AA

Ar

Mdf
MaxDev

u
N

N emitters
No

\Y%

Av

Opr

g

Peater
Pdark
p(n)
Pemi ssi on(t)
Pmean
Pouise(t)
Sl

Snd

SN Rmi n
SNU
tind

tdead
tpartial_f
trecovery

Lot
T

3.3

Maximum count rate

electrical noise measurement variance accuracy
total excess noise measurement variance accuracy
shot-noise measurement variance accuracy
photon detection probability, photon detection efficiency
detection efficiency (nm)

detection efficiency (Hz)

photon detection probability profile

detector signal jitter

electrical noise measurement variance stability
total excess noise measurement variance stability
shot-noise measurement variance stability

gate repetition rate

optical pulse repetition rate

second-order correlation coefficient

timing jitter

total receiver loss

wavelength

spectral bandwidth

wavelength range

modul ated degree of freedom

maximal deviation values

mean photon number

photon-number resolving depth

ETSI GR QKD 003 VV2.1.1 (2018-03)

number of photon-emitters ina multiple-source’QKD transmitter

vacuum hoise variance

spectral frequency

spectral bandwidth

optical robustness

total excess noise measurement.variance
after-pulse probability

dark count probability

photon number probability distribution]
emission temporal profile

mean optical power

tempora profile

electrical noise measurement variance
spectral indistinguishability

supported signal-to-noise ratio
shot-noise unit (1 SNU = vacuum noise variance, No)
temporal indistinguishability

dead time

partial recovery time

recovery time

rise and fall time

temperature

Abbreviations

For the purposes of the present document, the following abbreviations apply:

AC
AMZ|
APD
BB84
BNC

Alternating Current
Asymmetric Mach-Zehnder Interferometer
Avalanche PhotoDiode

QKD protocol published by Bennett and Brassard in 1984 [i.36]

Bayonet Neill-Concelman connector
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BW Band Width
CHSH Clauser-Horne-Shimony-Holt [i.35]
cow Coherent One-Way
Ccv Continuous Variable
CV-QKD Continuous Variable QKD
Cw Continuous Wave
DAC Digital-to-Analogue Converter
DC Direct Current
DPS Differential Phase Shift
DSP Digital Signal Processor
DUT Device Under Test
DV Discrete Variable
ECL Emitter Coupled Logic
EPR Einstein-Podol sky-Rosen [after Einstein et al. Phys. Rev. 47(10), 777 (1935)]
FC/IPC Ferrule Connector/Physical Contact
FPGA Field Programmable Gate Array
FW Full-width
FWHM Full-width at Half-maximum
GG02 QKD protocol published by Grosshans and Grangier in 2002 [i.52]
GM Gaussian Modulation
GMCS Gaussian Modulated Coherent State
LDPC Low Density Parity Check codes
LLO Local Local Oscillator
LO Local Oscillator
MDI M easurement-Device I ndependent
MM Multi-Mode
NFAD Negative Feedback Avalanche Photodiode
NIM Nuclear Instrumentation Module
PBS Polarising Beamsplitter
PDE Photon Detection Efficiency
PNS Photon Number Splitting
PSK Phase Shift Keying
QBER Quantum Bit Error, Rate
QKD Quantum Key Distribution
QPSK Quadrature Phase Shift Keying
RRDPS Round Robin DPS
RX Receiver
SDE System Detection Efficiency
SM Single-Mode
SMA Sub-Miniature version A connector
SNR Signal-to-Noise Ratio
SNSPD Superconducting Nanowire Single-Photon Detector
SPAD Single-Photon Avalanche Photodiode
SPDC Spontaneous Parametric Down-Conversion
TAT Trap-Assisted Tunnelling
TLO Transmitted Local Oscillator
TTL Transistor-Transistor Logic
TX Transmitter
VOA Variable Optical Attenuator
WDM Wavelength Division Multiplexing

4 QKD systems

4.1 Generic description

A QKD system comprises a number of internal components. The purpose of the present document isto identify the
components which are common to many systems and their properties which may require calibration. The present

document also defines the interfaces between these common components.
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A survey of the literature reveals that many different types of QKD system have been proposed. Many of these have
been implemented physically with different levels of sophistication. At the most basic level, these systems utilize the
laws of quantum theory to make claims about the security levels of the shared key. Most commonly, they use signal
encoding upon quantum light states using several different bases which are non-orthogonal to one another. Quantum
theory dictatesthat it isimpossible to gain full information of this encoding through measurement without prior
information about the encoding basis or post-selection of the basis used. This property is used to ensure that the
legitimate users of the system share more information than an eavesdropper can determine.

One convenient method of categorizing different types of QKD system is according to the photon source that they use.
Examples include true single-photon sources, entangled-photon pair sources and weak laser pulses. Common methods
for encoding the qubit information include controlling the phase or the polarization state of the transmitted photon. A
QKD system consists of two units which are physically separated at opposite ends of apair of communication channels,
asillustrated by figure 4.1. The sending and receiving unit contain a source of randomness for use in the key generation
protocol. The source of randomness can be intrinsic, asin the case of sending entangled photons, or it can be an active
random number generator or a passive random selection component, such as a non-polarizing beamsplitter. Here, the
sending unit consists of asignal source and an encoder for the source, the receiving unit contains a component for signal
demodulation, i.e. for selecting the measurement basis, as well as one or more signal detectors. Control electronics, with
access to an independent random number generator, are necessary to generate the drive signals for these devices. The
detected signals are used by the control electronicsto form theinitia (or raw) shared key, which is then post-processed
(sifted, reconciled and privacy amplified) to achieve the final secure shared key.

Sending unit (Alice) Receiving unit (Bob’)
rsig_nﬂI;urc_e - _Sig_nal_ = T 1 quantum r = ;_m; = T signal _I
channel :
| mOdUGoN | I demodulatioh detectors |
I | X
X
I \\ i I I
| : | |
: ~ S - !
Ir S clasgical |
andom number  controlgletironics | channel controlelectronice  random
| oenerator number [
I generator I

e e e e e e —_——— e ————

Electrical oy Optical path
T~ Connections

Figure 4.1: Schematic of a generic QKD system showing internal interfaces and connections

Alice and Bob may exchange classical optical signalsfor clock synchronization/recovery and sifting and data
processing. These signals are transmitted through classical channels which may be on a separate fibre, or combined with
the quantum signal through the same fibre using wavelength- or time-division multiplexing. (In pure classical
communications, the channel used to perform management functionsis called the signalling channel. It is the classical
communications equivalent of QKD synchronization and distillation channels).

4.2 Weak Laser Pulse QKD Implementations

4.2.1 Generic Description

In weak laser pulse QKD systems, the qubit values are encoded upon laser pulses attenuated to the single-photon level.
The sender (Alice) in aweak laser pulse QKD contains at |east one weak laser source that is used as a quantum
information carrier. In implementations involving more than one weak laser source, the sources should be
indistinguishable from one another in every measurable attribute except the degree of freedom the quantum information
is encoded upon.
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