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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Group Report (GR) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtuaisation (NFV).

Modal verbs terminology

In the present document "should", "should not", "may", "need not", "will", "will'not*, "can" and "cannot" areto be
interpreted as described in clause 3.2 of the ETS| Drafting‘Rulesi(Verbal forms forthe expression of provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document reports on use cases, recommendations and potential solutions for VNF snapshotting, with the
following objectives:

a)  Describing use cases that would benefit from VNF Snapshot functionality.
b) Identifying gaps by studying the conditions for capturing VNF/VNFC Snapshots and VNF data.

c¢) Describing end-to-end orchestration procedures and overall framework supporting the capture of VNF data
and VNF/VNFC Snapshots.

d) Analysing recommendations for the support of VNF/VNFC Snapshots.

The present document considers analysing and leveraging available related techniques from Open Source and others.

2 References

2.1 Normative references

Normative references are not applicable in the present docunient.

2.2 Informative references

References are either specific (identified by date'of publication.and/or edition number or version number) or
non-specific. For specific references, only the cited.\version.appliées. For non-specific references, the latest version of the
referenced document (including any amendments) applies:

NOTE: While any hyperlinksineluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI GS NFV 003:*Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV".
[i.2] ETSI GS NFV-IFA 005: "Network Functions Virtualisation (NFV); Management and

Orchestration; Or-Vi reference point - Interface and Information Model Specification”.

[i.3] ETSI GS NFV-IFA 006: "Network Functions Virtualisation (NFV); Management and
Orchestration; Vi-Vnfm reference point - Interface and Information Model Specification".

[i.4] ETSI GS NFV-IFA 007: "Network Functions Virtualisation (NFV); Management and
Orchestration; Or-V nfm reference point - I nterface and Information Model Specification”.

[i.5] ETSI GS NFV-IFA 008: "Network Functions Virtualisation (NFV); Management and
Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification”.

[i.6] ETSI GSNFV-IFA 011: "Network Functions Virtualisation (NFV); Management and
Orchestration; VNF Packaging Specification”.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI GS NFV 003 [i.1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in ETSI
GSNFV 0037i.1].

service consumer : person, device or company consuming a service provided by a Service Provider
VNF provider: person or company providing the VNF
NOTE: Thisincludes, but is not limited to vendor, integrator or in-house devel oper.

VNF Snapshot: replication of aVNF instance at a specific point in time, containing a consistent set of VNFC
Snapshots of all VNFC instances associated to the VNF instance, the VNF Descriptor and the Vnflnfo (including state
and settings of Virtual Links and Connection Points associated to this VNF)

VNF Snapshot Package: collection of files representing a VNF Snapshot which can be physically stored and
transferred

NOTE: A more detailed description of VNF/VNFC Snapshots and their packagesis provided in clause 6.1.

VNFC Snapshot: replication of a VNFC instance at a specific point in time, capturing its full or partia state (such as
state and content of the disks, memory and devices attached to.the VNFC instanceplus the infrastructure configuration
of the VNFC instance)

VNFC Snapshot Package: collection of files representing a V.NFC Shapshot which can be physically stored and
transferred

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [i.1] apply.

4 Use cases

4.1 Use cases related to testing

4.1.1  VNF Snapshot during online testing

411.1 Introduction

Service Providers which use NFV technology verify their virtualised network system (i.e. network service) that they
developed by testing from various viewpoints, and once all the system behaviours that will happen during operationin
the production environment are thoroughly tested in the testing environment, the Service Providers begin to provide the
service using the network system on the production environment. However, the virtualised network systems have been
getting complicated due to multi-vendor environment, adoption of variety of open source software, etc., hence it has
been getting difficult to verify al the system behaviours thoroughly in the testing environment. If a service is provided
under such a situation, it is considered that the possibility of service outage would increase because of the underlying
bugs in the production system.

ETSI


TK�TX?=�_/;l��/
/_��ĝ������&@������������!��g;�M��4�yr���|�s҉���<�xQ�B�����{m(
��+C8U�M/��\��Ξ����2�8b�6�I�5���3�

8 ETSI GR NFV-TST 005 V3.1.1 (2017-03)

Therefore, it is necessary to reveal and remove the underlying bugs from the network system by continually verifying
the network system which is already providing the service on the production environment. This clause calls thiskind of
testing online testing. If the Service Providers verify the systems which are in operation by online testing, they can
conduct various tests under the real complex system states which are created by real users. It is expected that the
systems are tested under more realistic conditions and that the underlying bugs in the system will be easier to be found
and removed compared with the testing environment.

The online testing includes fault injection testing (e.g. by stop aVM at random), load injection testing (e.g. by adding
large amount of traffic), etc. to verify reliability/availability of the system. By practicing this kind of tests continually
"inacontrolled manner", the service provider can discover and fix potential bugs which could not be found in the
testing environment, build up more robust system, and prevent the system from major service outages.

The online testing should be done in a controlled manner, as thistesting may affect the running system especially when
the test fails, which means an underlying bug is revealed by the test. To conduct online tests in a controlled manner, one
thing isto reinforce monitoring around tested area and then the Service Provider can react atest failure immediately if it
happens. Another isto capture data of the VNF instances which are potentially affected by the test prior to the test. This
can be done by taking VNF Snapshots. In case the test fails and the VNF instance cannot recover after restart, the
capture data/VVNF Snapshots will be used to recover the (failed) VNF instances to a previous normal running status
without consuming time to inject any configuration data (If those VNF instances are del eted and re-instantiated without
using snapshots, it will take time to make the VNF instances be ready to start the services because no configuration data
exist in the VNF instances after instantiation of them. Also, this requiresto store the exact data somehow at the time
before the test was started.). In this way, the online testing can be done in a controlled and safe manner.

This present use case shows the VNF Snapshot as part of an online testing by injecting failure(s) (e.g. VM stall, network
disruption, etc.) to verify the system'sreliability. The onlingtesting, is supposed.to beperformed by the Service Provider
manually, or an online testing function which may be part'of theNFV-MANGQG or.outside of it (e.g. the OSS/BSS)
automatically, depending on architectural options. OneceV NFE Shapshot(s).are created for restore purpose, an actua test
scenario is executed. In case the test results in failure; the.system is restared.using the capture data by hand or
automatically.

4.1.1.2 Actors

For this use case, the following actors'are invol ved:
1) Service Provider isinformed about the availability of captured data.
2)  VNF Provider isinformed about the availahility of captured data.

4.1.1.3 Pre-conditions

1) A network service which isintended to be tested, isin operation on the production environment, and is
providing a service to the Service Consumers.

2) Thenetwork service is composed of one or more VNF instances, which are composed of one or more VNFC
instances. A VNFC instance is running on a virtualised container (e.g. virtual machine, system/application
container).

3) TheVNF instances have a high availability mechanism and they have auto recovery functionality for possible
failures.

4)  The expected recovery time from failures are defined by the network service.

5)  For the network service to be tested, the execution of the online testing to verify failure recovery is triggered
by the Service Provider.

41.1.4 Description
The following steps are executed:

1) The Service Provider determines the place to be tested and test scenario (e.g. VM shutdown for the simulation
of VM stall) for the network service.
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2) The Service Provider gets the necessary criteriainformation for the test result judgement (e.g. expected service
quality or service traffic volume after the test is finished) by collecting the monitoring information around the
areato be tested.

3) The Service Provider requests the NFV MANO to create and store the VNF Snapshots including the
virtualised containers around the area to be tested. These snapshots are used to restore the network service if
the test results fail. The VNF Snapshots may include memory image in some cases (e.g. expected recovery
timeislessthan order of seconds) or in some types of VNFs. If memory level Snapshot is taken for aVNF, it
can skip its system's booting process as well asits application’s setup process as the result of the processis
aready in the memory. Also, it may be helpful to restore the states from the memory Snapshot especially when
anumber of those are stored in the memory.

NOTE 1: The VNF Snapshotsinclude VNFD (including VL) ETSI GS NFV-IFA 011 [i.6] and Vnflnfo ETSI
GS NFV-IFA 007 [i.4], in addition to the snapshots of virtualised containers.

4)  The Service Provider executes the test scenario (e.g. performing VM shutdown) determined in the step 1.

5) The network service reacts to the test scenario (e.g. the system detect the failure and recover from the situation
by invoking the auto recovery functionality).

6) To know the test result, once the expected recovery time from the failure elapses, the service provider again
gets the same information as step 2 (e.g. actua service quality at thistime).

7)  The Service Provider compares the information (test result) gotten at step 6.with the information (expected test
result) at step 2, and if the result is as expected (e.g.<he service quality was same as before), thetest is
terminated. Otherwise, the Service Provider requeststheNFV MANO:t0 start the new virtualised containers
using the snapshots stored at step 3 and switch-the (failed) virtualised containers around tested area to the new
virtualised containers by the snapshots, so thatthenetwork service isrestored from the failure situation, and
then the test is terminated.

8) If thetest resultsfail, the Service Pravider requests.the NFV-MANO to create and store the snapshots of the
(failed) virtualised containers. These snapshots are used for the root cause analysis by the Service Provider and
the VNF Provider(s) so to helpfixingthe network service,

NOTE 2: The Service Provider's’behaviours described above’can be programed as online testing functions which
may be part of the NFV-MANO or outsideof it (e.g. the OSS/BSS), depending on architectural options.

4115 Post-conditions

If the test resultsin successful, the netwerk service provides the service as per normal.

If the test resultsin fail, the tested area gets back to the running state before the test scenario is executed. That is, the
network service is restored to its former state, and it provides the service as per normal. The snapshots of the (failed)
virtualised containers are stored in the NFV MANO. These snapshots are used for the root cause analysis by the Service
Provider and the VNF Provider(s) so to help fixing the network service. By continuing to test and fix the network
service, the Service Provider can remove the underlying bugs from the network service, and hence they can avoid
potential major service outages.

4.2 Use cases related to troubleshooting

4.2.1  VNF Snapshot for root cause analysis

42.1.1 Introduction

In avirtualised environment, the decoupling of software from hardware makesit difficult to collect sufficient evidence
to correlate faults. During afailure situation, the Service Provider with the help of the VNF Provider can perform a
root-cause-analysis, e.g. determining whether the failure was internal to the VNF or the source of the failure was
external to the VNF (e.g. hypervisor or hardware) and in some cases may request a VNF/VNFC Snapshot. Activation of
capturing data may depend on certain policies, e.g. it may only be triggered when the VIM has reported NFV1 faults to
the VNFM and VVNF performance degradation has been observed.
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4.2.1.2 Actors
For this use case, the following actors are invol ved:

1) Service Provider isinformed about the availability of captured data.

4.2.1.3 Pre-conditions

1) VNF instance subject to be executed the VNF Snapshot is running.

4.2.1.4 Description

The use case begins when VNF Snapshot creation has been determined by the VNFM (either automatically or triggered
by the EM) to be performed.

The following steps are executed:
1) TheVNFM requeststhe VIM to create snapshot(s) of the VM images for a selected list of VNFC instances.
2)  The snapshot(s) are created by the VIM and images of the snapshots are stored.
3) TheVIM sends back to the VNFM information to identify<and locate the stored snapshots.

4) TheVNFM extendsthe VNF Snapshot(s) with information about the VNE:including all necessary information
for root cause analysis, e.g. VNFM logs, operational.information related to.that VNF instance.

5) TheVNFM informsthe EM about the completion of the VNF Snapshot(s) procedure including information to
identify and |locate the stored snapshots. If.the create VNF Snapshot«procedure is not successful, the VNFM
informs about the failure to the EM. The EM then forwards the information about the VNF Snapshot result to
the Service Provider.

4215 Post-conditions

If the VNF Snapshot creation was successful, the Service Provider has received all data related to the VNF Snapshot
(e.g. location of the VNF Snapshot and VNF). If the:'VNF Snapshot creation failed, the Service Provider is notified with
a corresponding error message including additional jnformation about the failure.

4.3 Use cases related’to agile lifecycle management of VNF

4.3.1 VNF Snapshot during VNF lifecycle procedure

4311 Introduction

NFV enables greater levels of automation in terms of lifecycle management of network entities, now VNF instances. To
help minimizing the impact of lifecycle procedures on the service availability, mechanisms to capture data during the
lifecycle procedure are needed. For instance, capturing data previous to initiating the actual VNF lifecycle procedure
will help recover the VNF instance to a previous known running status in case the procedure fails. Activation of
capturing data may also depend on operator policies, resource consumption, etc.; e.g. it may only be triggered by
specific lifecycle procedures and critical VNFs.

This present use case shows the VNF Snapshot as part of aVNF lifecycle procedure, wherein information to the Service
Provider is provided about the availability of capture data (e.g. VNF Snapshot).

43.1.2 Actors

For this use case, the following actors are involved:

1) Service Provider isinformed about the availability of captured data.
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4.3.1.3 Pre-conditions

1) VNF instance subject to be executed the VNF Snapshot is running.

4.3.1.4 Description

The use case begins when VNF Snapshot creation has been determined by the VNFM to be performed.

The following steps are executed:
1) TheVNFM requeststhe VIM to create snapshot(s) of the VM images for a selected list of VNFC instances.
2)  The snapshot(s) are created by the VIM and images of the snapshots are stored.
3) TheVIM sends back to the VNFM information to identify and locate the stored snapshots.

4) TheVNFM extendsthe VNF Snapshot(s) with information about the VNF including operational information
related to that VNF instance that is necessary to fall back to a previous running status.

5) TheVNFM informslifecycle management consumers (i.e. NFV O and/or EM) about the completion of the
VNF Snapshot(s) procedure including information to identify and locate the stored snapshots. If the create
VNF Snapshot procedure is not successful, the VNFM informs about the failure to the consumers. Those
consumers then forward the information about the VNF Snapshot result to the Service Provider.

4.3.1.5 Post-conditions

If the VNF Snapshot creation was successful, the Service Provider has received'al data related to the VNF Snapshot
(e.g. location of the VNF Snapshot and VNF). If the: VVNF. Snapshot creation failed, the Service Provider is notified with
a corresponding error message including additional’ infermation aboutthefailure.

4.3.2  VNF Snapshot forquick VNF recovery

4.3.2.1 Introduction

This present use case shows how to restore aVNFinstance to a previous running status using a previously captured
VNF Snapshot.

4.3.2.2 Actors
For this use case, the following actors are involved:

1)  Service Provider requeststo revert the VNF using a previously captured VNF Snapshot.

4.3.2.3 Pre-conditions

1) VNF Snapshot isavailable, i.e. the VNFM or NFVO can retrieve VNF Snapshot Package information.

4.3.2.4 Description
The use case begins when the Service Provider determinesto revert the VNF to a previous VNF Snapshot.
The following steps are executed:

1) The Service Provider requests the VNFM or NFV O to use the VNF Snapshot on the VNF instance. In the
latter case, the NFV O identifies the VNFM that manages the VNF instance and forwards the request to this
VNFM.
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2) TheVNFM retrievesinformation on how to use the VNF Snapshot on the VNF instance, this involves
determining the individual VNFC Snapshots which are part of the VNF Snapshot, as well as operational
information related to that VNF instance (minimally VNF instance runtime information, e.g. vnfdid,
onboardedV nfPkglnfold, vnfState and vnf ConfigurableProperty ETSI GS NFV-IFA 007 [i.4]) that is
necessary to revert to the VNF Snapshot.

3) TheVNFM requeststhe VIM to execute revert to Snapshot operation on the VM(s) using the individual
VNFC Snapshot(s).

4) TheVIM executes revert to Snapshot operation(s) on the VM(s).
5) TheVIM sends back to the VNFM information about the success of the operation(s).
6) The VNFM informslifecycle management consumers (i.e. NFV O and/or EM) about the completion of the
operation(s).
4.3.25 Post-conditions

If the operation was successful, the VNF instance uses the VNF Snapshot (i.e. the VNF instance has reverted its state to
the one that was available at the time the VNF Snapshot was created) and the Service Provider has been notified about
the successful operation.

If the operation has failed, the Service Provider is notified with a.¢orresponding error message including additional
information about the failure.

5 Gap analysis

5.1 Current supporting solutions

51.1 Overview

This clause aims at documenting current solutionsthat.can support the execution of VNF/VNFC Snapshots. The
analysis leverages available techniques, capabilitiesof implementations of virtualisation technologies

(e.g. KVM/QEMU, LXC/LXD), hypervisorsabstraction layers (e.g. libvirt) and virtualisation management solutions
(e.g. OpenStack) that can be found in current implementations. The selection of implementationsis not exclusive and
should be considered as examples sufficientifor analysing the current state of the supporting solutions. The analysisis
based on the current available versions of the solutions (see annex A).

Figure 5.1.1-1 illustrates the anal ysed current solutions and their relationship to each other, including the reference
points enabling intercommuni cation with regards to Snapshot operations.

ETSI


�]�d�7��]�Y�+	�~��ʰ���T`�mۓ��c^��
�*��:��JHT�}��*�O�I��%;���#���.H?]2��:�u���_I��n�[����t�
H����
�vf��U܍t��M�@3o)lo

13 ETSI GR NFV-TST 005 V3.1.1 (2017-03)

OpenStack
1 e Virtualization
l l management
Docker || Kuber-
vCenter
swarm netes
- Hypervisor
libvirt eee abstraction
¥ layer
e S wa e L
QEMU A A y
KVM ESX LXC/LXD runc ESXi Virtualization
Physical Physical Physical Physical Physical **®  technologies
Server Server Server Server Server

Figure 5.1.1-1: Relations and reference points of exemplary solutions

5.1.2 Snapshot techniques

The current snapshotting solutions of the virtualisation technol ogies are using different techniques to capture the
memory state and the disk state of the instances. Their-€haracteristics can be-described as follows:

Memory state

. Internal memory snapshot: The content of the memary of theinstance(s) is stored in afile and is placed in the
disk image of the instance snapshet. It,can only.be used in‘combination with the Snapshot of the disk state of
an instance.

. External memory snapshot: The content of the'mernory of the instance(s) is stored in a dedicated file, external
to and independent of the Snapshot of the.disk state.

Disk state

. Sequentia snapshot: The content of the specified disks of the instance is copied into disk images each time an
instance Snapshot is created.

. Incremental snapshot: The first time an instance Snapshot is created, the associated disks of the instance are
frozen and represent the baseline Snapshot of the disk state. Additionally delta snapshots for all disks of the
instance are created which contain only the changesin the disk state compared to the last snapshot. Creation of
consecutive disk state snapshots resultsin creation of new delta disk snapshots.

. Internal disk snapshot: The same file contains the disk image Snapshot and the changes since the Snapshot
creation.

. External disk snapshot: The disk image Snapshot and the changes since the Snapshot creation are stored in
different files.

5.1.3 Snapshot capabilities

5.13.1 Introduction

The Snapshot capabilities are grouped by operations concerning Snapshot management, such as creating, listing,
reverting to or deleting a snapshot. Depending on the underlying virtualisation technology, the instance being
snapshotted is different and could be avirtual machine, an OS container or something similar. Each of the snapshotted
instances represents a VNFC instance and therefore the resulting Snapshot equalsto a VNFC Snapshot.
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