ETS| TS 118 103 V1.1.0 (2016-03)

TECHNICAL SPECIFICATION

|13$ sojug@n‘s
(oneM2M TS Q\S"Vegﬁ@*g\i 4.2 Release 1)
o & SES
K% S ‘i‘\gb
N '\Q"Q'\q}, N
S
S



�3���"���M��W�X�S�^�f�m+���g��ƒ���F[[S���v�F'(A��J���٪�2r����8�1��klw���U�]s��j�0�y�-��<
���狺$�� *��"sG�Ť�d

oneM2M TS-0003 version 1.4.2 Release 1 2 ETSI TS 118 103 V1.1.0 (2016-03)

Reference
RTS/oneM2M-000003v110

Keywords
10T, M2M, security

ETSI

650 Route des Luciales
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +33 4 92 94 42 00 . 'Fax: +33 4 93 65 4716

Siret N° 348 623 562 00017 - NAF 742 €
Association abutynon Jucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http:#/www:etsi.org/standards-search

The present document may be made availablé’in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall hot be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


s�S���&u�J�������9�����Q�������������7����1����Y�*�hv�����$���N�h��]�R2�Y��Mj�J���������*�ԾKs�U�V������&�8_�VB�I

oneM2M TS-0003 version 1.4.2 Release 1 3 ETSI TS 118 103 V1.1.0 (2016-03)

Contents

Intellectual Property RIGNES.... ..ot e e b e 7
01 Yo (o ST 7
1 o0 0 SR 8
2 REFEIBINCES ...ttt s bt b e s e et e s £ e e et et e st e be e bt s b et e b et et e neenenrenbeneens 8
21 NOIMBLIVE FEFEIENCES ... eeeeieeeieete ettt ettt sttt et et et et e st e s teseeetesaeeseeae e e enteseeabesaeeseeneenseseseesbesaessesneeneensens 8
22 INfOrMELIVE FEFEIENCES. ... ettt ettt ettt et e st e e seeebe s et eae et et e steseesaeeneeneeeeneeses 10
3 Definitions, symbols and abbreViationsS ............ccoeeeeiieiere et 11
31 D= T o T] (0] TP P TR UR TSROSO 11
3.2 Y/ 1210 SRS 14
3.3 ADDIEVIBLIONS ...ttt b e b et e et e s e e bt sh e eb e e he e ae e e e nE e b e sR e eh e e Re e e e R e eb e e bt eaeene e e ne e 14
4 (0000117 0110 LSRR 15
5 SECUNTY ATCRITECTUNE. ...ttt bt b e et se st n e nas 15
51 OVEBIVIBWW ...ttt bbbkt b e b bt e heeh e s e e s e e e e 4 E e b e eh e e h £ e a e e a e e e e b e Eeeheeb e e Rt eh e e e e b e beeheebeeneenn e e entas 15
511 110 o (0o (o] o FOO O AT S U P URTURURPRRN 15
511 Identification and AUTNENLICALTON ..o ettt se et sae b e e 17
512 AULNOTTZEETION .. B ettt O et b bt b e e e bbb st ene e s 17
5.1.3 o =0 LAY =T 1 | s 17
5.2 TS o U Y - Y = U~ oy S ST o eSS 17
521 SECUMLY SEIVICE LAYEN ...ttt Lo A ettt ey o o5ttt sa et et se e et e s b e e ebesbeneenenbennenea 17
522 Secure Environment ADSIraction Layera: .. e e 5 ettt 18
53 Integration within overall oneM2M arCRitECIUIEY......... 00 o e e 18
6 Security Services and INtEraCtiONS i ... b e e kTt eeeereeeesseeseesseseeseesseeneeseeeneensesseensesseenseseeenes 18
6.1 Security Integration in oNeM 2MLIIOW O EVENES. ... i ettt st eenes 18
6.1.1 INteractions DELWEEN [AYEFS...... L e e ettt ettt re e teeeenneennes 18
6.1.2 High level SeqUenCE O @VENTS.........couiiue e e 0t Nae s e s e st esteeste e ae et e e e st esre e te e e e te e e e te e teeteennesnnennes 19
6.1.2.1 ENrolment Phase..........oceeeeeeecc o i e e 19
6.1.2.2 (@01 = 10] 7= I o 0o = o S 20
6.1.2.2.1 M2 SEIVICE ACCESS.... et ettt et eeee e e seesteste et ete et esee e e eesaeebesaeeseeseeneenteseebesaessesbesaeeneeneensenes 20
6.1.2.2.2 Authorization t0 aCCESS IP2IMINTESOUICES.......cueeueeeeeereeseeeteeeeteeee e seeseestesaesresseeeeneeseesteseessesneeneenes 21
6.2 SECUNTY SEIVICE LAYES ...eeveeeiiiee s B ettt ettt bbbt b e et b et eb e e 21
6.2.1 ACCESS MANBOEIMENT ...t i et s e e sae e sre e e e e e saa e sr e e saeesaeas 21
6.21.1 F B 110701 (o= 1 o o SR 21
6.2.2 AULNOTT ZEEON ATCIITECIUIE ...ttt b et se e et bt e bt eae e s 21
6.2.3 S o0 VAN [ 4T T (o] o 24
6.2.3.0 [T 100 [ 1ol DTS PP U RSP 24
6.2.3.1 Security Pre-ProviSiOniNg Of SE ........cooiiiieeece st sae et esnaesraennees 24
6.2.3.2 Remote security administration Of SE..........c.oooiiieiieiice e 24
6.2.4 [0 =01 Y20 101 o1 o o S 24
6.2.5 SENSItIVE DAt HANAIING .....cveeeteieect ettt b e bbb e b b e b b nnenea 24
6.2.5.0 0100 1 1 o o PR 24
6.25.1 SENSIIVE FUNCLIONS ...ttt ettt e e e st et e s e s te s e eseeneeneeneeseesbesneeneennenseneens 25
6.252 SECUME SEOTAJE. ...ttt rb bt a e e e e se e Rt s bRt e e ne e e nesr e e resreere e e ennenrean 25
6.2.6 Trust Enabler SECUNTY FUNCLIONS ........cuiiiiiiciiriee et bbb 25
6.3 Secure Environment Abstraction Layer COMPONENTS ........ceierieirerieesie ettt 25
6.3.1 SECUIE ENVITONIMIENL........ete ittt ettt b e s bt bttt e b sb e eb e bt e e et e e et e besbenbesmeenee e enres 25
6.3.2 IS 11 o o TSP PSPPTSTN 26
6.3.3 Secure EnVironmMent ADSIFECHION .........eiiiiieiee ettt bbb e bt ne e e 26
7 F U110 12 [ o SRS 26
7.1 ACCESS CONLIOI IMECNANISIM ...ttt sttt b et et e e e se e e seesbesaeeaeene e s eeeseeseesneeneeneeneenes 26
711 GENETEl DESCIIPLION ...ttt et bbbt eb bt eb b e e eb e s b et e b e se et ekt sb et ebesb e e ebesbeneebesbennenea 26
712 Parameters of the REQUESE IMESSAGE ........ccueiuiiiiieiete ettt ettt sb e 27
713 Format of privileges and selfprivileges AtriDULES. ..o 28
714 ACCESS CONLTOI DECISION......eueieietieieeeieeeies ettt et e e e e see st e beseeebe s st esee e e seeteseesbesseaseeneensensessesaesneeneensensesen 30
7.15 Description of the Access DeCision AIQOMTtNM..........ccvieie et 30

ETSI


���"��aA�L\���)Bp�#3�Ҋ�x�_-I�`خ�͉��Ő�doY��w:˱W�+0��H�6�����{��'w����k
��L[����i���p�m�C!RFc�3P��~�`����*�8܊�

oneM2M TS-0003 version 1.4.2 Release 1 4 ETSI TS 118 103 V1.1.0 (2016-03)

7.2 AE IMPErsonation PreVENLION ..........cveiieiieieie e seesieesteesee e se e te e e estesstessaesseesseesssansesseesseenseenseessesneessenssnes 32
8 SECUMTY FIAMEWOIKS......cviitieie ettt sttt e ae et e ae et e st e e ae e besaeentesreeanesteeneentesteennenresrnenns 33
8.1 General Introductions to the Security FrameWOrKS...........ccuviieiieiiiie et 33
8.1.0 (€71 PP 33
811 General Introduction to the Symmetric Key Security FrameworK...........cooverereienenene e 33
8.1.2 General Introduction to the Certificate-Based Security Framework..........ccoeoeereineneinie e 33
8.1.2.0 0100 1 1 o PR 33
8121 PUDlic Key CartifiCate FIAVOUIS.......c.coiiiiiite ettt st s eb e eb e ene 33
8.1.2.2 Path Validation and Certificate Status VerifiCation ...........ccoceeeeoereie i 34
8.1.2.3 Credential Configuration for Certificate-Based Security Framework............ccceoveeveveneneenesce e, 35
8.1.24 Information Needed for Certificate Authentication of another Entity.........ccccecevieevevievcesceeseese s 35
8.1.25 CertifiCae VeliTICAION. ..ottt bbb et b e b sbesbe e e ennennen 36
8.1.3 General Introduction to the GBA (Generic Bootstrapping Architecture) Framework.............cccocceeveveeeee. 37
8.2 Security Association Establishment FrameWOIKS .........cocveieiieie s 38
821 Overview on Security Association Establishment Frameworks..........ccoovevveieeiience e 38
8.2.2 Detailed Security Association Establishment Frameworks ..o 41
8221 Provisioned Symmetric Key Security Association Establishment Frameworks...........ccoceverenenenens 41
8222 Certificate-Based Security Association Establishment Frameworks ...........ccooooeviiieninnieneneneseens 43
8.2.2.3 MAF-Based Symmetric Key Security Association Establishment Frameworks............ccoceoeienninnenne 45
8.3 Remote Security ProviSioning FramEWOIKS...........coeiiiiiireriene st 48
831 Overview on Remote Security Provisioning FrameWorKS............ccieiiepsieeene s 48
8311 Purpose of Remote Security Provisioning FrameWorks..............ce. v ccecce e see e 48
8.3.1.2 Overview on Remote Security ProvisioningFrameworks..........oi . S e 48
8.3.2 Detailed Remote Security Provisioning Frami@WorK s ........eeeeecd@r e 5 et 52
8321 Pre-Provisioned Symmetric Key Remete'Security Provisioning Framework...........ccccvveeveeveeieiennens 52
8.3.2.2 Certificate-Based Remote Security RroviSiOning Framework.:. . .......ccccveveveeveriesesie e seeie s 55
8323 GBA-Based Remote Security ProViSioning FrameworK .. 5 ..o e 56
9 Security Framework Procedures and, Parameters. .. i i 59
9.0 (g1 00 1 1o o P e et = RS 59
9.1 Security Association Establishment Eramework Procedures and Parameters.........ccooeveveveneneneeeecceeenennen 59
91.1 Credential ConfiguratiOn ParamMELErS.......... 0 et ioreereereseeseeseesessseseeseesseesseeeesseesseesseesseessesnsessssnes 59
9.1.1.0 INEFOOUCTION. ... e A Fe e e bt b e s 59
9111 Credential Configuration of EntitysA and ENLity B........ccceeeeeieiene e sae e 59
9.1.1.2 Credentia Configuration of M2M Authentication FUNCLIONS............ccocveieieeieie e 60
9.1.2 Association Configuration Procedures and Parameters...........covevee e vee e 60
9.1.2.0 100 1 1 o o PR 60
9121 Association Configuration©f Entity A and ENtity B..........ccoiiiiiiiiiieeesee e 60
91211 Association Configuration Of ENLIY A .......coooiiiiiine e 60
91212 Association Configuration Of ENLitY B ...........ccocoeiiiiiniieieere s 61
9122 Association Configuration of M2M Authentication FUNCLIONS..........c.ccovieinineneeeeeee e 61
9.2 Remote Security Provisioning Framework Procedures and Parameters............oceoeeeeererereneneseeseeseeseeseenee s 62
921 Bootstrap Credential Configuration Procedures and Parameters.........coocevvevveeeeeeseeseeseee e 62
9.21.0 FNEFOOUCTION. ...t e bbb h et s e ekt s a e eb e st e e et e se e e e b e eeeebeeneebe e e eneees 62
9211 Bootstrap Credential Configuration Of ENFOIEE...........c.cccveiiiiesie e 62
9212 Bootstrap Credential Configuration of M2M Enrolment FUNCLIONS...........ccoccveveeveeseccece e 62
9.2.2 Bootstrap Instruction Configuration Procedures and Parameters..........ccocvevveveecieecesesee e 63
9.2.20 FNEFOOUCTION. ...t e bbb h et s e ekt s a e eb e st e e et e se e e e b e eeeebeeneebe e e eneees 63
9221 Bootstrap Instruction Configuration of ENrolEES ..o 63
9222 RV oo RS 64
9223 Bootstrap Instruction Configuration of M2M Enrolment FUNCLIONS.........ccooeirireinenecneeesieee 64
9224 Bootstrap Instruction Configuration of UNSP Authentication Server .........ccoeoveneeneneieneneseseens 64
10  Protocol and AlQOrithm DELAIIS........cccceiiiieieiece ettt st e st sneenaesreeneeneeneeas 65
10.1 Certificate-Based Security Framework DELaIlS..........coveiieiiie e 65
10.11 CrtifiCAIE PrOTIIES ... e bbbt b e bttt sr b ene e e 65
10.1.1.0 LC T o1 - TSR 65
10.111 CommON CertifiCale DELAIIS. .......coueieieeeeee et b e st sb e e 65
10.1.1.2 Raw Public Key Certificate Profile..... ..ottt 65
10.1.1.3 Details Common to Certificates with Certificate Chains...........cocooiiiiineniieeeee e 65
10.1.1.4 Profile for Device Certificates and their Certificate Chains...........ccoooeviiieiiirinieiee e 65
101141 Profile for Device CartifiCaleS. ... ..ot et 65

ETSI


�g�IW��U�T�r�����S	��&��{?��������\vN.g1�;�n�lQ���b&���
�^ɱt.v�ݦ7z��2
����q
����
5��Ζ��hƠ�%\���1ʙ%�a�z9�����:H�

oneM2M TS-0003 version 1.4.2 Release 1 5 ETSI TS 118 103 V1.1.0 (2016-03)

10.1.1.4.2 Profile for Certificate Authority Certificates for Device Certificates.........ccvvvvvvrvnvieereenesce s 66
10.1.15 Profile for AE-ID Certificates and their Certificate Chains............cocoiiierininieice e 66
10.1.1.6 Profile for FQDN Certificates and their Certificate Chains.........ccccovceeveeve e 66
10.1.1.7 Profile for CSE-ID Certificates and their Certificate Chains..........ccooeiirerieeiienenese e 66
10.1.2 0o Lol S= YA o L= 0 = £ 67
10.1.3 Support Requirements for each Public Key Certificate Flavour ..........ccccooovecevceeceececeee e 67
10.2 TLS ANA DTLS DEGIS.....cui ittt ettt et et et e st e s beesbeebeeaeesaeesaeesaeenbeenteensesnsesseesanas 67
10.2.1 TLS AN DTLS VEISIONS ...ccuteitiieiieeeeeieie et teste et s e e ee st e teseestesseeseeneessesseseesbesseaseeneensensessessesneeneensenseses 67
10.2.2 TLSand DTLS Ciphersuites for TLS-PSK-Based Security Frameworks...........coouueerinennenenneseneees 68
10.2.3 TLSand DTLS Ciphersuites for Certificate-Based Security Frameworks..........ccccoeeeeereneieneneieneniees 68
10.3 Key Export and Key Derivation DELAIS. .........ccciiiieiriiereeere bbb 69
10.3.1 TLSKEY EXPOIt DELAIS ....ccveeeiieieciece ettt ettt et e e et essaesreesaeenteenseenteenseensessennnaesnens 69
10.3.2 Derivation of Master Credential from Enrolment KeY .........cccuovevvv e iee i 69
10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment Key .........ccccccevvevieeveicnvceeveesie e 69
10.34 LC T 0TS = 1 0T [ = o 70
10.35 LC T 0T = 11 0T [ o 70
10.4 Credential-1D DELAIIS ......cci ettt sttt sttt sttt b et R et e Rt be et be st e e ebe st e es 70
10.5 KIPSAIA ..ot s et s ettt en st en e en st 70
10.6 KIMEA FOMM@L ...ttt e et e b et e et e s aeesaeesheesaeeseeaseeaeeeaeeebeesbeesbeesbesnsesnsesneesanessnanseentenns 71
10.7 ENFOIMENT EXPITY ..ttt ettt bbb et b bbb bbbt b e et b et eb e et 71
Annex A (informative): Mapping of 3GPP GBA ter mMiNolOgy .......ccccoviivereerieeeeieneeieeseseeseesieesaeenen 72
Annex B (informative): General Mutual Authentication Mechanism. .. ... vevenereneieeenens 73
= 3O T 111 0o (1 (oo I R S OSSN 73
B.1  Group AUNENTICALION.......c.ceeiuiriireereereeipa Srmee s Siabue s mkd El e et sse st s e s e e et se s e b e e e e senneene e 73
Annex C (normative): Security protocolsassociated:to specific SE technologies...........cccevveneee. 75
(O30 T 11100 L1 Tox 1 o o o A M ST 75
L35t R U | [ o S SR 75
C.2 Other secure element and embedded secureelement with ISO/IEC 7816-4 interface..........cccceovevenenee. 75
C.3  Trusted EXeCUtioN ENVIFONMENT........ 00 i e st ee et steseeeeesresseestesneestesreeneeseeseeeneensensean 75
(O SS S (o GRS =l o)1 o [ oo T OSSPSR 75
Annex D (nor mative): UICC security framework to support oneM2M Services.........c.cooeeveeenene 76
D 20 1 11 0o (1 (o o OSSPSR 76
D.1 Access Network UICC-based oneM2M Service FrameworkK.............ccovvvvvinincnccccnssssieis 77
D.11 Access Network Ul CC-based oneM2M Service Framework CharaCteristics...........oooovieiiiiiniiiiiiiiiinns 77
D.1.2 M2M Service Framework discovery for Access NEtWOrk UITCC.........ccooieininieiriieereee e 77
D.1.3 Content Of fileSat the DFamam TEVEL ...ttt 78
D.1.3.0 g0 o (17 1o o TSR 78
D.1.31 EF1mamst (ONEM2M SErVICE TaDIE) ... e e 78
D.1.3.2 EFivavsip (0NEM2M SUBSCHPLION TAENTITIER) ..o s 80
D.1.33 EFivavseip (0NeM2M Service Provider IAentifier) ....ovo e 80
D.1.34 EFvamnip (MZM Node Identifier) ............................................................................................................... 81
D.1.35 EFcseip (10C8l CSE TABNMTIET) ..ottt sttt st sttt st 81
D.1.3.6 EFvamaeip (M2M Application 1dentifierS list) ... 8l
D.1.3.7 EFINCSEIDS (M2M IN-CSE IDSISE) c.vucvureecveieceeieececseeses e ses s sses s sesses st ssss e ssss s s s 82
D.1.3.8 EFMAFFQDN (MAF-FQDN)........covuiveieeieeeeeceesteseesees s esses s ssss s st s s s ss st seen s 82
D.1.3.9 EFmerio (M2M Enrolment FUNCEON TAENEITIEN) ....c.coveiieiiiiee e 83
D.2 oneM2M Service Module application for symmetric credentials on UICC (IM2MSM) ......ccccveeenee.e. 84
D.2.0 [T 0o 0o 1ol BT PSP TP UR USRS 84
D.21 oneM2M Service Module application fil€ SITUCTUNE...........coiiiiieece s 84
D.2.1.0 [FgLue o [N T o o FO TSP U RSP 84
D.21.1 Content of UICC files at the Master File (MF) [EVE ........oouv e 84
D.21.2 Content of files at the IM2MSM ADF (Application DF) [&VE ........cccovv e 84

ETSI


VL�Εa��s��b�w��ӎ�/���Ā��1��>���}j��.���䇤<�5̩u�hd:Tё�� o�����lJ��ށ�d���P���ԏ������bO������6]7n�4a�?�x��e<

oneM2M TS-0003 version 1.4.2 Release 1 6 ETSI TS 118 103 V1.1.0 (2016-03)

D.2.2 oneM2M Subscription related procedureS for M2M SEIVICE........ccviieiieiee e 85
D.2.2.0 [FgLue o [N T o o FO TSP U RSP 85
D.22.1 Initialization - IM2MSM AppPlication SEIECHION.........ccccceiie e et 85
D.2.2.2 IM2M SM SESSION LEIMINGLION. ...ttt ettt st b et a et e bbb st e e e e e st e besaesbe e e enneneens 85
D.2.2.3 ONEM2M Service diSCOVENY PrOCEAUNE .........uieeeeeeesteesteesteeteseeseesreesseesseestesssesseesseesseesseensesseesseesseenseensenns 85
D.224 onNeM2M Service ProviSioNiNg PrOCEAUES..........cverueerieeereeseeseesteesseesseeseesseesseesseessesseseesseesseesseessesnsenns 85
D.225 oneM2M Application Identifiers proviSioning ProCEAUE ...........ccuv e 85
D.2.2.6 oneM2M Secure provisioning related ProCEAUIES ...........ooeeririeiririeerie ettt 86
D.2.2.7 oneM2M Security AssoCiation related PrOCEAUIES ..........cieieeeeeeiereee et s nee e 86
Annex E (informative): Precisionsfor the UICC framework to support M2M Services................ 87
B0 [ 0o 1o o o PSSR 87
E.1 Suggested content of the EFS at pre-personaliZation.............ccoeoeeerieinesesesesieseesee e 87
E.2 EF changesviaDataDownload or CAT appliCalioNS........ccceceevieiieieeie ettt 87
E.3 Listof SFl values at the ADFuamsm OF DFmam TEVEL ... 88
E.4 UICC related tagsS defined iN @NMNEX J.......c.coveieieieeiesieeieseseee et e e s eeste e e nsesreeeesneens 88
Annex F (normative): Acquisition of Location Information for L ocation based Access

(O] 1 1 o o) e T 89
O T 111 0o (1 (oo I b RN s eSS 89
F.1  Description Of REJION ........coeriiierierieieieeenee N0 s b gt ittt sse s e 89
F.1.1 CIrcUlar DESCIIPLION ...c..cueiveeeieirereeieeieseeee By G ettt ese st e s iy see st et s b et sbe b e st e b e se et et e se et sbese et sbe e e 89
F.1.2 COUNLTY DESCIIPLION ...t Bkt Bheeeseenesaseses e 6138 b ses s sesesses e sesbe b et be e ese e b e e e st eb e b e st sbenneneees 89
F.2  Acquisition of LOCatioN INfOrMIatiON: .t st il e ettt 89
F.2.0 INEFOTUCTION ... e e e T 000 M F ettt ettt ettt bt bt st ene e 89
F.2.1 (O (e V1 F= TR D<ol ] o)1 o o e SOy o e SRS 90
F.2.2 (Oo 101 gD T='ox 1101 o] o W S e SRR 91
Annex G (informative): Access Control DeCiSION REGUESL........cccocveeeveieeie e 92
Annex H (informative): I mplementation.Guidance and index of SOlULIONS..........cccccverinereseneeene 93
Annex | (informative): BibBlIOGEARNY .. 9
HISIOMY e e D e e r et r e R e e n e e nn e nne e r e re e 95

ETSI


��#oHS/��	4���p�4VvJf�u�����E�af������ڃaYX�e�X��%�f| S�K��_�wU�"8[����M����F�78�/����B��;�>~���#a��i�Q���H=Z�םhu�P

oneM2M TS-0003 version 1.4.2 Release 1 7 ETSI TS 118 103 V1.1.0 (2016-03)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETS| Partnership Project oneM2M (oneM2M).
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1 Scope

The present document defines security solutions applicable within the M2M system.
2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 118 101: "oneM2M; Functional Architecture (oneM2M:TS-0001)".

[2] ETSI TS118 111: "oneM2M; Comman._Ferminology (oneM2MTS-0011)".

[3] Void.

[4] ETSI TS 118 104: "oneM 2M5, Service Layer:CoreProtocol Specification (oneM2M TS-0004)".

[5] IETF RFC 5246: "TheTransport Layer-Security (TLS) Protocol Version 1.2".

[6] IETF RFC 6347: "Datagram Transport:Layer Security Version 1.2".

[7] ETSI TS 102 225 (V11.0.0): "Smart Cards, Secured packet structure for UICC based applications
(Release 11)".

[8] ETSI TS 102 226 (V11.0,0): ' Smart Cards;, Remote APDU structure for UICC based applications
(Release 11)".

[9] ETSI TS 131 115(V10.1.1): "Digital cellular telecommunications system (Phase 2+); Universa

Mobile Telecommunications System (UMTS); Secured packet structure for (Universal) Subscriber
I dentity Module (U)SIM Toolkit applications (3GPP TS 31.115 version 10.1.1 Release 10)".

[10] ETSI TS131 116 (V10.2.0): "Digita cellular telecommunications system (Phase 2+); Universal
M obile Telecommunications System (UMTS); LTE; Remote APDU Structure for (U)SIM Toolkit
applications (3GPP TS 31.116 version 10.2.0 Release 10)".

[11] 3GPP2 C.S0078-0 (V1.0): "Secured packet structure for COMA Card Application Toolkit (CCAT)
applications’.
[12] 3GPP2 C.S0079-0 (V1.0): "Remote APDU Structure for CDMA Card Application Toolkit

(CCAT) applications".

[13] ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic
Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[14] 3GPP2 S.S0109-A: " Generic Bootstrapping Architecture (GBA) Framework".

[15] IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".
[16] Void.

[17] Void.
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[18]
[19]
[20]

NOTE:

[21]
[22]
[23]
[24]
[25]
[26]

[27]

[28]
[29]
[30]
[31]
[32]

[33]
[34]

[35]

[36]

[37]

[38]
[39]

NOTE:

[40]
[41]
[42]

[43]

[44]

IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".
IETF RFC 3629: "UTF-8, atransformation format of 1SO 10646".

"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008.

Available at http://www.unicode.org.

GlobalPlatform Device Technology TEE Administration framework, DRAFT.

GlobalPlatform Device Technology TEE System Architecture, Version 1.0.

ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.
ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.
ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point termina”.

| SO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4: Organization, security
and commands for interchange”.

ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

Void.
Void.
Void.
IETF RFC 6655: "AES-CCNMYCipherSuites for Transport Layer Security (TLS)".

IETF RFC 5289: "TLS.Elliptic.Curve Giphet: Suites with SHA-256/384 and AES Galois Counter
Mode (GCM)".

IETF RFC 2104%"HMAC: Keyed-Hashing for Message Authentication”.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSsP".

IETF RFC 6961: "The Transport Layer Security (TLS) Multiple Certificate Status Request
Extension".

IETF RFC 7250: "Using Raw Public Keysin Transport Layer Security (TLS) and Datagram
Transport Layer Security (DTLS)".

IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

National Institute of Standards and Technology (July 1999): "Recommended Elliptic Curves for
Federal Government user".

Available at http://csrc.nist.gov/groups/ST/tool kit/documents/dss/NI ST ReCur.pdf.

IETF RFC 6920: "Naming Things with Hashes".
IETF RFC 3548: "The Basel6, Base32, and Base64 Data Encodings'.

IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois
Counter Mode".

IETF RFC 4492: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security
(TLY)".

IETF RFC 6066: "Transport Layer Security (TLS) Extensions. Extension Definitions”.
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[45] IETF RFC 7251: "AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport
Layer Security (TLS)".
[46] IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information™.
[47] GlobalPlatform Device Technology Secure Element Remote Application Management v1.0
GPD_SPE_008.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] oneM2M Drafting Rules.
NOTE: Available at http://member.onem2m.org/Static_pages/Others/Rules Pages/oneM 2M -Drafting-Rules-
V1 0.doc.

[i.2] oneM2M TR-0004: "Definitions and-Acronyms”.

[1.3] Void.

[i.4] ETSI TR 118 508: "Analysis,of Security Solutions for the oneM2M System".

[1.5] eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS
Standard.

[i.6] Handbook of Applied Cryptography; A.:J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC
Press, 1996.

[i.7] Recommendation ITU-T X:509.(10/2012): " Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks'.

[i.8] Void.

[i.9] OMA-TS-REST-NetAPI-Terminal Location-V 1-0-20130924-A: "RESTful Network API for

Terminal Location", Version 1.0.

[i.10] SO 3166-1:2013: " Codes for the representation of names of countries and their subdivisions --
Part 1: Country codes'.

[i.11] I SO/IEC 7816-5: "ldentification cards - Integrated circuit cards - Part 5: Registration of
Application Providers'.

[i.12] Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special
Publication 800-162.

NOTE: Available at http://nvlpubs.nist.gov/nistpubs/special publications/NI ST.sp.800-162.pdf .
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3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TR-0004 [i.2] and the following
apply:

AE-ID Certificate: certificate with a certificate chain to atrust anchor certificate and containing an AE-ID in the
subjectAltName extension

NOTE: AnAE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.

association configuration: phase of a Security Association Establishment Framework in which the entity establishing
the Security Association (and the Central Key Distribution Server, in the case of Centralized Security Frameworks), are
provided with identities (and any other relevant credentials) to ensure that the security association is established
between the intended entities

association security handshake: phase of a Security Association Framework in which the security association
endpoints perform mutual authentication

bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M
Enrolment function

bootstrap credential configuration: phase of a Security Bootstrap Framework imvwhich the Bootstrap Credentials are
pre-provisioned to the Enrolee and the M2M Enrolment fenction

bootstrap enrolment handshake: phase of a Security Boetstrap Framework in which the Enrolee and M2M Enrol ment
Function perform mutual authentication

bootstrap instruction configuration: phase of a Security Beotstrap Framework in which the Enrolee and M2M
Enrolment Function are provided with identities (and any:otherrelévant credentials) to enable the M2M Enrolment
function to establish a Master Credential\between the intended Enrolee and M2M Authentication Function

bootstrap server function [13]: BSF is hosted in a network ‘el ement under the control of a Mobile Network Operator.
BSF, HSS, and UEs participate in GBA in which ashared secret is established between the network and a UE by
running the bootstrapping procedure

NOTE: The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]; bootstrapping transaction identifier (B-TID) is used to bind the subscriber
identity to the keying material in GBA reference points Ua, Ub and Zn

CA-Certificate[i.6]: certificate created by one certification authority (CA) certifying the public key of another CA
certificate: See Public Key Certificate.

certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificateis
certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori

NOTE: Trustinthe public key in each CA-certificate can be based on trust in the previous CA-Certificate.

certificate name: unique identifier in aname field of a Certificate (e.g. in the X.509 " Subject” or " Subject Alternative
Name" attribute)

certificate verification: process necessary to trust an entity's Certificate
certification authority [i.6]: responsible for establishing and vouching for the authenticity of public keys

NOTE: Thisincludes binding public keys to distinguished names through signed certificates, managing certificate
serial numbers, and certificate revocation.

credential configuration: phase of a Security Association Establishment Framework in which the Credentials
necessary for the Security Association Establishment Framework are configured to the relevant entities and functions

Credential-1D type-ID: portion of a Credential-1D indicating the type of credential being identified
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CSE-ID certificate: certificate with a certificate chain to aroot of trust and containing a CSE-ID in the subjectAltName
extension

NOTE: A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.

device certificate: certificate with a certificate chain to aroot of trust and containing at least one globally unique
hardware instance identifier in the subjectAltName extension

NOTE: A device certificate can be used to verify that an entity is executing on the identified hardware instance.
digital signature[i.7]: information is signed by appending to it an enciphered summary of the information

NOTE: Thesummary is produced by means of a one-way hash function, while the enciphering is carried out
using the private key of the signer.

enrolee: AE or CSE that requires remote provisioning of a symmetric key to be shared with an enrolment target

enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful
mutual authentication

NOTE: A symmetric key to be shared by the Enrolee and an Enrolment Target may be derived (at the Enrolee and
M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function
subsequently securely delivers the symmetric key to the Enrolment Target.

enrolment key generation: phase of remote security provisioning Framework in which the Enrolee and M2M
Enrolment function establish an Enrolment Key and Enrolment’K ey identifier

enrolment phase: step in the lifecycle of an M2M equipment.where it becomesprovisioned for operation with a
specific M2M Service Provider

enrolment target: M2M Authentication Function, CSE, or AE with-.whom an Enrolee wishes to establish a symmetric
key (master credential or pre-provisioned secure connection Key)using-remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of aCSE:(or-AE respectively)
FQDN certificate: certificate with a'certificate chain.ta.aroet of'trust and containing an FQDN

generic bootstrap ar chitecture: set of 3GPP and:3GRP2 specifications providing security features and a mechanism to
bootstrap authentication and key agreement for.@pplication security from the 3GPP and 3GPP2 underlying network
authentication mechanisms

message integrity code: tag computedfrom a message and a symmetric key, and attached to a message

NOTE 1: The purpose of a messages integrity code isto facilitate, without the use of any additional mechanisms,
assurances regarding both the source of a message and its integrity.

NOTE 2: A Message Integrity Code is sometimes called a"Message Authentication Code" - "Message Integrity
Code" has been used since the abbreviation of "Message Authentication Code” (MAC) might be
misunderstood to refer to "Media Access Control”. The definition is based on text from [i.6] (p323).

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in
order to secure the communication between those two entities

NOTE: ThisM2M Secure Connection Key results from a successful M2M Security Association Establishment
procedure.

M AF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform
mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for
mutual authentication between that entity and other entities

master credentials: credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. Thisis doneto
secure access to the infrastructure of an M2M Service Provider

NOTE: The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those
credentials).
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Online Certificate Status Protocol: protocol for requesting a report on the status of one or more X.509 certificates
(IETF RFC 6960 [35])

operational phase: period in the lifecycle of an M2M equipment where it is actually used for providing M2M services
policy decision point [i.5]: system entity that eval uates applicable policy and renders an authorization decision

policy enforcement point [i.5]: system entity that performs access control, by making decision requests and enforcing
authorization decisions

policy infor mation point [i.5]: system entity that acts as a source of attribute values
policy retrieval point: system entity that retrieves applicable policy or policy set

pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or
CSEs) to be used for mutual authentication of those entitiesin Security Association Establishment

pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key

pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment
Function

pre-provisioned symmetric enrolee key identifier: Identifier for aPre-Provisioned Symmetric Enrolee Key

private signing key: secret key that can generate signatures that ¢an be verified using‘a corresponding Public
Verification Key

public key certificate: electronic document that uses a-digital signature to hind apublic key with an identity

NOTE: [i.6] A public-key certificate is a data'structure consisting:of adata part and a signature part. The data part
contains cleartext data including,.asa minimum, a;public [verification] key and a string identifying the
part (subject entity) to be associated therewith, Fhe.signature part consists of the digital signature of a
certification authority over the'data;part, thereby.-binding the subject entity'sidentity to the specified
public key.

public key certificate flavour: name describing the usage 0f a public key certificate within the scope of oneM2M

public key infrastructure: set of hardware, software;\people, policies, and procedures needed to create, manage,
distribute, use, store, and revoke Public Key Ceftificates

NOTE: For more details, see[i.6].

public verification key: credential that can verify digital signatures generated by a corresponding Private Signing Key,
but which cannot be used to generate digital signatures

raw public key certificate: certificate comprising only the SubjectPublicKeylnfo structure of an X.509 certificate that
carries the parameters necessary to describe the public key [37]

relative enrolment key identifier: part of the enrolment key identifier that is unique within the context of a M2M
Enrolment Function

security association establishment: sequential processing of credential configuration, association configuration and
association security handshake between two entities

NOTE: Credentia configuration and/or association configuration can not be performed if those steps have aready
been executed before.

security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework: Security Framework for Remote security provisioning: a mechanism for remotely
provisioning a Master Credential and Master Credential Identifier to a Enrolee and an M2M Authentication Function

secure environment: alogical entity that protects Sensitive Data and Sensitive Functions from tampering, unauthorized
monitoring or execution and that provides access to these Sensitive Data and Sensitive Functions to authorized
oneM2M entities

security framework: set of procedures providing Security Association Establishment or Remote security provisioning
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