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1 Scope 
The present document provides an overview of the relevant misbehaviour detection mechanisms suitable for C-ITS and 
provides comments on performance and applicability of different misbehaviour detection mechanisms. The present 
document provides also hints on potential minimum requirements for the security architecture and misbehaviour 
detection distribution mechanisms, i.e. misbehaviour reporting. 

2 References 

2.1 Normative references 
Normative references are not applicable in the present document. 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ETSI TS 101 539-1: "Intelligent Transport Systems (ITS); V2X Applications; Part 1: Road Hazard 
Signalling (RHS) application requirements specification". 

[i.2] ETSI TS 101 539-2: "Intelligent Transport Systems (ITS); V2X Applications; Part 2: Intersection 
Collision Risk Warning (ICRW) application requirements specification". 

[i.3] ETSI TS 101 539-3: "Intelligent Transport Systems (ITS); V2X Applications; Part 3: Longitudinal 
Collision Risk Warning (LCRW) application requirements specification". 

[i.4] ETSI TS 102 637-1: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set 
of Applications; Part 1: Functional Requirements". 

[i.5] ETSI EN 302 637-2: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set 
of Applications; Part 2: Specification of Cooperative Awareness Basic Service". 

[i.6] ETSI TS 102 894-2: "Intelligent Transport Systems (ITS); Users and applications requirements; 
Part 2: Applications and facilities layer common data dictionary". 

[i.7] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; ITS communications security 
architecture and security management". 

[i.8] ETSI TS 103 096-2: "Intelligent Transport Systems (ITS); Testing; Conformance test 
specifications for ITS Security; Part 2: Test Suite Structure and Test Purposes (TSS & TP)". 

[i.9] ETSI TS 103 097: "Intelligent Transport Systems (ITS); Security; Security header and certificate 
formats". 

[i.10] ETSI TR 103 562: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of 
Applications; Analysis of the Collective Perception Service (CPS); Release 2". 

[i.11] ETSI TR 102 893: "Intelligent Transport Systems (ITS); Security; Threat, Vulnerability and Risk 
Analysis (TVRA)". 

[i.12] Recommendation ITU-T X.696 (08/2014): "Information Technology-Specification of Octet 
Encoding Rules (OER)". 
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3 Definition of terms, symbols and abbreviations 

3.1 Terms 
For the purposes of the present document, the following terms apply: 

ego vehicle: vehicle embedding the ITS-S being considered 

reported ITS station: ITS station that is subject to creation of an MR 

reporting ITS station: ITS station sending an MR 

3.2 Symbols 
Void. 

3.3 Abbreviations 
For the purposes of the present document, the abbreviations given in ETSI TS 102 940 [i.7] and the following apply: 

AoA Angle of Arrival 
ART Acceptance Range Threshold 
AT Authorization Ticket 
CAM Co-operative Awareness Message 
C-ITS Cooperative Intelligent Transport System 
CCMS Cooperative-ITS Credential Management System 
CoE Certainty of Event 
CP Collective Perception 
CPM Collective Perception Message 
CRL Certificate Revocation List 
DENM Decentralized Environment Notification Message 
DTSA Detection Technique against a Sybil Attack 
eART enhanced Acceptance Range Threshold 
EWMA Exponentially Weighted Moving Average 
ID IDentity 
ITS Intelligent Transport System 
ITS-S ITS Station 
K-NN K-Nearest Neighbours 
LEAVE Local Eviction of Attackers by Voting Evaluators 
LSTM Long Short-Term Memory 
MA Misbehaviour Authority 
MB MisBehaviour 
MBR MisBehaviour Reporting 
MD MisBehaviour Detection 
MDM Minimum Distance Moved 
MLP Multi-Layer Perceptron 
MPP Map-Proofed Position 
MR Misbehaviour Report 
OBU On-Board Unit 

iTeh
 STANDARD PREVIE

W

(st
an

dard
s.it

eh
.ai

)

Full s
tan

dar
d:

http
s:/

/st
an

dar
ds.it

eh
.ai

/ca
tal

og
/st

an
dar

ds/s
ist

/76
a7

d11
7-c

6f0
-

42
50

-bbdb-ef
38

a5
dea

96
e/e

tsi
-tr

-10
3-4

60
-v2

.1.
1-2

02
0-1

0



 

ETSI 

ETSI TR 103 460 V2.1.1 (2020-10) 10Release 2 

PKI Public Key Infrastructure 
PRP Permanent Revocation Protocol 
P2DAP Privacy-Preserving Detection of Abuses of Pseudonyms 
RSSI Received Signal Strength Indicator 
RSU Road Side Unit 
SAW Sudden Appearance Warning 
SLEP Suicide-based Local Eviction Protocol 
SVM Support Vector Machine 
T-VNets Trust architecture for Vehicular Networks 
VEBAS Vehicle Behaviour Analysis and Evaluation Scheme 
VeReMi Vehicular Reference Misbehavior Dataset 

4 Background 

4.1 General 
The main purpose of a "Public Key Infrastructure" (PKI) in a C-ITS trust system, also referred to as "Cooperative-ITS 
Credential Management System" (CCMS), is to provide a certificate management system that supports secure 
distribution, use and revocation of certificates to ITS stations (ITS-Ss). Revocation of trust credentials may be needed, 
under different situations, e.g. for the following reasons: 

• The CCMS detects a malicious ITS station and decides to evict it from the network. 

• During the ITS-S life-cycle management, the certificates issued to an ITS station will be revoked at the "ITS-S 
end of life", e.g. the ITS station is decommissioned or the ITS station failed and thus is replaced by a spare 
part. 

Misbehaviour detection and reporting is a main issue in a CCMS and has not been specified in details in the first 
pre-deployment phases due to the following reasons: 

• Algorithms for misbehaviour detection applicable in an ad-hoc network (i.e. local detection on vehicles and 
roadside stations) as well as in a PKI are not sufficiently defined and seem to be not trivial. Denigration of 
benign ITS stations cannot be circumvented (risk of false positive). 

• Misbehaviour detection requires a network connection to the PKI backend server. It cannot be assumed that a 
constant communication link is always available. As there are no real-time requirements on the transmission of 
"Misbehaviour Reports" (MRs), ITS stations may buffer information on detected misbehaviours or suspicious 
messages, and submit them to the PKI server, i.e. to a misbehaviour evaluation entity also called 
"Misbehaviour Authority" (MA), when there is a communication link available.  

Nevertheless, misbehaviour detection and reporting should be considered from the start of the design of ITS stations. 

Also, reactions on reception of an MR taken by the MA can combine various solutions including revocation 
mechanisms, such as: 

• Passive revocation (or revocation by expiry): deactivation of the long-term certificate which is also called 
Enrolment Certificate; subsequently new pseudonym requests are no more allowed. 

• Active revocation: creation of a "Certificate Revocation List" (CRL) entry and active distribution of the CRL 
in the applicable ad-hoc network. 

The detection of misbehaviour can be implemented in an ITS station operating on the ad-hoc network as a local feature, 
using e.g.: 

• some checks for information correctness on the received (safety) messages; and  

• optionally the vehicle sensors' information.  
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Abnormal behaviour of a faulty or malicious ITS station may also be detected via other types of communication (rather 
than localized communications, i.e. in an ad-hoc network), e.g. involving networked communications such as Internet, 
and web services/remote services/applications in a central ITS station. The misbehaviour may also be detected by a 
CCMS entity if it receives abnormal solicitations from an ITS station. 

For flexibility reasons and to enable continuous improvements, without disturbing already deployed ITS stations, 
detection algorithms should be updateable. 

As local detection only provides limited information in time and space, this may be insufficient to identify an attack or 
an attacker in a reliable manner, and global detection that relies on the back-end systems/backbone infrastructure, i.e. 
the MA, can be needed.  

The MA will be needed in the PKI design from an early stage on. 

Misbehaviour detection raises privacy issues: 

• when sending an MR, the privacy of the reporter and the reported ITS station should be preserved; 

• the MA needs means to either link pseudonym certificates with their real long-term certificate, or use another 
mechanism for both investigation and revocation purposes. 

The management and distribution of revocation information is out of scope of the present document. 

4.2 European C-ITS trust system and revocation of trust 
In the C-ITS Platform phase 1 report [i.15], the objectives of the revocation of trust have been defined as mechanisms to 
protect the core security services of authentication-authorization. Revocation of trust applies on a system model where: 

• nodes are provisioned with security credentials such that access to security material is restricted to a set of 
authorized parties (e.g. private key used for signing); 

• a node carries out operations where the correct use of security credentials indicates that it holds certain 
permissions; 

• a node operates in a hostile environment where it may at some point stop functioning correctly. 

If there are trusted parties that used a node's credentials to trust the node, and if the node meets some conditions for 
incorrect functioning, those parties are instructed not to trust interactions that are authenticated with these credentials, 
i.e. not to trust the node. This is known as revocation. 

The C-ITS Platform Report [i.15] provides a policy framework for revocation of trust based on three steps: 

1) What is to be revoked? 

2) How is a revocation decision done? 

3) What types of mechanisms are used to communicate information about the node revocation to other parties in 
the trusted domain (countermeasures)? 

With respect to step 3) above (countermeasures), the C-ITS Platform Report [i.15] identifies the following potential 
solutions: 

• Active deactivation: via a management/administrative function of the ITS station or application, preventing it 
from sending messages. 

• Active revocation: inform all C-ITS parties that the node is to be considered revoked. Also inform all the CAs 
that the node cannot get new certificates. 

• Passive revocation or revocation by expiry: do not directly inform the C-ITS parties that the node is to be 
considered revoked, but inform all the CAs that the node cannot get new certificates (waiting for 
unauthorized/malicious node credentials to expire). 
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