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Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Commiittee Intelligent Transport Systems
(IT9).

Modal verbs terminology

In the present document "shall", "shall\not"”, "should", “should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ET Sl-deliverables except when used in direct citation.

Introduction

Security policies require that data structures such as messages used in Intelligent Transport Systems are secured when
stored or transferred. For interoperability reasons, a common format for secure data structures featuring security headers
and public key certificates needs to be provided.

The present document provides these definitions as a profile of the base standard |EEE Std 1609.2™ -2016 and its
amendment |EEE 1609.2a™-2017 [1]. A profile makes use of the definitionsin the base standard and defines the use of
particular subsets or options available in the base standard. Thisimplies that the present document is to be read and
interpreted together with that base standard.

The present document contains material from IEEE Std 1609.2-2016 [1] and its amendment(s), reprinted with
permission from |EEE, and Copyright © 2016.
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1 Scope

The present document specifies the secure data structure including header and certificate formats for Intelligent
Transport Systems.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] |EEE Std 1609.2™-2016: "|EEE Standard.for Wireless Accessin Vehicular Environments --
Security Services for Applications andiManagement Messages', as amended by |EEE
Std 1609.2a™-2017: " Standard for Wireless Access |V ehicular Environments -- Security
Services for Applications and Management Messages Amendment 1",

2] ETSI TS 102 965: "Intelligent Transport Systems (ITS); Application Object Identifier (ITS-AID);
Registration”.
[3] Recommendation | TU-T X.696 (08/2014):"Information Technology-Specification of Octet

Encoding Rules (OER)".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; I TS communications security
architecture and security management”.
[i.2] ETSI TS 102 941: "Intelligent Transport Systems (ITS); Security; Trust and Privacy
Management".
3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
AA Authorization Authority
ASN.1 Abstract Syntax Notation One
AT Authorization Ticket
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CA Certification Authority
CAM Cooperative Awareness Message
COER Canonical Octet Encoding Rules
CRL Certificate Revocation List
CTL Certificate Trust List
DENM Decentralized Environmental Notification Message
EA Enrolment Authority
ECDSA Elliptic Curve Digital Signature Algorithm
ECIES Elliptic Curve Integrated Encryption Scheme
ITS Intelligent Transport Systems
ITSAID ITS Application 1D
ITSS Intelligent Transport Systems Station
SSP Service Specific Permissions
TLM Trust List Manager
4 Basic format elements

Data structures in the present document are defined using Abstract Syntax Notation 1 (ASN.1) and shall be encoded
using the Canonical Octet Encoding Rules (COER) as defined in Recommendation ITU-T X.696 [3]. Thisincludes
some data structures in the present document for which a " canonical encoding” is used as defined in IEEE

Std 1609.2 [1].

Clause 5 and 6 specify and describe the data structures with reference to IEEE Std'1609.2 [1]. The corresponding
ASN.1 moduleis defined in annex A.

The validity of a certificate shall be assessed as defined.in TEEE"Std 1609.2 [ 1]-clause 5.1, using the Hash | D-based
revocation method for EA and AA certificates, and norevegation method for authorization tickets and enrol ment
credentials.

NOTE 1: The CRL for EA and AA certificatesisdefined inrET.SI TS 102 941[i.2].

NOTE 2: Therulesfor verification.of:.the Root CA ‘certificate against the CTL are defined in ETSI
TS 102 941[i.2].

The validity of signed data shall be assessed as definediin IEEE Std 1609.2 [1] clause 5.2.

5 Specification:of'secure data structure

5.1 EtsiTs103097Data

A secure data structure shall be of type Et si Ts103097Dat a as defined in annex A, which correspondsto a
| eee1609Dot 2Dat a asdefined in |IEEE Std 1609.2 [1] clause 6.3.2, with the constraints defined in this clause, in
clause 5.2 and in clause 5.3.

Thetypel eeel609Dot 2Dat a shall support the following options in the component content:
e  Theoptionunsecur edDat a shall be used to encapsulate an unsecured data structure.

e Theoptionsi gnedDat a, corresponding to the type Si gnedDat a asdefined in IEEE Std 1609.2 [1]
clause 6.3.4, shall be used to transfer a data structure with a signature.

e  Theoptionencr ypt edDat a, corresponding to the type Encr ypt edDat a asdefined in IEEE
Std 1609.2 [1] clause 6.3.30, shall be used to transfer an encrypted data structure.

The following corresponding profiles of the type Et si Ts103097Dat a are defined in annex A:

e  Theparameterized type Et si Ts103097Dat a- Si gned using the leeel609Dot2Data option si gnedDat a
containing the data structure in the component tbdData.payl oad.data.
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e  The parameterized type Et si Ts103097Dat a- Si gnedExt er nal Payl oad using the
| eeel1609Dot 2Dat a option si gnedDat a containing the digest of the data structure in the component
t bdDat a. payl oad. ext Dat aHash.

e  The parameterized type Et si Ts103097Dat a- Encr ypt ed, usingthel eee1609Dot 2Dat a option
encr ypt edDat a containing the encrypted data structure in the component
ci phertext.aesl28ccm ccnCi phert ext.

e  The parameterized type Et si Ts103097Dat a- Si gnedAndEncr ypt ed, using the
| eee1609Dot 2Dat a option Encr ypt edDat a, containing an encrypted Et si Ts103097Dat a-
Si gned.

5.2 SignedData

Thetype Si gnedDat a shall have the following constraints:

The component hashl d of Si gnedDat a shall indicate the hash algorithm to be used to generate the hash of the
message according to |EEE Std 1609.2 [1] clauses 6.3.5 and 5.3.3.

The component t bsDat a of Si gnedDat a shall be of type ToBeSi gnedDat a asdefined in IEEE Std 1609.2 [1]
clause 6.3.6. The type ToBeSi gnhedDat a shall have the component payl oad of type Si gnedDat aPayl oad as
defined in IEEE Std 1609.2 [1] clause 6.3.7, containing either:

e thecomponent dat a, containing the payload to be signed asan | eee1609Dot 2Dat a, or

e  thecomponent ext Dat aHash, containing the hash of’data that is not-explicitly transported within the
structure.

Thetype ToBeSi gnedDat a shall have the component header linf-0 of type Header | nf o asdefined in IEEE
Std 1609.2 [1] clause 6.3.9, and constrained to have:the following security headers:

. The component psi d containingthe ITS-AID’ corresponding to the contained message.
. The component gener at i onTi nme asdefined.in IEEE Std 1609.2 [1], always present.

e  Thecomponent expi r yTi e, asdefined’in IEEE Std 1609.2 [1], present or absent according to the
specification of message profilesin-<clause 7.

e  Thecomponent gener ati onLocat i on, asdefined in IEEE Std 1609.2 [1], present or absent according to
the specification of message profilesin clause 7.

e  Thecomponent p2pcdLear ni ngRequest aways absent.
e  Thecomponent i ssi ngCrlldentifier awaysabsent.

. The component encr ypt i onKey, asdefined in IEEE Std 1609.2 [1], present or absent according to the
specification of message profilesin clause 7.

. The component i nl i neP2pcdRequest , asdefined in IEEE Std 1609.2 [1], present or absent according to
the specification of message profilesin clause 7.

e  Thecomponentr equest edCerti fi cat e, asdefined in IEEE Std 1609.2 [1], present or absent according
to the specification of message profilesin clause 7.

The component si gner of Si gnedDat a shall be of type Si gner | dent i fi er asdefined in IEEE Std 1609.2 [1]
clause 6.3.24, and constrained to one of the following choices:

. di gest , containing the digest of the signing certificate as defined in IEEE Std 1609.2 [1] clause 6.3.26.

. certificat e, constrained to only oneentry inthe SequenceX Certi fi cat e list of type
TS103097Cer ti fi cat e, containing the signing certificate as defined in clause 6 of the present document.
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The component si gnat ur e of Si gnedDat a shall be of type Si gnat ur e asdefined in IEEE Std 1609.2 [1]
clause 6.3.28 and shall contain the ECDSA signature as defined in |EEE Std 1609.2 [1] clauses 6.3.29, 6.3.29a and
5.3.1.

5.3 EncryptedData
Thetype Encr ypt edDat a shall have the following constraints:

The component r eci pi ent s of Encr ypt edDat a shall be of type SequenceX™ Reci pi ent | nf 0 asdefined in
IEEE Std 1609.2 [1] clause 6.3.31. Every entry shall be either of option pskReci pl nf o asdefined in IEEE

Std 1609.2 [1] clause 6.3.32, of option cer t Reci pl nf o, or of option si gnedDat aReci pl nf 0, asdefined in
|EEE Std 1609.2 [1] clause 6.3.34.

The encryption scheme used shall be ECIES as defined in IEEE Std 1609.2 [1] clause 5.3.5. The component

ci phertext of Encrypt edDat a shall be of type Synmret ri cCi phert ext asdefined in IEEE Std 1609.2 [1]
clause 6.3.37 and contain aEt si Ts103097Dat a encrypted according to IEEE Std 1609.2 [1] clauses 6.3.38 and
5.3.8.

6 Specification of certificate format

A certificate contained in a secure data structure shall be of type Et*si Ts103097Certi fi cat e asdefinedin
annex A, which correspondsto asingle Expl i ci t Certi fi.cat'e asdefined indEEE Std 1609.2 [1] clause 6.4.6,
with the constraints defined in this clause.

The component t 0BeSi gned of thetype Et si Ts103097Cer ti f i cat e-shall be of type
ToBeSi gnedCerti fi cat e asdefined in IEEE Std 1609.2 [1]. clause 6:4.8 and constrained as follows:

e Thecomponenti d of typeCerti f i ¢at eld constrainedto choice type nane or none.
e  Thecomponent cr acal d set to ©00000'H.

. The component cr | Seri es setto OD.

. The component val i di t yPer i od with no further constraints.

. The component r egi on of type-Geogr aphi cRegi on asdefined in IEEE Std 1609.2 [1], present or absent
according to the specification.of certificate profilesin clause 7.

. The component assur ancelLevel of type Subj ect Assur ance, asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

e  Thecomponent appPer m ssi ons of type SequenceOf Psi dSsp asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

e  Thecomponent cert | ssuePerm ssi ons of type Sequence Psi dG oupPer ni ssi ons, asdefined
in |EEE Std 1609.2 [1], present or absent according to the specification of certificate profilesin clause 7.

3 At least one of the componentsappPer m ssi ons andcert | ssuePer ni ssi ons shall be present.
. The component cer t Request Per m ssi ons absent.
3 The component canRequest Rol | over absent.

3 The component encr ypt i onKey of type Publ i cEncr ypt i onKey asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

3 The component ver i f yKeyl ndi cat or of typeVeri fi cati onKeyl ndi cat or asdefined in IEEE
Std 1609.2 [1], present and constrained to the choice verificationK ey.
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The component si gnat ur e of Et si Ts103097Certi fi cat e shal be of type Si ghat ur e asdefined in IEEE
Std 1609.2 [1] clause 6.3.28 and shall contain the signature, calculated by the signer identified in the issuer component,
as defined in IEEE Std 1609.2 [1] clauses 6.3.29, 6.3.29aand 5.3.1.

7 Security profiles

7.1 Profiles for messages

7.1.1 Security profile for CAMs

The secure data structure containing Cooperative Awareness Messages (CAMS) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the CAM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined in clause 5.2 and this clause:

. The component si gher of Si gnedDat a shall be constrained as follows:
- As default, the choice di gest shall be included.

- Thechoicecerti fi cat e shall beincluded once, one second after the last inclusion of the choice
certificate.

- If the ITS-Sreceives a CAM signed by a previously unknown ATy it shall include the choice
certificateimmediately inits next CAM; instead of including'the choice di gest . Inthis case, the
timer for the next inclusion of the choicecer ti.f'i cat e shall be restarted.

- If an ITS-Sreceivesa CAM that includesat bsdat asheader | nf o component of type
i nl i neP2pcdRequest , thenthe ITS-S shall evaluate the list of certificate digestsincluded in that
component: If the ITS-S finds acertificate digest ofthe currently used authorization ticket in that list, it
shall include athe choice cer t i\fi cate’immediately in its next CAM, instead of including the choice
di gest.

e  Thecomponentt bsdat a.header | nf a>0f,Si gnedDat a shall be further constrained as follows:
- psi d: this component shall encodethe ITS-AID value for CAMsasassigned in ETSI TS 102 965 [2].

- The component i nl i neRP2pcdRequest shall beincluded and shall contain the digests of certificates
currently unknown to the I TS-Station in the following cases:

L] if the ITS-Sreceived a CAM with the component si gner of Si gnedDat a set to the choice
di gest, and thisdigest points to an unknown authorization ticket;

" if the ITS-S received a message with the component si gner of Si gnedDat a set to the choice
certificate, andthiscertificateissigned by an unknown authorization authority certificate,
i.e. includes the component i ssuer referencing an unknown certificate.

- request edCertificate:If anITS-Sreceivesa CAM with the component
t bsdat a.header | nf o including athe component i nl i neP2pcdRequest , then the ITS-S shall
evauate the list of digestsincluded in that component: If the ITS-S finds adigest of avalid certification
authority certificate, it shall include the component r equest edCerti f i cat e containing the
requested certificate immediately inits next CAM:

" unless before the generation of the next CAM, the ITS-S received another CAM including the
component r equest edCer ti fi cat e containing the requested certification authority
certificate: in this case the request shall be discarded;

" unless the component si gner of Si gnedDat a isof choicecerti fi cat e according tothe
rules defined above: in this case the request shall be kept pending and the certificate shall be
inserted in the next possible CAM, according to the same conditions.
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- All other components of the component t bsdat a.header | nf o allowed to be present according to
clause 5 shall not be used and be absent.

7.1.2 Security profile for DENMs

The secure data structure containing Decentralized Environmental Notification Messages (DENMs) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the DENM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined clause 5.2 and in this clause:

. The component si gher of Si gnedDat a shall be of choicecerti fi cate.
. The component t bsdat a.header | nf o of SignedData shall be further constrained as follows:
- gener ati onLocat i on: shal be present.
- psi d: this component shall encode the ITS-AID vaue for DENMsas assigned in ETSI TS 102 965 [2].
e All other components of the component t bsdat a.header | nf o alowed to present according to clause 5
shall not be used and be absent.
7.1.3  Generic security profile for other signed messages
The secure data structure containing signed messages other than CAM and DENM shal| be of type:

o Et si Ts103097Dat a- Si gned asdefined in cladse 5.1 and annex.A; containing the message as the
ToBeSi gnedDat aCont ent , or of type;

. Et si Ts103097Dat a- Si gnedExt er nal-Pay} oad as defined clause 5.1 and in annex A, containing the
message digest;

with the additional constraints defined in clause 5.2;

7.1.4 Security profile for encrypted messages

The secure data structure containing encrypted messages shall be of type Et si Ts103097Dat a- Encr ypt ed as
defined in clause 5.1 and annex A, containing the message asthe ToBeEncr ypt edDat aCont ent, withthe
additional constraints defined in clause 5.3,

7.1.5  Security profile for signed and encrypted messages

The secure data structure containing signed and then encrypted messages shall be of type Et si Ts103097Dat a-
Si gnedAndEncr ypt ed asdefined in clause 5.1 and annex A, containing the message as the

ToBesi gnedAndEncr ypt edDat aCont ent . This correspondsto aEt si Ts103097Dat a of type

Et si Ts103097Dat a- Encr ypt ed, containing a EtsiTs103097Data of type Et si Ts103097Dat a- Si gned,
containing the message asthe ToBeSi gnedDat aCont ent .

7.2 Profiles for certificates

7.2.1 Authorization tickets

This clause defines additional aspects of authorization tickets as defined in ETSI TS 102 940 [i.1]. Authorization tickets
shall be of type Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

The component i ssuer shall be of choice sha256AndDi gest or sha384AndDi gest asdefined in IEEE
Std 1609.2 [1] clause 6.4.7.

Thet oBeSi gned component appPer mi ssi ons shall be used to indicate message signing permissions,
i.e. permissionsto sign aEt si Ts103097Dat a.
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