ETSI TS 103 221-2 vi.1.1 @o19-03)

TECHNICAL SPECIFICATION

< o
& o

&
Lawful Interception @i@
Part 2: Internal Nemqad( Intgﬁace X2/X3 for
Lawful Wesgtemmn

%&Y" *‘Sb éo\ g


7��D��p�&�}�)g�g�b����R4Pٯ�S�g߼ fޑm�i,����A���QSE��	V<�7�/���/��!�v����	O��P�%�&�D�g��	�F��I&{^��Z�6x��'���cRS,

2 ETSI TS 103 221-2 V1.1.1 (2019-03)

Reference
DTS/LI-00104-2

Keywords
interface, lawful interception

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax;+33 4936547 16

Siret N° 348 623 56200017 - NAF 742 C
Association a but nofilucratif'enregistrée aila
Sous-Préfecture de'Grasse’(06) N° 7803/88

Important notice

The:present document.can.be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in:electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not-be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents'betiwveen such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made-publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2019.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are trademarks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
oneM2M™ |ogo is a trademark of ETSI registered for the benefit of its Members and
of the oneM2M Partners.
GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

ETSI


E����UP�q�JBҬ��dh�oִY�C����x��@��H��Q��\�R��D���k�"SsG���_����T͖���6������b���(ڀ�*�#ңyUE�1���h��f�	w�Ɠ3���|�n�U

3 ETSI TS 103 221-2 V1.1.1 (2019-03)

Contents

Intellectual Property RIGNES.... ..ottt b e b e s 6
0 (<1170 (o R 6
MoOdal VErDS TEMINOIOGY .......ccveieeiieceeie sttt sttt e e s re s be e b e sbeeaeesbesreentesaeenseseesneenseseeeseensesseas 6
1 o0 0L S 7
2 RS L= 110U 7
2.1 INOTMBLIVE FEFEIEINCES ... vviee et e ettt e ettt e e et e e e et et e e eeaaeessaaeeesseabeeesassaesssbssessssbesssansesessssnesssabenesssensssansneas 7
2.2 INFOIMIBLIVE FEFEIEICES. ... .eeee ettt e ettt e e et e e e et e e s eaae e e s et eeesesaesssbseesssabeeesaseesssassneessabeeesssensssansneas 8
3 Definition of terms, symbols and abbreviations...........cccooeceieieece e e 8
3.1 L 10 8
3.2 Y 1210 8
3.3 F N ool (=Y = (0] oSO SP ORI 8
4 INtroduction and rEfErENCE MOUEL..........cooiiiiiiiee e e st e e e s s e e e s s eab e e e s s sabeeessbeneessanes 9
4.1 REFEIENCE MOTEL ... ..ottt et e e e et e e st e e e e eab e e e s eaaeessbaeesssabeeesesesessssaesssabenesanseesssaneneas 9
4.2 AASSUIMIPEIONS ...ttt ettt ettt b et eb et b e e e e bt h e e eh 8 e e ek 8 £ e e b e 8 e s eb £ 8 e b eh e bt e e bt e bt s es e b et es e b e b enerns 9
421 F N TN (= LU TSRO 9
4.2.2 IMPlemMeNntatioN/TEATZALTON .........c.eiviieieieeee e Rttt sttt b e et bbb 10
4.2.3 Deployment iNFrastrUCIUNE .......c.oiveeeirieeiereeee et Bttt ettt 10
424 REQUIALONY @SSUMPLIONS......ciueeiieeiieeie e sieesteeaiirnsseneeesaeesaesseeseessneaiote pass S sseesseenseensessenssenssenssensenssesnsssnsesnes 11
4.3 Other standardsinthe X1, X2, X3 SEIES ....ccuue it it ceeeereeesseesfins e eresesseesesesessessssessssessssssessseesssessssessnnes 11
5 Message CONteNtS aNd PArAIMELEN'S .........oouBukleiaiihenressenseres e farhe e ssessesseseessessessese s eseseesessesnesrensennens 11
51 (@< AV =Y v O S LT 11
52 PDU HEAAEN FTEIAS......eeeieeieeee e e 5 e e £0a L sttt et e s e e st e e e s e ae e e s s eabeeesebeeeesnes 12
521 AV A= £ o] TR S e L o RO TTR 12
522 PDU TYPE ..ttt et s ih ey ottt n e e e e 12
523 HEAOEN LENGN .. e e e ettt et b et e b bbbt 12
524 PAYI0BA LENGLN ..o ettt e Bttt ettt b et b e et b e et b e b et bese e st e b e st et b e b et b b 12
525 s Y0z o I o 0 g 13
5.2.6 s Y L0T= o I 1= (o] o 13
5.2.7 D1 L g OO 13
5.2.8 (0ol = = 17] o 1 1 e o SRS USUSRRTROt 13
5.3 Conditional attrTDULE FIEIOS. .. i s i et e b e s bt e e st e e saae e saee e sateesaseesateesnreesars 13
531 GENETEl SITUCLUIE.......eeeei ettt e e ettt e e et e e eae e e s s asaeesseateeeseasseessbeeeseasbesssassaeessabanessasteeessnssessssbenasan 13
532 ETSI TS 102 232-1 DEfINEA AITIDULE........coiieeee ettt ettt e e s s et e e e e e saa e s esseeesssbeeeseanes 14
53.3 3GPP TS 33.128 DEfINEU ATITIOULE .......eeiieeeeeeeteie ettt et e et e e et e e s s e e s s esa e e s s eaeeessaneessereeeseas 14
534 ETSI TS 133 108 DEfINEO ALLIDULE ........eeeeeeeeie ettt ettt e e et e e s s ae e e s s st e e s seanessasenesssbenasannes 14
535 Proprietary ALIDULE ..o bbb bbb 14
5.3.6 DOMEIN 1D (DID) coovoveeeeceeeeeeeseeeee s essesse s ses s ses s es s s s s s sesses e s sses s s ss s saes s sennsans 14
537 T Yo QW Vo e T (N 0 15
5.3.8 INterception POINt ID (IPID) ...c..eiiiee ettt ee sttt te e s e st e s te e aeenteeneessaeste e seeseeseeneesneennns 15
5.3.9 S0 (1 0ot N1 o] o= 15
5.3.10 I E 1= =1 TSP 15
5311 SOUICE IPVA GOUIESS......oc ettt ettt ettt e st s e e st e e s e beeeaseesabeesaseesabeesaseesabeeeabeeebesenseessseeenseeesns 15
5.3.12 (DTS (gt L0 g LV =0 (o (== SRRSO 15
5.3.13 SOUICE PG GUAMNESS.......eeieiiteie ettt e ettt e e e e s e e s e ate e s saaaseessabeeesesseessassaeessbasessasbesessnenessssbenasan 15
53.14 DEStINALION [PV GOAIESS ...ttt et e e ettt e s et e e s st e e e s eaataessesaseesssbeeesessenessssseeessnseeessanes 15
5.3.15 01U [0 =] o] 16
5.3.16 DESHINALION POIT ...ttt ettt e e ettt e e s bt e s e ate e e s aaaseessabeeeseseeesssasessssbeeesasensssssenessabenessnes 16
5.3.17 [ 0] (0 oo SRR 16
5.3.18 V= o 1= o I =T 1= o U= P 16
5.3.19 (@1 0Tc g =T 1= B o )= 16
54 Y 0o 16
54.1 OVEIVIBW ...t ctee sttt eete et ete e et e et e e beebesaeesaeesheesbeeateeaseeaeeebe et e eabeenbesasesaeesbeesaeenbeeateeaseebeesbeesbeesbeenresnresans 16
5.4.2 ETSI TS 102 232-1 Defined Payl0ad ..........c.cccoviiiiiiiiieciese ettt sttt sae st sne st nenaennens 17
5.4.3 3GPP TS 33.128 DEfiNed Payl0all..........ccveieiieie ittt sttt st ss e te st snestesneenaeneneas 17

ETSI


�#UI<�ޖ�<���>�xr�;�o[�9���{#��;�P�܀P���1����wg��pD�\����8���o]�3�"���u_��������D�FH�`�n�qz��&���X�~�>��D ��{��4���

4 ETSI TS 103 221-2 V1.1.1 (2019-03)

544 ETSI TS 133 108 DEfiNed PaylOad........cc.ceeeieriieieiie ettt see s e e seeseeseesnessesneeneeneens 17
545 Proprietary PaylOa0l....... ..ot b et b et e 17
5.4.6 TPV PACKEL ...ttt ettt ettt et e e et e st e et e et e s aeesaeesaeesaeebeenteeateeasesbeesbeesbaesbeenseennesnnesans 18
54.7 IPUB PACKEL ...ttt ettt ettt e et e st e et e et e s e e s aeesaeesae e beenseeateeaeesbeesbeesbaesteenseennesnnenans 18
54.8 Ethernet Frame PaCKEL .........cc.oii ettt ettt a e e e eeseesbesaeeseeneeneeneens 18
549 RTP PECKEL .....ccviiteietesiesiete ettt sttt st ettt ettt s b et be st e e e b s Ee e e be st et et e seeneebeneenesbesbenenbensenees 18
5.4.10 SIP IVIESSA0E. ..ttt ettt ettt et st et et s bt et e be st et e s b e st ekt st et ek e sbe st e b e e b e ne e bt e Ee et eRe st et ebenRe e ebenbe e etenteneerens 18
54.11 DHCP MESSAOE. ... eeteiteneetesieietesteeetesteseeteste e s teste e eteste e e beste st esesbe st e besee st e besbe st ebesbe e ebesseseebeseeneebesbeneebenbenens 18
5.4.12 RADIUS PACKEL.......cueiteieieiieieie sttt sttt sttt st sttt b et st e e b s be e e be s be e e be st e neebesee e sbesbe e ebesbenens 18
5.4.13 GTP-U IMESSAOE. .....ceeteueeterteietesieseeteste st ste st et stesee b s tese et e sbe e ebe st e st ebesbe st ebeabeseebeebeseebe st eneebesbeneebesbeseesentesenrens 18
54.14 IMISRP IMIESSAJIE. ... cuteeteertee sttt ettt sttt ste e be e bt e s bt eateeaeesheesbeesbeeaeeeaeeeaeeeaeeebe e beembeaabesbeeabeesbeenbeenseenseenneenes 18
6 LI 00 19
6.1 SUMMIBIY <.ttt r et e e e Rt s et R e he e s e e e e e R e Rt AR e e R £ e ee e e s e e e R e e Rt eR e eE e e bt e ee e e e s e s e e sn e reneeean e e ennes 19
6.2 TLS TranNSPONt PrOfilE ...ttt ettt b e et b e et b e se et b e e et ebeseeeene s 19
6.2.1 (CT= 0T - OSSP PSPRPSTN 19
6.2.2 01RO SO PRURTURURPRTIN 19
6.2.3 AULNENTICELION. ...ttt b bbbt e e e e s e e bt s bt e bt e b e e st eb e e e e e e b e ebeebesneene e e ennees 19
6.24 Keepalive mechanism for reliability .........occveieiieiiee e 19
Annex A (normative): REQUITEMENTS ...ttt 20
A.1l X2 Protocol & ArChiteCtUre rEQUITEIMENTS.........coivririertirtertesreseesseee et sb e b e s e e e ese e s e 20
A.ll BaSiC FUNCLIONAITTY ...tttk 4p bbbt bbb et b et eb e n et 20
A.l2 L LSl o= SRS 20
A.1l3 (TS 115 o) = S SO SRR 20
A.l4 LIGNEWEIGNE ...t dd TG 1400 Tt ettt b et b bt nb e n s 20
A.1l5 DEIAY .ot e g e ade g N et b e h bbb et bt e b 20
A.16 Permanent and Dynamic CONNECLIONS....... &k ki o e et bbb 20
A.l7 LS o L e S S ST 20
A.18 ErTOr detECTION......ceieeieeeeeeeee et B Te e st ettt e ettt eb et e b et e bbb s b e e e e 20
A.19 (RS0 L1070 F=1 0 0y N O S 20
ALLTLO  COITEIBION. ...ttty e G ¥e e e gy 800« 5@ L4l Fe e eese e tesaeebeeseeseeneeae e b e eaeebe b e aaeeb e e st enee s e asenbesbeebeennennennen 21
A.L11  Mediation iNt0 HIZ/HIB..... 6 e Attt bttt ne st e e sbe e neene 21
A2 X2 SECUNLY FEQUITEIMENTS. ... coiiiieieiesieee i85 et eeesteeseeseesseeseseeeneessesseesesseensessesneessesseensensesseensensessennes 21
A.21 Authentication and AULNOIIZELION ... o s ettt e s te e ene e e e e es 21
A.2.2 ACCOUNTING AN AUTIT ...t a5 s B ettt ettt e e bt bt e bt et b e e et b b e bt b e e en e e e e ens 21
A.2.3 INEEGITEY PrOLECHION. ...ttt h i1 ettt ettt b ettt e st b e e a e bt e et b e e h bt b bt e e st bt e bt e e e eb e e ens 21
A24 Confidentiality PrOECIION ...t il i e e s st se et e e st e sae et e st e e steenteeneesaeesseeseenteenteeneeeneesneesneas 21
A.25 LS o] K= A (0= o 1 o SR 21
A.2.6 StANABIONE INEEITACE ... bbbt s et b bt eh e bt bt ehe e e e s e besbe e b e s st ene e e ennas 21
A.27 MiNIMUM SECUILY LEVEL.......eoieei ettt et et e et e e atesaeeste e te e teensesneesnnesseesneanseensenns 21
A.2.8 UNderlying INfraStrUCIUINE TEUSE.....ccueeiiieee e ceeesteeste et e s te e s e sre s te et et e s e sraesraesteesteentesneesneessnessnanseensenns 21
A.29 Firewall and NAT TraNSVEISA ......c.eeiiieeeie ittt se e bbbt bt be et et e e e s e besbesbe e e ennennens 22
A.210 Certificate and K&y ManaQBMENT.........couuriririeiriiieiesieeeie sttt b bbbt b et sb e s b sne e 22
A.3 X3 Protocol & ArChiteCtUre rEQUITEIMENTS........coviirerrireriesteseeseesee e essesse e sseseeseestesee e e s e ssesseseenseneens 22
A31 BaSiC FUNCLIONAITTY ...tttk b bbbt b et b bt nb e e e 22
A.3.2 L 1T o] = ST 22
A.33 =015 o] = ST PS 22
A34 [T 10T o | | ST 22
A.35 [ ST 22
A.3.6 Permanent and DYNamMiC CONNECLIONS..........cccuviuriiereeieeseesteesteeseessesseesseesteesteesesseseessessseessessessseesseensesnsenns 22
A.37 LS o ST PS 22
A.38 [ o g 1= = 1o o SRS 22
A.3.9 REJUNGBINCY ...ttt b et b e bbb s e £ s bt bt b e ee e bt bt s e st bt e e e bt e e eb e e e ens 23
e 20 0 T @1 = = {0 o OSSR 23
A311  Mediaion INTO HIZIHIB.... ..ottt ettt s aesbesae et et e st enseneeseesbesneeseeneenseneans 23
A4 X3 SECUNLY FEOUITEIMENTS. ... .ccviitieiesieeeeste et et st et e te et e ste st e e testeeaeesbesreesesaeensestesaeessesreensesesreensensesrnenes 23
A4l AUtheNtiCation & AULNOMTZBIION .....c..eiuiiieeie ettt b et b e bbb ene e e e e 23
A4.2 oot TH 11T N T [ USSR 23
A43 10 o TV )= o) o 23

ETSI


��~�סiX������+�������
q��O�m�R�a���Wb�=��N�:��T�oFC���b�>WC5铙�݄{�Vi�\��A�T�0D��@�~�1�dw	gZ���m�5����,81C����

5 ETSI TS 103 221-2 V1.1.1 (2019-03)

A4A4 Confidentiality PrOIECHION .......cci ittt et b et b et eb b 23
A.45 REDIGY PIOLECIION ...ttt bbb bbb bbb e st b bt eb e e 23
A.46 StANAIONE INEEITACE ... ettt e st et et saeeae s st eae e e e s e s eeseeeeeeneeneeeeneas 23
A.4T MINIMUM SECUNTY LEVEL ..ot bbb et b et nb e b 24
A48 UNAErTYing INfraStrUCTUIE TIUSL.......c.oitiiriirtiietirt ettt bbbttt 24
A.49 Firewall and NAT TraNSVEISA ......c.eeiiieiie ittt sttt st b bbbt et et e e e e e besbeebe e e ennennens 24
A.4.10 Certificate and K&y ManagemMENL........c.ccverieeiieeieiieieesee st esesseeseesseesteesteesteessessaesseesseesseensessessnesssessseessennsenns 24
Annex B (informative): [Hlustrative deployment SCENAIiOS.........ccvveviieerecieeie et 25
= 300 R 111 0o (1 (oo OSSPSR 25
B.2  Simple deplOoymMENnt SCENAIIO .......ccoiiiiiiiieiteiee ettt b e n e sr s 25
B.3 Individua X3 POISWith shared X2 POL .........ccciiiiiieinisinese et 25
B.4  SEParaled INtEITACES........eccieie et st st e b e e e s reeae et e sreeae e teereenreareens 26
Annex C (informative): ChangE HISIONY ..ot s eae s 27
[ 1S 0] Y PSSP 28

ETSI


V�4�/���
�|���Ia�Ū��"_kvi�
ӫ���/�?��!1���d8TQ���ݓ�4!�!ˎ<���ŭ8�/as��-(p��bs���b��%�G������ӧB�f�+R��<C���-
<e�����

6 ETSI TS 103 221-2 V1.1.1 (2019-03)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

The present document is part 2 of a multi-part deliverable. Full details:of the entire series can be found in part 1 [1].

Modal verbs terminolegy

In the present document “shall”, "shall not", "should':*"should not", "may"”, "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2°0f the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines an electronic interface for the transmission of intercepted information as part of Lawful
Interception. Thisinterface is used from points of interception to L1 mediation functions.

Typical reference modelsfor LI define an interface between law enforcement agencies (LEAS) and communication
service providers (CSPs), called the handover interface. They aso define an internal network interface within the CSP
domain between administration/mediation functions for lawful interception and network internal functions, which
facilitates the interception of communication. Thisinterna network interface typically consists of three sub-interfaces;
administration (called X 1), transmission of intercept related information (X2) and transmission of content of
communication (X3). The present document specifies a protocol for delivering X2 and X3.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected-focation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause’'were'valid at the'time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for;the application of the present document.

[1] ETSI TS 103 221-1: "awful ‘tnterception {LF); Part 1: Internal Network Interface X1 for Lawful
Interception”.

[2] ETSI TS 102 232-1. "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1;:Handover specification for IP delivery”.

[3] |EEE Std 1003.1™-2017:"{EEE Standard for Information Technology - Portable Operating
System Interface (PQSIX®)".

[4] IETF RFC 791: "Internet Protocol”.

[5] IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".

[6] |EEE 802.3™: "|EEE Standard for Ethernet”.

[7] IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications’.

[8] IETF RFC 3261: "SIP: Session Initiation Protocol”.

[9] IETF RFC 2131: "Dynamic Host Configuration Protocol”.

[10] IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[171] ETSI TS 129 281: "Universal Maobile Telecommunications System (UMTS); LTE; General Packet
Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U) (3GPP TS 29.281)".

[12] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[13] IETF RFC 7525: "Recommendations for Secure Use of Transport Layer Security (TLS) and

Datagram Transport Layer Security (DTLS)".

[14] IETF RFC 6125; "Representation and Verification of Domain-Based Application Service | dentity
within Internet Public Key Infrastructure Using X.509 (PK1X) Certificates in the Context of
Transport Layer Security (TLS)".
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[15] ETSI TS 133 108: "Universal Mobile Telecommunications System (UMTS); LTE; Digital cellular
telecommunications system (Phase 2+) (GSM); 3G security; Handover interface for Lawful
Interception (LI) (3GPP TS 33.108)".

[16] IETF RFC 1123: "Requirements for Internet Hosts - Application and Support".
[17] IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".
[18] ETSI TS 102 232-5: "Lawful Interception (LI); Handover Interface and Service-Specific Details

(SSD) for IP delivery; Part 5: Service-specific details for |P Multimedia Services'.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] OWASP TLS Cheat Sheet.

NOTE: Available at https://www.owasp.org/index.php/Transport Layer .Protection Cheat Sheet.

[i.2] 3GPP TS 33.128: "3rd GenerationPartnership Project; Technical Specification Group Services
and System Aspects; Security; Protocol and proceduresfor Lawful Interception (L1); Stage 3".

3 Definition of terms; symbols and abbreviations

3.1 Terms

For the purposes of the present document, theterms given in ETSI TS 103 221-1 [1] apply.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TS 103 221-1 [1] and the following apply:

3GPP 34 Generation Partnership Project
CcC Content of Communication

CSsP Communications Service Provider
DHCP Dynamic Host Configuration Protocol
DID Domain IDentifier

GTP GPRS Tunnelling Protocol

GTP-U GPRS Tunnelling Protocol - User
GW GateWay

IP Internet Protocol

IPID Interception Point | Dentifier

IRI Intercept Related Information

LI Lawful Interception

MF Mediation Function

NAT Network Address Trandlation

ETSI
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NF Network Function
NFID Network Function | Dentifier
OWASP Open Web Application Security Protocol
PDU Protocol Data Unit
POI Point Of Interception
RADIUS Remote Access Dial In User Service
RTP Realtime Transport Protocol
SDO Standards Development Organization
SIP Session Initiation Protocol
TC Technical Committee
TCP Transmission Control Protocol
TLS Transport Layer Security
TLV Tag - Length - Value
UDP User Datagram Protocol
uTC Coordinated Universal Time
UuID Unique Universal |Dentifier
XID X-1 IDentifier
4 Introduction and reference model

4.1 Reference model

The X2/X3 interface is based on communication between:
a) ThePoint Of Interception (POI), which performs interception.

b) TheMediation Function (MF), which performsithe necessary translation, correlation and mediation for onward
handover over material to LEAs viathe HI2 and HI3inteffaces.

The X2/X 3 reference model is shown in figure L.

X2 >

POI MF
X3 >

Figure 1: Reference Model

The POI producesinternal interception product as part of its normal operation. Thisinternal interception product may
consist of copies of network traffic that contain material related to Intercepted Related Information (IRI) or Content of
Communication (CC), as defined in ETSI TS 102 232-1 [2]. Material related to IRI istransported viaan X2 interface,
while material related to CC is transported viaan X3 interface.

Any given POl may have one or both interfaces, as specified by the relevant L1 architecture. Implementation and
deployment scenarios may be more complex. An illustrative list of deployment scenariosis considered in annex B.

4.2 Assumptions

421 Architecture

The present document makes minimal assumptions about the LI architecture in which the X2/X3 interfaces are
deployed. The X2/X3 interface isintended to be sufficiently flexible to be used as part of LI architectures defined
elsewhere and assumes that the POl and MF are deployed following an LI architecture defined separately (e.g. by
another SDO, industry body or local regulation).

As such, the present document makes no assumptions about the specific functional requirements on the POI with
respect to e.g. buffering, de-duplication, filtering. It is expected that these requirements will be supplied by a
combination of the relevant L1 architecture and local regulation.
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4.2.2 Implementation/realization

The present document assumes that implementations of an LI architecture which utilize X1, X2 and X3 can be
described by the following high-level model.

Implementation

i Control { [ B VG
NF i Function ! ) POl booeoe——> X3

Figure 2: Assumed Implementation‘Model

The model consists of the following entities:
e AnImplementation: Thisis a concrete realizationof ene.or more NFs as deployed by an implementer.
e A NF: A function as defined by the relevant network ‘and/or L1 architecture (e.g. aP-GW in 3GPP LTE).

e  Control Function: The sub-function of theNFEWwhich accepts L1 tasking messages. This may be supplied over a
standardized interface (e.g. X1 as defined by ETSI TS 103 221-1 [1]). However, it is assumed that tasking may
also be passed between NFs using other.unspecified interfaces.

o POI (Point of Interception): The'sub-function of the NF which performs interception and emits data. An NF
may contain multiple POIs; in'this case it is assumed that the NF implementation will be responsible for
multiplexing the output of these POIsinto asingle X2 or X3 output stream.

The present document does not consider the means by which tasking information is communicated from a NF's internal
control function to the POI sub-functions but provides the NF implementation a means by which to identify on which
NF and POI each piece of data originated.

The present document assumes that the NF may be required to deliver high volumes of traffic (e.g. a broadband
connection), and may be implemented on a platform with tight resources and/or performance constraints (e.g. a packet
gateway), and as such X2/X3 isrequired to minimize, as far asis practical, the amount of processing and additional
bandwidth consumed (see clause A.1.4).

4.2.3 Deployment infrastructure

The present document assumes that the transport infrastructure between POI/NF and MF is untrusted (see clause A.2.8)
but assumes that the platform on which the POI, NF and MF are realized is appropriately secured. It does not make any
specific assumptions about whether either the platform or transport infrastructure are virtualized.

The present document does not assume that clocks on different POIs are synchronized. It assumes that while X3 event
timestamps may be required by local regulations and can be added to aid describing chronologies of events (e.g. in
court), timestamps will not in general permit re-ordering or re-synchronization of packets which have been intercepted
at different NFs.
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