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Intellectual Property Rights 

Essential patents 

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CYBER). 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 
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1 Scope 
The present document specifies trust models, functions and protocols using attribute based encryption as a foundation of 
an attribute based access control scheme. It covers both the Ciphertext-Policy (CP-ABE) and Key-Policy (KP-ABE) 
variants of Attribute-Based Encryption. 

The specifications address the following aspects: 

• Identification of an ABE scheme covering both the Ciphertext-Policy and Key-Policy variants 

• Definition of interactions between the data sources, the service providers and the authority releasing attributes 
and key material 

• Mechanisms for keys, policies, and attributes distribution 

• Mechanisms for secret key expiration and revocation 

• Definition of semantics for a basic set of attributes to ensure interoperability 

• Mapping to a standard Public Key Infrastructure X.509 

• Mapping to a standard assertion protocol (SAML) 

• Definition of a policy schema for data access control 

• Identification of limitations compared to traditional ABAC features  

• Translation rules to XACML 

• Definition of new protocol bindings when existing bindings do not cover the deployment scenario (e.g. a 
CoAP binding for the IoT case) 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
https://docbox.etsi.org/Reference. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] Bureau international des poids et mesures, "Le Système international d'unités (SI) / The 
International System of Units (SI)". 

[2] National Institute of Standards and Technology: NIST SP 800-56B Revision 1 "Recommendation 
for Pair-Wise Key-Establishment Schemes Using Integer Factorization Cryptography". 

[3] Federal Information Processing Standards Publication (FIPS) 197: "Advanced Encryption 
Standard". 

[4] IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings". 

[5] OASIS: "Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) 
V2.0". 
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[6] OASIS: "Bindings for the OASIS Security Assertion Markup Language (SAML) V2.0". 

[7] OASIS: "XACML v3.0 Core and Hierarchical Role Based Access Control (RBAC) Profile 
Version 1.0". 

[8] W3C: "XML Schema Part 2: Datatypes". 

Available at: https://www.w3.org/TR/xmlschema-2/. 

[9] OASIS: "eXtensible Access Control Markup Language (XACML) Version 3.0". 

[10] ANSI INCITS 4-1986[R2012]: "Information Systems - Coded Character Sets - 7-Bit American 
National Standard Code for Information Interchange (7-Bit ASCII)". 

[11] ISO/IEC 8601:2004: "Data elements and interchange formats - Information interchange - 
Representation of dates and times". 

[12] W3C: "XML Encryption Syntax and Processing Version 1.1". 

Available at: https://www.w3.org/TR/xmlenc-core1/. 

[13] IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF". 

[14] ANSI/IEEE 754TM-1985: "IEEE Standard for Binary Floating-Point Arithmetic". 

[15] IETF RFC 7252: "The Constrained Application Protocol (CoAP)". 

[16] IETF RFC 7959: "Block-Wise Transfer in CoAP". 

2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] ISO/IEC 29100:2011: "Information technology - Security techniques - Privacy framework". 

[i.2] National Institute of Standards and Technology NIST SP 800-122: "Guide to Protecting the 
Confidentiality of Personally Identifiable Information (PII)". 

[i.3] ETSI TS 103 458: "CYBER; Application of Attribute-Based Encryption (ABE) for data protection 
on smart devices, cloud and mobile services". 

[i.4] ISO/IEC 18031:2011: "Information technology - Security techniques - Random bit generation". 

[i.5] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation 
List (CRL) Profile". 

[i.6] J. Bethencourt, A. Sahai, B. Waters: "Ciphertext-policy attribute-based encryption". Proceedings 
of the 2007 IEEE Symposium on Security and Privacy, SP'07, pages 321-334. Washington, DC, 
USA, 2007. IEEE Computer Society. 

[i.7] ETSI TR 187 010: "Telecommunications and Internet converged Services and Protocols for 
Advanced Networking (TISPAN); NGN Security; Report on issues related to security in identity 
imanagement and their resolution in the NGN". 

[i.8] ISO/IEC 17789:2014: "Information technology - Cloud computing - Reference architecture". 

[i.9] ISO/IEC 19944:2017 "Information technology - Cloud computing - Cloud services and devices: 
Data flow, data categories and data use". 
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[i.10] ISO/IEC 17788: "Information technology - Cloud computing - Overview and vocabulary". 

[i.11] Herranz, J., Laguillaumie, F., & Ràfols, C. (2010). Constant Size Ciphertexts in Threshold 
Attribute-Based Encryption. Public Key Cryptography, (p. 19-34). 

[i.12] N. Attrapadung, H. Imai: "Attribute-Based Encryption Supporting Direct/Indirect Revocation 
Modes". Proceedings of the 12th IMA International Conference on Cryptography and Coding. 
Pages 278 - 300. Cirencester, UK - December 15 - 17, 2009. Springer-Verlag. 

[i.13] Ostrovsky, R., Sahai, A., & Waters, B. (2007). Attribute-based encryption with non-monotonic 
access structures. ACM Conference on Computer and Communications Security, (p. 195-203). 

[i.14] Attrapadung, N., Libert, B., & de Panafieu, E. (2011). Expressive Key-Policy Attribute-Based 
Encryption with Constant-Size Ciphertexts. Public Key Cryptography, (p. 90-108). 

[i.15] Lewko, A. B., Sahai, A., & Waters, B. (2010). Revocation Systems with Very Small Private Keys. 
IEEE Symposium on Security and Privacy, (p. 273-285). 

[i.16] ETSI TS 118 112: "oneM2M; Base Ontology (oneM2M TS-0012 version 2.0.0 Release 2)". 

[i.17] ISO/IEC 18033-1:2015: "Information technology - Security techniques - Encryption algorithms - 
Part 1: General". 

[i.18] ISO/IEC 18033-5:2015: "Information technology - Security techniques - Encryption algorithms - 
Part 5: Identity based ciphers". 

[i.19] ISO/IEC 24760-1:2011: "Information technology - Security techniques - A framework for identity 
management - Part 1: Terminology and concepts". 

[i.20] Yannis Rouselakis, Brent Waters: "Efficient Statically-Secure Large-Universe Multi-Authority 
Attribute-Based Encryption". Financial Cryptography 2015: 315-332. 

[i.21] IETF RFC 4119: "A Presence-based GEOPRIV Location Object Format". 

[i.22] IETF RFC 2253: "Lightweight Directory Access Protocol (v3): UTF-8 String Representation of 
Distinguished Names". 

[i.23] IETF RFC 2821: "Simple Mail Transfer Protocol". 

[i.24] IETF RFC 2732: "Format for Literal IPv6 Addresses in URL's". 

[i.25] IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax". 

[i.26] W3C: "XML Path Language (XPath)". 

Available at: https://www.w3.org/TR/xpath/. 

[i.27] IETF RFC 3261: "SIP: Session Initiation Protocol". 

[i.28] ISO/IEC 15946-1: 'Information technology - Security techniques - Cryptographic techniques based 
on elliptic curves - Part 1: General'. 

[i.29] IETF RFC 822: 'Standard for the Format of ARPA Internet Text Messages'. 

[i.30] Recommendation ITU-T X.520: 'Information technology - Open Systems Interconnection - The 
Directory: Selected attribute types'. 
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3 Definitions and abbreviations 

3.1 Definitions 
For the purposes of the present document, the following terms and definitions apply: 

ABE authority: ABE entity that stores the master secret key and gives out secret keys 

ABKEM universe: set of attributes in which the number of attributes can be a linear (small-universe) or exponential 
(large-universe) function of the system's security strength 

ABKEM universe regeneration: procedure by which an entirely new ABKEM universe is generated, with 
redistribution of new public key, new master secret key, and new secret keys 

app: "software application", typically running on a user's device platform 

assertion: statement made by an authority about a property of an entity, typically for - but not restricted to - access 
control decisions 

asymmetric encryption system: encryption system based on asymmetric cryptographic techniques whose public 
transformation is used for encryption and whose private transformation is used for decryption, see ISO/IEC 18033-1 
[i.17] 

attack: algorithm that performs computations and makes queries to the encryption algorithm for the encryption and/or 
for the decryption of adaptively chosen texts under a single secret key, with the purpose of recovering either the 
unknown plaintext for a given ciphertext, which may be adaptively chosen but for which a decryption query is not 
issued, or a secret key, see ISO/IEC 18033-1 [i.17] 

attack cost: ratio of the average complexity of the attack algorithm measured in terms of the number of calls to the 
encryption algorithm made by the attack to the probability of success of the attack, see ISO/IEC 18033-1 [i.17] 

attribute: characteristic or property of an entity that can be used to describe its state, appearance, or other aspects, see 
ISO/IEC 24760-1 [i.19] 

Attribute-Based Encryption (ABE) system: asymmetric encryption system which is either a CP-ABE system, a KP-
ABE system or a combination of both 

attribute universe: set of attributes 

cloud platform provider: cloud service provider providing identity management services and interfaces (e.g. API, 
marketplace, etc.) for third party applications using the platform services 

cloud platform user: cloud service user consuming one or more platform services 

cloud service customer: individual or organization consuming one or more cloud services provided by a cloud service 
provider 

cloud service partner: individual or organization providing support to the provisioning of cloud services by the cloud 
service provider, or to the consumption of cloud service by the cloud service customer 

cloud service provider: individual or organization providing cloud services to one or more cloud service customers 

cloud service user: individual consuming one or more cloud services using a particular device 

ciphertext: data which has been transformed to hide its information content, see ISO/IEC 18033-1 [i.17] 

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) system: asymmetric encryption system where secret keys 
are derived from a set of attributes and ciphertexts are derived from a policy on attributes 

data consumer: natural or legal person, public authority, agency or any other body accessing data for a given purpose 

data controller: natural or legal person, public authority, agency or any other body which alone or jointly with others 
determines the purposes and means of the processing of personal data 
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