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Intellectual Property Rights 

Essential patents  

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information 
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found 
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in 
respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web 
server (https://ipr.etsi.org/). 

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee 
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web 
server) which are, or may be, or may become, essential to the present document. 

Trademarks 

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. 
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no 
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does 
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks. 

Foreword 
This Technical Specification (TS) has been produced by ETSI Technical Committee Network Technologies (NTECH). 

The present document is part 2 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.70]. 

Modal verbs terminology 
In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and 
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of 
provisions). 

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation. 

Introduction 
As discussed in ETSI White Paper No.16 [3], the industry consensus is that in the digital services ecosystem, networks 
evolve to so-called "smart networks of the future", which are characterized by the need to be operated based on 
principles of dynamically adaptive Automated and Autonomic Management and Control (AMC) of networks and 
services (a.k.a autonomics). AMC replaces the increasingly complex and error-prone manual and static management 
and optimization of networks and services. Networks become smart, intelligent and self-managing or self-driving in 
some of their operations and behaviours, thanks to the AMC (autonomics) paradigm. The present document presents the 
Generic Autonomic Networking Architecture (GANA) Reference Model for Autonomic Networking, Cognitive 
Networking and Self-Management for Networks and Services - a model for implementing the AMC paradigm. GANA 
defines so-called Autonomic Functions (AFs) as autonomous and autonomic decision-making elements (DEs) for 
network management and control that can be instrumented at four basic complementary abstraction levels for self-
management within network nodes or elements/functions and in the outer management and control realm. The main 
goal of the GANA reference model is prescribing design and operational principles for Decision Elements (DEs) as the 
drivers for cognitive, self-managing and self-adaptive network behaviours that enable to achieve OPEX reduction and 
other benefits "Artificial Intelligence/Cognition in AMC (autonomics)" bring to Network Operators and End User 
Customers, and to Enterprise Networks as well, such as: 

• Dynamic and Analytics-Driven Service Fulfilment and Closed-Loop (Autonomic) Service Assurance. 

• Predictive, Proactive and Advanced Customer Experience. 
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Autonomics algorithms in the scope of GANA are meant to be implemented by the so-called GANA Decision-making-
Elements (DEs) that can be designed to operate at four basic complementary hierarchical levels for self-management 
behaviours within network nodes and in the outer management and control realm. Autonomics algorithms include 
Cognitive algorithms for Artificial Intelligence (AI)-such as Machine Learning (ML), Deep Learning (DL), 
Computational Intelligence, and other algorithms that can be employed in DEs' closed-loop operations. 

NOTE: The ETSI White Paper No.16 [3] describes the two categories that determine the actors or players the 
GANA model is addressing, namely: Suppliers (vendors) of GANA Functional Blocks (FBs); and 
Provider of assets required by the developers of GANA Functional Blocks (FBs). 
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1 Scope 
The scope of the present document is to provide the definition of the Generic Autonomic Network Architecture 
(GANA) as an architectural reference model for autonomic networking, cognitive networking and self-management that 
addresses the requirements defined in ETSI TS 103 194 [1] - a compilation of example requirements which reflect real-
world problems that benefit from the application of automated management, autonomic management and self-
management principles for networks and services delivered by the network to applications. The objective of the present 
document is to describe the GANA reference model with its associated Functional Blocks (FBs) and their associated 
reference points that can be instantiated onto target currently existing, emerging or future reference network 
architectures (including their management and control architectures) to create autonomics-enabled reference network 
architectures and their associated management and control architectures. The present document builds on the ETSI 
GS AFI 002 [2] specification by extracting key concepts of the GANA model and adding additional aspects that were 
not covered in ETSI GS AFI 002 [2] and also providing pointers on where to find details on the integration of the 
GANA model with reference models for other emerging complementary networking paradigms other than autonomics, 
namely: 

• SON (Self-Organizing Networks). 

• SDN (Software-Defined Networking). 

• NFV (Network Functions Virtualisation). 

• E2E Orchestration. 

• Network Analytics. 

• Big-Data Analytics for Autonomic Management and Control (AMC) of networks and services; and 

• Closed-Loop Service Assurance. 

This means is recommended that the present document is used together with ETSI GS AFI 002 [2], which contains 
valuable complementary details. The other goal is to describe how the human network operator could govern end to end 
autonomic networks and their management and control architectures. 

2 References 

2.1 Normative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

Referenced documents which are not found to be publicly available in the expected location might be found at 
https://docbox.etsi.org/Reference/. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are necessary for the application of the present document. 

[1] ETSI TS 103 194: "Network Technologies (NTECH); Autonomic network engineering for the 
self-managing Future Internet (AFI); Scenarios, Use Cases and Requirements for 
Autonomic/Self-Managing Future Internet". 

[2] ETSI GS AFI 002: "Autonomic network engineering for the self-managing Future Internet (AFI); 
Generic Autonomic Network Architecture (An Architectural Reference Model for Autonomic 
Networking, Cognitive Networking and Self-Management)". 

[3] ETSI White Paper no. 16: "GANA - Generic Automatic Networking Architecture". 

NOTE: Available at http://www.etsi.org/images/files/ETSIWhitePapers/etsi_wp16_gana_Ed1_20161011.pdf. 
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2.2 Informative references 
References are either specific (identified by date of publication and/or edition number or version number) or 
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the 
referenced document (including any amendments) applies. 

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee 
their long term validity. 

The following referenced documents are not necessary for the application of the present document but they assist the 
user with regard to a particular subject area. 

[i.1] R. Chaparadza, S. Papavassiliou, T. Kastrinogiannis, M. Vigoureux , E. Dotaro, A. Davy, K. 
Quinn, M. Wodczak, A. Toth, A. Liakopoulos, M. Wilson: "Creating a viable Evolution Path 
towards Self-Managing Future Internet via a Standardizable Reference Model for Autonomic 
Network Engineering". Published in the book by the Future Internet Assembly (FIA) in Europe: 
Towards the future internet - A European research perspective. Amsterdam: IOS Press, 2009, 
pp. 136-147. 

[i.2] Ranganai Chaparadza, Tayeb Ben Meriem, John Strassner, Steven Wright, Joel Halpern: "Industry 
Harmonization for Unified Standards on Autonomic Management & Control of Networks and 
Services, SDN, NFV, E2E Orchestration, and Software-oriented enablers for 5G", Report from the 
Joint SDOs/Fora Workshop hosted by TMForum during TMForum Live 2015 Event Nice, France 
(June 4th, 2015). 

NOTE: Available at https://www.tmforumlive.org/wp-content/uploads/2015/06/Report-on-Joint-SDOs-Industry-
Harmonization-for-Unified-Standards-on-AMC_SDN_NFV_E2E-Orchestration_ver3.01.pdf. 

[i.3] ETSI TS 103 371: "Network Technologies (NTECH); Autonomic network engineering for the 
self-managing Future Internet (AFI); Proofs of Concept Framework". 

[i.4] ETSI TR 103 404: "Network Technologies (NTECH); Autonomic network engineering for the 
self-managing Future Internet (AFI); Autonomicity and Self-Management in the Backhaul and 
Core network parts of the 3GPP Architecture". 

[i.5] ETSI EG 203 341: "Core Network and Interoperability Testing (INT); Approaches for Testing 
Adaptive Networks". 

[i.6] ETSI TR 103 495: "Network Technologies (NTECH); Autonomic network engineering for the 
self-managing Future Internet (AFI); Autonomicity and Self-Management in Wireless 
Ad-hoc/Mesh Networks: Autonomicity-enabled Ad-hoc and Mesh Network Architectures". 

[i.7] ETSI NTECH AFI Proof of Concept (PoC): "5G Network Slices Autonomic Management & E2E 
Orchestration, with Closed-Loop (Autonomic) Service Assurance for the Slices: IoT use case"; 
Orange proposal PoC description V01 Tayeb Ben Meriem June 27th 2016. 

[i.8] Gilles Privat, Wenbin Li: "Unlocking IoT/WoT APIs with linked data & semantic referencing"; 
29th March 2016, Orange APIs Standardisation Seminar. 

[i.9] Appledore Research Group White Paper: "Closed Loop Automation and the new role of 
Assurance", 9/1/2016. 

[i.10] John C Strassner, Nazim Agoulmine, and Elyes Lehtihet. FOCALE: "A Novel Autonomic 
Networking Architecture"; In LAACS, Campo Grande, MS, Brazil, 2006. 

[i.11] Albert Greenberg, et al.: "A clean slate 4D approach to network control and management"; In 
ACM SIGCOMM Computer Communication Review Homepage archive Volume 35 Issue 5, 
October 2005, pages 41-54. 

[i.12] IBM White paper: "An architectural blueprint for autonomic computing"; June 2005. 
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[i.13] Autonomic Networking Integrated Model and Approach (anima). 

NOTE: Available at https://datatracker.ietf.org/wg/anima/charter/. 

[i.14] R. Chaparadza, et al.: "SDN Enablers in the ETSI AFI GANA Reference Model for Autonomic 
Management & Control (emerging standard), and Virtualisation Impact"; In the proceedings of the 
5th IEEE™ MENS Workshop at IEEE Globecom 2013, December, Atlanta, Georgia, USA. 

[i.15] R. Chaparadza, Tayeb Ben Meriem, Benoit Radier, Szymon Szott, Michal Wodczak, Arun 
Prakash, Jianguo Ding, Said Soulhi, Andrej Mihailovic: "Implementation Guide for the ETSI AFI 
GANA Model: a Standardized Reference Model for Autonomic Networking, Cognitive 
Networking and Self-Management"; In the proceedings of the 5th IEEE™ MENS Workshop at 
IEEE Globecom 2013, December, Atlanta, Georgia, USA. 

[i.16] GENI (Global Environment for Network Innovations) Initiative. 

NOTE: Available at http://www.geni.net/. 

[i.17] Hitesh Ballani and Paul Francis: "CONMan: A Step towards Network Manageability"; In 
SIGCOMM '07: Proceedings of the 2007 conference on Applications, technologies, architectures, 
and protocols for computer communications, pages 205-216, New York, NY, USA, 2007. ACM. 

[i.18] Ranganai Chaparadza; Michal Wodczak; Tayeb Ben Meriem; Paolo De Lutiis; Nikolay 
Tcholtchev; Laurent Ciavaglia: "Standardization of resilience & survivability, and autonomic 
fault-management, in evolving and future networks: An ongoing initiative recently launched in 
ETSI"; In proceedings of 2013 9th International Conference on the Design of Reliable 
Communication Networks (DRCN 2013); ISBN 9781479900497; 4-7 March 2013, Budapest, 
Hungary. 

[i.19] John C Strassner, Nazim Agoulmine, and Elyes Lehtihet: "FOCALE: A Novel Autonomic 
Networking Architecture"; In LAACS, Campo Grande, MS, Brazil, 2006. 

[i.20] David D. Clark, Craig Partridge, and J. Christopher Ramming: "A knowledge plane for the 
Internet"; In SIGCOMM, pages 3-10, 2003. 

[i.21] Michal Wodczak, Tayeb Ben Meriem, Benoit Radier, Ranganai Chaparadza, Kevin Quinn, Jesse 
Kielthy, Brian A. Lee, Laurent Ciavaglia, Kostas Tsagkaris, Szymon Szott, Anastasios 
Zafeiropoulos, Athanassios Liakopoulos, Apostolos Kousaridas, Maurice Duault: "Standardizing a 
reference model and autonomic network architectures for the self-managing future internet"; IEEE 
Network 25(6): 50-56 (2011). 

[i.22] Edited by Nazim Agoulmine: "Autonomic Network Management Principles: From Concepts to 
Applications"; Book published by Elsevier in 2011: ISBN 978-0-12-382190-4. 

[i.23] Nikolay Tcholtchev, Ranganai Chaparadza, and Arun Prakash: "Addressing Stability of Control-
Loops in the Context of the GANA Architecture: Synchronization of Actions and Policies"; In 
IWSOS "09: Proceedings of the 4th IFIP TC 6 International Workshop on Self-Organizing 
Systems, pages 262-268, Berlin, Heidelberg, 2009. Springer. 

[i.24] DTR/NTECH-AFI-0020-GANA-impact: "Network Technologies (NTECH); Autonomic network 
engineering for the self-managing Future Internet (AFI); Study of impact of selected emerging 
technologies on the AFI GANA model and on its instantiations". 

NOTE: Available at https://portal.etsi.org/webapp/WorkProgram/Report_WorkItem.asp?WKI_ID=42950. 

[i.25] IETF Draft: "IP based Generic Control Protocol (IGCP)". 

NOTE: Available at https://datatracker.ietf.org/doc/draft-chaparadza-intarea-igcp/. 

[i.26] draft-ietf-anima-grasp-08: "A Generic Autonomic Signaling Protocol (GRASP)". 

NOTE: Available at https://tools.ietf.org/html/draft-ietf-anima-grasp-08. 
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NOTE: Available at 
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