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1 Scope 
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3 Abbreviations 

For the purposes of the present document, the following abbreviations apply: 

AES-NI AES New Instructions 
AMD Advanced Micro Devices 
ARM Advanced RISC machine 
AVX Advanced Vector Extensions 
BKZ Block Korkine-Zolotarev algorithm 
DH Diffie-Hellman 
DTLS Datagram Transport Layer Security 
ECDH Elliptic Curve Diffie-Hellman 
GF Galois Field 
IKE Internet Key Exchange 
IoT Internet of Things 
KDF Key Derivation Function 
KEM Key Encapsulation Mechanism 
LWE Learning With Errors 
LWR Learning With Rounding 
NTT Number-Theoretic Transform 
QKD Quantum Key Distribution 
QSC Quantum-Safe Cryptography 
RSA Rivest-Shamir-Adleman protocol 
SIDH Supersingular Isogeny Diffie-Hellman 
SSH Secure Shell 
TLS Transport Layer Security 
VoIP Voice over Internet Protocol 
VPN Virtual Private Network 

4 Quantum-safe key exchanges 

4.1 Introduction 
Key establishment is a public-key cryptographic primitive which allows two parties to set up a shared secret key. In a 
key exchange, the shared secret key is securely derived from information contributed by both parties; for example, by 
exchanging public keys with each other. The standard examples of a key exchange are Diffie-Hellman (DH) and 
Elliptic Curve Diffie-Hellman (ECDH). In a key transport mechanism one party generates the secret key and securely 
shares it with the second party; for example, by sending it encrypted under the second party's public key. The standard 
example of a key transport mechanism is RSA encryption. 

DH, ECDH and RSA will all be made insecure by the development of large-scale fault-tolerant quantum computing. 
The present document discusses proposals in the academic literature for quantum-safe key exchange primitives that 
could be used directly to replace DH and ECDH. The present document also includes examples of key exchanges 
constructed from key transport mechanisms.  

NOTE 1: Quantum-safe key transport mechanisms that could be used to replace RSA will be considered in a 
separate document. 

NOTE 2:  The present document only considers algorithmic key exchange mechanisms. Other mechanisms, based 
on Quantum Key Distribution (QKD), are considered in ETSI QKD GS 002 [i.1]. 

Key exchanges can either use short-term ephemeral keys or long-term static keys.  

• In ephemeral key exchanges both parties generate new short-term public keys that are only used in a single 
exchange.  
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