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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Report (TR) has been produced by ETSIPUser Group (USER).

Modal verbs terminology

In the present document "should", "should not", "may";"need not", "will", "will not", "can" and "cannot" are to be
interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal forms for the expression of provisions).

"must" and "must not" are NOT allowed in ET:SI deliverables except when used in direct citation.

Introduction

The present document has been produced by the STF 543 experts.

The concept of the full Project isto define 5-dimension model called "ACIFQO" . The 5-dimension model is based on
5 sub-models defined as:

e  Architectura Model "Acifo": defines the global structure, including semantics and is optimized for the stated
objectives.

. Communication (Relational) Model aCifo: defines the exchange protocols, including HMIs (User) and APIs
(provider) exchange and management protocols over three planes:

- Management (Monitoring).

- Control.

- Usage.
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Information Model aclfo: defines the different Profiles (User, device, service). The information coversthe
whole ecosystem (equipment, network, applications, services, HMIs, User, etc.) from the offer to the
resource's availability for Users, Providers and any other partners. It is a knowledge data base representing the
whole ecosystem.

Functional Model aciFo: defines services and service composition. The functionalities (the process) to
compose any service based on "micro-service".

Organization Model acifO: defines the role of any actor and which actor is responsible of each action. ("Who
isdoing what?").

These five dimensions should be shared by the user and the supplier/provider. For the user, it should be possible to
define (or to choose) the level of autonomy and control for the personalized composition of services.

The four deliverables produced by STF 543 define the different dimensions:

ETSI TR 103 438 [i.1] focuses on the Architecture and the Organization:
It includes the use cases and the results of the survey.

ETSI EG 203 602 [i.2] focuses on the information and the functionalities:
It is dedicated to the user. It provides analysis and recommendations from the information and functionalities.

ETSI TR 103 603 [i.3] addresses al the dimensions to the supplier, in order to produce the APIs according to
the user expectations and whatever the number and types of additional suppliers.

ETSI TR 103 604 (the present document) focuses on the' communication and in particular on the HMIs.

For example, for Energy (production, distribution, consumption);.the supplierwill create an API for the user. The
information will be exchanged between the supplier andthe user but will not.be used only by the supplier: the user will
have access to all the information and will be able to.use thisinformation to optimize their energy consumption. This
data base is a source to provide new services and new applications (for the user and for the supplier). One major
challenge and constraint is to ensure that al the-private'data may be checked and monitored by the user (the contract
needs to define clearly these points). The data are not used only; by:the supplier, the user should have access to the data
and may refuse that the data be used or known <> an interaction*cursor” between the user and the supplier defines the
freedom (GDPR [i.4]).
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1 Scope

The present document describes the service provision to be addressed by designers and implementers of the digital
ecosystem to ensure that the means by which usersinteract with the digital ecosystem is consistent across device types,
and meet the preferences of the user. The present document addresses the role of the user accessing servicesin the
digital ecosystem with multiple formats of device.

For the purposes of the present document the digital ecosystem refers to those business sectors that interact with each
other, and their consumers, using digital means. The application of the recommendations made in the present document
encourage a unified approach across al elements of ecosystem that together impact the user experience (referred to as
Quality of Experience) and aim to ensure continuity of customer experience across the entire eco-system. Specifically
the present document identifies the elements of service interaction that should be made personal to the user.

2 References

2.1 Normative references

Normative references are not applicable in the present document.

2.2 Informative references

References are either specific (identified by date of publicati ofrand/or edition.number or version number) or
non-specific. For specific references, only the cited versioniapplies. For non-specific references, the latest version of the
referenced document (including any amendments).appliés.

NOTE: Whileany hyperlinksincluded.in this'clause‘'were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary-for-the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 103 438: "User,Group; User centric approach in digital ecosystem".

[i.2] ETSI EG 203 602: 'User Group; User Centric Approach: Guidance for users; Best practicesto
interact in the Digital Ecosystem”.

[i.3] ETSI TR 103 603: "User Group; User Centric Approach; Guidance for providers and
standardization makers'.

[i.4] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

[i.5] ETSI EN 301 549 (V2.1.2): "Accessihility requirements for ICT products and services'.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:

blockchain: digital record of transactions, in which individual records, called blocks, are cryptographically linked
together in singlelist
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chatbot: robot able to speak and imitate human behaviour, whether written or spoken
choreography: scenario where each service knows a subset dependencies

orchestration: scenario where al global dependencies between services are known by at least one service

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACIFO Architecture, Communication, Information, Functionality, Organization
AD Advertisment

Al Artificial Intelligence

AP Application Programming Interface
BPEL Business Process Execution Language
BREAD Browse, Read, Edit, Add, Delete
CRAP Create, Replicate, Append, Process
CRUD Create, Read, Update, Delete

DAVE Delete, Add, View, Edit

DDS Data Distribution Service

DNS-SD Domain Name System-based Service Discovery
GDPR General Data Protection Regulation
HMI Human Machine Interface

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure
ICT Information & CommunicationTechnology
loT Internet of Things

NSD Network Service.Discovery

QoE Quiality of Experience

QoS Quiality of Service

REST Representational State Transfer
SCRUD Search, Create, Read, Update, Delete
SMS Short Message System

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SQL Structured Query Language

SSO Single Sign On

STF Special Task Force

UG USER Group (ETSI Specia Comittee)
UXx User eXperience

VoWi-Fi Voice Over Wireless Fidelity

Wi-Fi Wireless Fidelity

WSCI Web Service Choreography Interface
WSDL Web Service Description Language
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4 User needs

4.1 Results of the survey

Theinitial survey isavailable as attachment to ETSI TR 103 438 [i.1] and the additional survey is available as
attachment to ETSI EG 203 602 [i.2].

Initial survey has questioned user maturity, behaviour and expectations. In 2018 it appears that more than half of the
panel struggle to configure their smartphones or internet boxes. This means that alot of users do not know the potential
settings and the way to change them. This reduces significantly the capacity for usersto interact with equipment,
applications or services. Even if the users are not willing to increase these interactions, it appears needed to reduce the
complexity of settings and to offer asimplified set of actions.

Respectively 70 % and 79 % of users are able to configure Bluetooth and Wi-Fi on a smartphone and less than half of
users know how to configure cellular networks when they are abroad. However, even if the configurations of Bluetooth
and Wi-Fi may be done by most of the users, the combinations of different questions of the survey indicate that existing
of future services (e.g.: VoWi-Fi) may be difficult to be used.

A lot of potentia servicesin smart cities, at home, or during travels will be available for the users. However, the survey
indicates that less than 40 % of respondents are able to easily set up these equipments and almost 30 % do not know. It
also appears that, for the time being, alot of users answers "do not care" to the question "would you have connected
sensorg/things in your house?' Thisis particularly true for Voice assistant, but on theether hand, half of respondents

have or wish to have "light control (smart energy)", "heating control (smart energy)” and "Access control and video
monitoring".

It also appearsthat only 16 % of users change the parameters.of.personal smartphone several times a month and 34 %
change less than once a year. Personal on-line accounts-are little consulted beth on fix and mobile subscription. It is
assumed that users prefer to call the hot line insteadyof acCessingithe personal account page when a problem occurs.
However, as most users have a package, the possibilitysto access gptians or customized servicesis very limited.

The survey indicates that 85 % of users are using'security:softwares on their personal computers and only 38 % on their
mobile. This does not mean that they de.not wish security; bubit is assumed that they are confident in the tools provided
by the vendors when they buy a personal computer and.do-not have perceived that a smartphone may also need security
softwares as for personal computers. Similar disparity appears for AD blockers.

For other potential tools (device optimization, qualify measurement, back up services), there are no differences between
personal computers or smartphones, and the percentage of used toolsis lower than for security.

Customer expectations about the missing Setting today on a smartphone and what they would like in the future was
collected by an open question in 4 categories:

. Control: Ability to manage the device or the subscription i.e. connection priority, control of applicationsin
the background, battery life, etc.

. Privacy: Need of transparency and privacy mastery i.e. cookies control, localization control, hide the text of
SMSS received, etc.

. Customization: Need of more customization i.e. setting according to the location, smart synchronization,
senior apps or parameters, etc.

. User eXperience (UX): Ergonomics and affordancei.e. clarity of menu, tree logic, technical vocabulary, more
help notice or bubble information, etc.

Concerning the control by the user of the device location, there is a quasi-equal spread between the users who think that
they can control, users thinking that they can control but do not find it easy, and users who do not think that the control
ispossible. But alarge majority of users (87 %) would like to hide their locations (when they wish).

The respondents have been asked about the possibility to change remotely smartphone settings: 43 % think that they
may change settings of their smartphone, whereas 61 % think that the providers have this possibility (several answers
were possible). So, it can be assumed that thereis alarge range of "progress' for users to become mature actor.
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A large majority of userswould like to challenge their providers, on privacy respect, security level, quality or price.
This expectation should be achieved as long as the evol ution towards a user-centric approach could be implemented.

The final question of the initial survey gave the opportunity to users to express their views about digital future. One of
the major challenge will be to ensure safety and individual privacy, as a maority of users expresstheir doubt about this.
They are more confident about the possibility to customize services and that services, equipments, etc., will be easiest to
be used and more user friendly.

The additional survey, available as attachment to ETSI EG 203 602 [i.2], was focused on the user place in the new
digital ecosystem and user expectations. The additional survey had the objectives to:

. better understand the consumer relationship with digital

. identify the main expectations and fears

e ook at the confidence drivers

e  collect reactions on the perspectives opened up by new technologies

The main concern for users about digital ecosystem isidentity theft. This concern arrives clearly first (nearly 50 %).
The second concern (20 %) isthe loss of privacy due to the collection of datafor commercial purposes without the
knowledge of the surfer. The other concerns (10 %) are the loss of personal data, the loss of freedom to choose, and the
collection data by governments.

Over 60 % of users consider good or rather good new technol ogies:“biometric access' and "electronic signature”.

Conversely the "blockchain" and the use of "APIs' receive lessthan 50 % of positive opinions, but it can be seen that
the level of knowledge about these two technologies is low<{(respectively 28 % and 23 % of no opinion).

The additional survey provides the following results.

H¢®s Eno &hoajinion

More tools to manage and monitargtiality of services ?

More environnental and societal accountability frog
providers ?

More flexibility to change offers, options, provide’s...?

More contrghkavailable for user ?

More customized ?

More friendly, easy touse ?

More respect for individual freedom ?

Safer?

20 8%

0% 10% 20% 30% 40% 50% 60% 70% B80% 90% 100%

Figure 1: Results of the additional survey: user needs
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4.2 Identification needs for the communication dimension

The consumers search for the desire services in adirectory, even if the services are physically distributed over several
platforms. Then the service consumers may call on these services. According to their wishes or needs the users need an
interface (alanguage, a protocol, etc.) to design the dynamic composition of the services called on, in order to access
the expected personalized service.

The present document considers the communication dimension of the digital ecosystem related to the user (the service
consumer) and the service provider.

The service provider isresponsible for creation of a service, to document the functional descriptionsin the directory and
to provide the interface.

Depending on the level of "freedom wanted by the user" (according to figure 2 Illustration of the user "cursor") the
composition may be called on in an autonomous way (step by step) or globally (only the final result is provided to the
user).

USER cursor (level of « freedom » in
service composition)

QD 433'
&
Single « button » QQ;@ Thgﬁsér fully

Everything is O & sbm oses the
R S
Set-u O & sBrvices
D &)
V.' 6% > «\'}Q \Q’
» PS¢
% \‘b Q\\ \0“ 4
&Q«Q \% Q .&)q\q’&
N S
V Setting &
*b%\q\
» §
v  User Brofile
) )\\A,E’igcaa‘ﬂ
_ NN
¥ HWI®
¢ QoF

V¥ Security

Figure 2: lllustration of the User "cursor"
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